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A. Generalities”

|. Cultural Vectors of Data Dis-
closure

Identification of cultural [pre]conditions for individual
data disclosure: cultural parameters that may the deci-
sion to disclose one’s personal data; cultural practices
and expectations regarding data disclosure [eg taboos];
data protection and privacy discourse, particularly artic-
ulated calls for reform); narratives and stories concern-
ing data disclosure; synonyms for ‘Data Protection’ and
‘Privacy’ in the respective language.!

With an extension of approximately 17 million
square kilometres, Russia is one of the largest
countries in the world. Russia lies partly in
Eastern Europe and partly in Northern Asia.
Russia’s population is about 146 million,
which makes Russia one of the 20 States with

the largest population.

Russian language does not have a literal trans-
lation for the word ‘Privatheit’ or ‘privacy’
in the sense of the physical sphere of an indi-
vidual that belongs to him or her alone and is
free from intrusion by third parties. In part,
this is certainly due to the culture of living to-
gether in communal flats (‘kommunalka’) or
in a house-commune (‘dom-kommuna’)
during the Soviet era. The goal of the latter
was the collectivisation of private life. In ad-
dition, there is also the Soviet ban on private
property and its replacement by personal
property’. Not least because of the elimina-
tion of the private during the Soviet era, peo-
ple in Russian still refer to the ‘personal life’,
‘personal thing’ or ‘personal space’ (not to the

*This report is part of an interdisciplinary research
project on individual data disclosure: VVectors of Data
Disclosure — A comparative study on the disclosure of personal
data from the perspectives of legal, cultural studies, and business
information Systems research, supported by the Bavarian
Research Institute for Digital Transformation (bidt).
<https://www.bidt.digital/en/vectors-data-disclo-
sure/>.

! These guideline texts are meant to facilitate an over-
view on the structure and content of all of the re-
search project’s country reports.

2 German legal term.

3 Personal property rights in the Soviet Union were
very limited and had a strict consumption character.

private one!).* Despite the absence of the con-
cept of privacy in the Russian language, the
desire for it has always been strong. Historical
experience points to curious linguistic crea-
tions: one example is the legal action of the
resident of a communal flat who had to share
a room with his ex-wife and for this reason
asked for permission to install a shielding wall
for ‘domestic self-separation’ (‘bytovoe sa-
moograschdenije’).” The personal thus
lacked self-determination — an important ele-
ment of privacy in the natural sense.

Another amusing example is provided by the
Russian classic M. Bulgakov’s story ‘Heart of a
dog’. Representatives of the building manage-
ment come to the flat of a professor of surgery
with the demand to free partof his living
space for workers. In response, the professor
points to a legal document stating that his flat
is officially exempt from ‘densification’ (‘up-
lotnenije’). Since this does not help, he calls
a high-ranking person and asks for a ‘final’
document so that neither the property man-
agement nor others are allowed to approach
his doot. Otherwise, he would leave it to the
property management to carry out his opera-
tions. This example demonstrates that individ-
ual privacy could be negotiable if one pos-
sessed skills relevant to survival in any social
order.

Today, Russian society is characterised by a
culture of mistrust, which is certainly linked to
the country’s dramatic history. In addition,

Personal property could not be used for profit-mak-
ing. On this, see Marmy.s, CoberBeHHOCTD B
Coserckom rocyaaperse, Purocodpus mpasa, 2014, Ne
5 (66), crp.85/Grigotij Mantul, ‘Property in the Soviet
Union’ [2014] 5(66), Philosophy of law 85 et seqq.

4 For example, Art 56 of one of the Soviet constitu-
tions (1977) protects the fundamental right to per-
sonal life. In comparison, Article 23(1) of the current
Russian Constitution (1993) protects the fundamental
right to private life (or privacy).

5
Vrexun, "Hwwero amumoro", <arzamas.acad-

emy/courses/6/3> , Aara mocaeaHero obpareHus
09.12.2021/Ilya  Utehin, ‘Nothing petrsonal’, <at-
zamas.academy/courses/6/3> accessed 09 December
2021.



there is also ongoing political persecution by
the State. Both mistrust towards fellow citi-
zens and mistrust towards non-governmental
organisations are characteristic. According to
the Lewada Centre’s 2020 survey, the follow-
ing social institutions are trusted most: the
army (66 %), the president (58 %), and the se-
curity services (53 %). All other institutions
score rather poorly. At the same time, it is not
possible to assume a high level of trust in the
State as the Corona pandemic has shown:
54 % of Russian citizens are not willing to get
vaccinated.’

One manifestation of the difficult establish-
ment of private property and the culture of
mistrust in Russia is the problem of high
fences.® Originally, Russian cities were built
around a fortress (rather than a market) where
the fence had an important function of inter-
nal and external security.” If you travel to
Russia from Europe today, the fencing of
both private and urban spaces will be very no-
ticeable.

Nowadays, the word ‘privatnost’ is used
more frequently in different contexts (from
the I'T sector to academic research). Privatnost
already has a foreign origin from hearing it and

6 Aesada-Llenmp, AoBepre mHCTHTYTAM,
<levada.ru/2020/09/21/doverie-institutam/>, aata
nocaearero obparmenus 09.12.2021 /Levada Centre,
‘Survey on trust in social institutes’ (Levada Centre, 21
September 2020) <levada.ru/2020/09/21/dovetie-in-
stitutam/> accessed 09 December 2021.

7 Aesada-Llenmp, Koporasupyc, IpUBUBKH 1
00si3aTeAbHAs BAKIIHALIN,
<levada.ru/2021/07/05/koronavirus-privivki-i-
obyazatelnaya-vaktsinatsiya/>, aata mocacamero
obparennsn 09.12.2021/Levada Centre, ‘Surveys on
coronavitrus, vaccinations and compulsory vaccination’
(Levada Centre, 05 July
2021)<levada.ru/2021/07/05/koronavitrus-privivki-i-
obyazatelnaya-vaktsinatsiya/> accessed 09 December
2021.

8 Medseoes, sabopa",
<hse.ru/video/120759974.html>, aAara mOCAEAHETO
obpamernns 07.12.2021/Sergei Medvedev, “The Phe-
nomenology of the Fence’ <
hse.ru/video/120759974 . html> accessed 07 December
2021; Tpyaoarobos, Aroam 3a 3abopom: YacrHoe

"®eromenonozus

HpOCTpaHCTBO, BAACTP M COOCTBEHHOCTh B Poccum

corresponds to the notion of privacy in Ger-
man (or privacy in English).

Regarding data disclosure in Russia, there are
already first survey results. The associations
‘Big Data’, WZIOM", and Ipsos published a
joint study in November 2021 according to
which the majority of respondents are neutral
towards data collection and think that it could
be rather useful. The survey showed, among
other things, that respondents are willing to
disclose data if it improves service quality."
Opverall, it can be said that technological devel-
opment in Russia is very dynamic; nowadays,
it is possible to buy tickets in the Moscow
metro using a biometric payment system (Face
Pay).

However, the willingness to disclose one’s
personal data is low in other contexts. For ex-
ample, according to the recent Ipsos survey
tor the World Econonic Forum, only 28 % of re-
spondents in Russia are willing to disclose
health data to the government. For disclosure
to private companies, the willingness of re-
spondents is much lower (25 %) although

2015, New Publishing House/Maxim Trudolubov, Peo-
Ple Bebind the Fence: Privacy, Power and Private Property in
Russia New Publishing House, 2015).

9 Sergei Medvedev, ‘The Phenomenology of the
Fence’ < hse.ru/video/120759974.html> accessed 07
December 2021. According to Medpeder, a weighty
manifestation of Russian fence culture was the con-
struction of the Berlin Wall, which not only separated
the socialist and capitalist worlds, but rather had exis-
tential significance for Soviet regimes because the
ptice of crossing behind the fence was one's life.

10 BITMIOM/WZIOM - All-Russian Centre of Public
Opinion Research.

1 Acconmarus GOAbIIUX AaHHBIX, ‘Poccusne roToBbI
ACAHTBCA AAHHBIME B OOMEH Ha AYYIINNA CepBrC
<tubda.ru/association_news/rossiyane-gotovy-
delitsya-dannymi-v-obmen-na-luchshij-setvis/>, aata
mocaearero obpamernus 09.12.2021/Association ‘Big
Data’, ‘Russian citizens ready to give up data for better
service quality’ (Association ‘Big Data’, 17 November
2021) <rubda.ru/association_news/rossiyane-gotovy-
delitsya-dannymi-v-obmen-na-luchshij-setvis /> ac-
cessed 09 December 2021.



67 % of respondents would disclose their
health data to medical institutions."

Il. Legal System and Lawmaking

Central characteristics; sources of law and legal hierar-
chies; classification of legal systems; lawmakers and in-
fluential political and societal movements.
Characteristic of the Russian legal system are
numerous historical upheavals that have influ-
enced and sometimes disrupted the develop-
ment of law in Russia. After the October Rev-
olution in 1917, the pre-revolutionary legal
system was largely abolished but some ele-
ments, in particular the police’s position which
was characterised by almost unlimited powers
during the Russian monarchy, served as a
foundation for the development of Soviet
law."” The role of law during the Soviet period
is particularly evident in the fact that four con-
stitutions were adopted between 1918 and
1978. Currently, the fifth constitution is in
force which was adopted by referendum in
1993.

After the disintegration of the Soviet Union,
economic reforms were carried out (known as
J Gaidar’s reforms or the ‘government of
the young reformers’) which at the same
time led to the reform of the legal system. The
result’s result exceeded all possible expecta-
tions and brought freedom of the press, free-
dom of expression, political competition, and
democratic elections into Russian life."*

12 Ipsos, ‘Global public backs COVID-19 vaccine
passports for international travel” (Ipsos, 28 April
2021) <ipsos.com/en/global-public-backs-covid-19-
vaccine-passports-international-travel> accessed 09
December 2021.

15 Muwuna , AAIHHBIE TEHI COBETCKOTO IIPOIIAOTO
2014 ®omna “Aubepaspnas muccus” ctp. 18 /Ekate-
rina Mishina, The Long Shadows of the Soviet Past (The
Liberal Mission Foundation, 2014) 18 et seqq.

14 ibid 54.

15 ibid 61; see also Kpacros, I1paso: ucropus u
coBpemenHocts, 2017, Nel, crp. (810)/Mikhail Kras-
nov, Law: History and Modernity (Nel, 2017) 810.

16 This term refers to those federal laws that have al-
ready been provided for by constitutional norms. An
example of this is Article 128(3) of the Constitution,
according to which the powers and activities of the

Today, the communist social order does not
exist any more, nor does the socialist legal sys-
tem. The Russian legal system belongs to the
Romano-Germanic legal system. The most
important codifications took place between
1994 and 2006 when the Russian Civil Code,
Criminal Code and procedural codes were
adopted. A special feature of the Russian legal
system is the path dependence when apply-
ing the law which is particularly evident in the
judiciary.”

The sources of law are the Constitution, fed-

eral constitutional laws,'

federal laws, regional
law, and sub-legal norms. In addition and ac-
cording to Art 15(4) of the Russian Constitu-
tion, the Russian legal system includes gener-
ally recognised principles and norms of inter-
national law as well as international treaties
adopted by Russia.'” In the event of a conflict
between an international treaty and a domestic

law, the rules of the international treaty apply.

In 2015, the Russian Constitutional Court
took a turn regarding the relationship between
international law and national law. According
to the Constitutional Court’s ruling of 14
July 2015, the European Court of Human
Right’s (ECtHR) judgements may not be fol-
lowed if the ECtHR’s interpretation of the
European Convention on Human Rights
(ECHR) contradicts the Russian Constitu-
tion.'® However, such a contradiction is rather

Constitutional Court, the Supreme Court of Russia
and other federal courts are regulated by a federal con-
stitutional law.

17 Art 15(4) of the Russian Constitution is applicable
to all international treaties to which Russia has agreed.
The Russian Constitution does not differentiate be-
tween ratified and non-ratified international treaties.
According to Russian law, the State can consent to in-
ternational treaties in various forms. For more infor-
mation about different forms of consent the state can
invoke see Art 6(1) of the Federal Law of 15 July 1995
Ne 101 ‘On International Treaties of the Russian Fed-
eration’/ @eaepanpusbtii sakon ot 15.07.1995 Ne 101
“O MeKAYHAPOAHBIX AOroBopax Poccmiickoit
Depepannn”, <rg.ru/1995/07/21/mejdunarodnye-
dogovory-dok.html> accessed 09 December 2021.

18 The difficult relationship with the ECtHR is best un-
derstood through the speeches of the President of the



difficult to imagine as the ECHR and the Rus-
sian Constitution are based on the same prin-
ciples. A special procedure has been estab-
lished for the implementation of the Constitu-
tional Court’s ruling. Due to the aggression of
the Russian Federation within the sovereign
territory of Ukraine and therefore violations
of the Statute of Council of Europe, the rep-
resentation rights of Russia in the Council of
Europe were suspended.” This development
was further followed by the exclusion of Rus-
sia from the Council of Europe.” Prior to the
decision of the Council of Europe, Russia de-
cided to leave the Council of Europe freely™
(presumably avoiding the kick-out initiated by
CoE), which means another disruption of the
legal system, comparable only to conse-
quences of the October Revolution in 1917.

At the top of the hierarchy of norms is the
Russian Constitution. It is followed by gener-
ally recognised principles and norms of inter-
national law and legally binding international
treaties (see Art 15(4) of the Russian Constitu-
tion). This is followed by federal constitutional
acts and federal laws. Sub-legislative acts and
regional law follow thereafter.

At the federal level, the State Duma is respon-
sible for lawmaking. Regional parliaments
are responsible for legislation within the re-
spective region (officially ‘subject of the feder-
ation’). The traditional principle of federalism

Russian  Constitutional Court:  3gpexun, Awmanor
Koucrurymuonnoro Cyaa PO u Eppometickoro cyaa
110 IIPaBaM YEAOBEKA B KOHTEKCTE KOHCTHUTYILIHOHHOTO
[IPABOIIOPAAKA,

<kstf.ru/ru/news/speech/pages/Viewltem.aspxrPar-
amId=39>, AaTa IOCAEAHETO obparreHns
09.12.2021/Valery Zotkin, “The Dialog of the ECtHR
and Russian Constitutional Court in constitutional con-

text’ <kstf.ru/ru/news/speech/pages/View-
Item.aspx?ParamId=39> accessed 09 December 2021;
Soperur, Poccus u Crpacbypr,

<rg.ru/2015/10/21/zotkin.html>, aara mocaeamero
obpamenns 09.12.2021/Valery Zorkin, ‘Russia and
Strasbourg’  <tg.tu/2015/10/21/zotkinhtml>  ac-
cessed 09 December 2021.

19 Council of Europe, ‘Council of Europe to discuss
potential further measures against Russia’, (CoE,
2022), <coe.int/en/web/portal/-/council-of-europe-

applies according to which federal law over-
rides regional law. According to Art 104 (1) of
the Russian Constitution, the legislative initia-
tive belongs to the President, the Federation
Council, the Senators of the Federation Coun-
cil, the Deputies of the State Duma, regional
legislative bodies, the Constitutional Court
and the Supreme Court with regard to the is-
sues that fall within their competencies. An-
other interesting peculiarity is attributable to
the Russian Constitutional Court which has
introduced de facto amendments to consti-
tutional norms by way of its interpretative ac-
tivity.”

B. (General) Legal System of In-
formation Law

|. Structure of Information Law

Constitutional and basic rights aspects; relevant regula-
tions concerning intellectual property, secrecy, cyber-
crime [data privacy aut idem infra at C.]; Which regula-
tions are based on international provisions [especially
concerning intellectual property]?

The Russian Constitution does not contain an
explicitly regulated fundamental right to data
protection. Rather, such a right is derived
from other fundamental rights, in particular
from the fundamental right to a private life
which is regulated in Article 23(1) of the Con-
stitution. In addition, there is Article 24(1) of
the Constitution, according to which the col-
lection, storage, use, and dissemination of

to-discuss-further-measures-against-russia> accessed
15 Match 2022.

20 Council of Europe, “The Russian Federation is ex-
cluded from the Council of Europe’, (CoE, 2022),
<coe.int/en/web/portal/-/the-russian-federation-is-
excluded-from-the-council-of-europe> accessed 03
April 2022.

2 Deutsche Welle, ‘Russia formally departs Council of
Europe’, <dw.com/en/russia-formally-departs-coun-
cil-of-europe/a-61136962> accessed 03 April 2022.

22 For an analysis of all 13 judgments of the Russian
Constitutional Court on the interpretation of the Con-
stitution: Kpacos, TOAKOBaHIA KaK ITOIIPABKH,
CpaBHUTEABHOE KOHCTUTYIIHOHHOE 0003penue, 2014,
Nel (110), crp. 77-91/Mikhail Krasnov, ‘Interpreta-
tions as Amendments’ [2014] 1(110) Comparative
Constitutional Review 77, 77-91.



information about the private life” of indi-
viduals without their consent is prohibited. In
the past, the Russian Constitutional Court has
interpreted the concept of private life rather
narrowly but this approach has currently
changed and converged with the ECtHR’s ju-
risprudence on Art 8 of the ECHR.** The Rus-
sian Constitutional Court defines private life
as an aspect of human life that belongs only to
the individual and is free from State or social
control. Moreover, the Constitutional Court
underlines that the fundamental right to pri-
vate life includes an individual’s possibility to
control information about himself (and its dis-
semination).”

The protection of privacy of correspondence,
post, and telecommunications are regulated in
Art 24(2) of the Constitution. Freedom of in-
formation rights are regulated in Art 29 of the
Constitution.

23 Art 23(1) and Art 24(1) of the Constitution use the
wotd ‘private life’, which in Russian, however, con-
sists of two words, such as ‘private life’ (‘chastnaya
zhizhn’). The adjective ‘chastnyiy’ is different from
‘private’ and means ‘separate’, ‘particular’ in Rus-
sian, see Oncez06, TOAKOBBIN CAOBAPH PYCCKOTO A3BIKA,
<ozhegov.slovaronline.com/38452-CHASTNYIY>,
AaTa mocAaearero ooparrenus 16.12.2021 / Ozhegov
online dictionary <ozhegov.slovaronline.com/38452-
CHASTNYIY> accessed 16 December 2021. If you
make a noun out of the word ‘chastnyiy’, you get
‘chastnost’, which is a completely different word than
‘privacy’, as the meaning goes strongly in the direc-
tion of ‘particularity’, see on this Owmeeos, TOAKOBBII
CAOBapb PYCCKOro fA3bIKa, <ozhegov.slova-
ronline.com/38451-CHASTNOST>, aata
mocaearero obpawmenus 16.12.2021/ Ozbegov online dic-
tionary <ozhegov.slovaronline.com/38451-CHAST-
NOST> accessed 16 December 2021.

2 IIpockypskosa, KoHCTHTYIIMOHHO-TIPABOBEIE paAMKI
3AIMNTHL IEPCOHAABHBIX AaHHBIX B Poccum, BectHuk
CIIBI'Y, 2016, Ne 14 (2), crp. 12 (15)/ Proskuryakova,
'Constitutional Framework of Data Protection in Rus-
sia' [2016] 14(2) Journal of Saint Petersburg University
12, 15.

% Ompeaeacrue Koucrurynumonsoro cyaa P® ot
09.06.2005, Ne-248-O/Decision of the Russian Con-
stitutional Court, 09 June 2005, Ne-248-O.

26 Pepepasbublii 3ak0H ot 14.07.2006 Ne 149 “O6
nadopmarun” /Federal Law of 14 July 2006 Ne 149

The Federal Law ‘On Information’® (herein-
after Russian Law on Information) is the basic
legal act of Russian information law. Current
political and legislative activities in infor-
mation law are centred around the concept of
digital sovereignty.” All legal amendments
implementing digital sovereignty are con-
tained in the Russian Law on Information.

A distinction is made between generally ac-
cessible information as defined in Art 7 of
the Russian Law on Information and infot-
mation with restricted access as defined in
Art 9 of the Russian Law on Information. In-
formation with restricted access include per-
sonal data, commercial,” professional,” and
state secrets.” Access to such information is
regulated by specific federal laws.

For example, in Russia, the federal law ‘On

Personal Data Protection’ (hereinafter

Russian Law on Personal Data) applies which

‘On Information’ <rg.ru/2006/07/29/informacia-
dok.html> accessed 09 December 2021,

27 em. 11. 34(a) Crparernn paspurus
nH@OpMATHOHHOTO 0bIIecTBa B Poccuiickoit
Depepanmu ma 2017-2030 roast/See e.g. point 34(a) of
the Russian Information Development Strategy for
2017-2030 <kremlin.ru/acts/bank/41919> accessed
09 December 2021.

28 depepanbasbiil 3akoH oT 29.07.2004 Ne98 “O
xommepueckoit Taiine” /Federal Law of 29 July 2004
Ne98 ‘On Commercial Secrecy’

<tg.ru/2004/08/05/ taina-doc.html> accessed 09 De-
cember 2021.

2 cr. 7 ®epepanbroro 3akona or 03.04.1995 “O
Deaepanbnoit cayxbe Hesomacnoctn”/Art 7 of the
Federal Law of 03 April 1995 Ne 40 ‘On State Security
Service” <pravo.gov.tu/proxy/ips/?doc-
body=&nd=102034880&rdk=&intelsearch=> ac-
cessed 09 December 2021.

30 ®depepanbabiii 3akon ot 21.07.1993 Ne5485-1 “O
rocyaapcrsennoii taiine” /Federal Law of 21 July
1993 Ne5485-1 ‘On State Secrecy’
<ptavo.gov.tu/proxy/ips/?docbody=&prev-
Doc=102478068&backlink=1&&nd=102025035> ac-
cessed 09 December 2021.

31 depepanbasbiii 3akoH ot 14.07.2006 Ne 152 “O
nepconarbubix Aanubrx’’/Federal Law of 14 July 2006
Ne 152 “On petsonal data’ <rg.ru/2006/07/29/pet-
sonaljnye-dannye-dok.html> accessed 09 December
2021.



is similar to the FEuropean Directive
95/46/EC (‘Brussels effect).

The last significant development in Russian
information law is the enactment of the law
‘On the Activity of Foreign Persons in the
Internet on the Territory of the Russian
Federation’ (or ironically among lawyers law
‘On Landing’)”. At present, this law is only
partially in force. It aims to ensure a level play-
ing field for Russian and foreign companies.”

According to the World Intellectual Property Or-
ganization, Russia is party to 79 international
treaties in the field of intellectual property
law.** Of particular importance for intellectual
property law in Russia is the Berne Conven-
tion for the Protection of Literary and Ar-
tistic Works. In addition, there is also the
Universal Copyright Convention. Intellec-
tual property law is comprehensively regulated
in Part V of the Russian Civil Code. In terms
of regulation, the Russian Civil Code is a pro-
gressive and popular piece of legislation
among Russian lawyers. However, individual
intellectual property rights are not popular so-
cially as they are often violated, especially in
the internet. In June 2013, it was such a cata-
strophic situation with illegal film downloads
that the State Duma passed an amendment
legislation. One of the many amendments
concerned the Russian Law on Information.
Nowadays, the new Art 15.2 of the Russian
Law on Information allows the blocking of
websites that offer illegal media content for
download. This problem affects not only films
and music but also, for example, scientific
works that can be acquired without the au-
thor’s consent. The lack of appreciation of

32 In Russian: “3axon o npusemaenun’”.

3 @epepanpsrii 3akon ot 01.07.2021 Ne 236 “O
ACATEABHOCTH HHOCTPAHHBIX AULL B
nHGOPMANNOHHO-TEACKOMMYHUKAIINOHHOM CETH
«IaTeprer» Ha TeppuTopHu Poccmiickoi
®epeparmn”/Federal Law of 01 July 2021 Ne 236 ‘On
the Activity of Foreign Persons on the Internet on the
Territory of the Russian Federation’
<rg.ru/2021/07/05/inethtml> accessed 10 Decmber
2021.

intellectual property rights can probably also
be seen as a manifestation of the path depend-
ence from the Soviet era.

The amendment act on the Protection of In-
tellectual Property Rights also had a harmful
spill-over effect. The practice of blocking has
been extended to other areas of law where it
significantly restricts the fundamental right to
freedom of expression. Subjectively, this is a
much bigger problem for Russian society than
illegal downloading of music and films when
at some point neither legal nor illegal media
content may be distributed.

Chapter 28 of the Russian Criminal Code is
completely dedicated to cybercrimes.
Art 272 of the Criminal Code regulates, for ex-
ample, the offence of unauthorised access to
computer data.

[l. Allocation of Informational Le-
gal Positions

Commodity/commoditization, especially ‘intellectual
property’; collective goods; public goods.

According to Art 5 of the Russian Law on In-
formation, information can become the sub-
ject of public law, civil law and other legal re-
lationships. This makes information a univer-
sal legal object.” In the context of civil law,
information becomes an economic good that
can be used for profit unless Art 150 of the
Civil Code is invoked.” Such exceptions in-
clude the protection of private life or secrecy
which cannot be alienated.

At the same time, Art 128 of the Civil Code
which governs objects of civil law does not

3 Wortld Intellectual Property Organization, “WIPO
Lex — Russian Federation’ (Wipolex, 2019) <wi-
polex.wipo.int/en/treaties/members/profile/RU> ac-
cessed 09 December 2021.

3 Caseaves, Kommenrapuii k PeacparbHOMY 3aKOHY
ot 27 mroas 2006 1. Ne149-®3 "O6 urdopmarum,
HNH(OPMALIMOHHBIX TEXHOAOTUAX U 3AILUTE
nudopmanun", 2015, Cratyr, cr. 5, crp. 31./ Alexan-
der Savelyev, ‘Art 5’ in Commentary on the Russian Law on
Information (Statut, 2015) 31.

36 ibid.



apply to information or data.”” Only
Art 1225(1)(3) of the Civil Code classifies da-
tabases as intangible property. Art 1260(2)
and Art 1333 et seqq of the Civil Code distin-
guish between two copyright protection re-
gimes — one for the author of a database and
for the creator (a person who organised the
collection, processing, etc of the data). For ex-
ample, the creator may make a database gen-
erally accessible (see Art 1333(2) of the Civil
Code).

According to Art 2 of the Russian Law on Per-
sonal Data, the act regulates the guarantee of
the fundamental right to privacy, personal,
and family secrets when processing personal
data. Reference has already been made to the
basic legal distinction between generally acces-
sible information and information with re-
stricted access.

[1l. Institutions

Information supervisory authorities; private institu-
tions/organisations [industry and sectoral associations,
including international ones; public administration und
cultivation/management of informational goods.

Roskomnadzor executes the function of the
media and information supervisory authority.
Roskomnadzor’s powers are comprehensively
regulated in the relevant regulations.38 It is
part of and subordinate to the Federal Minis-
try for Digital Development so that it does not
correspond to the concept of an independent

37 Reference to legal amendment of 2019: digital
rights were regulated as objects of civil law legal rela-
tionships within the meaning of Art 128 of the Civil
Code.

38 TTocranosaenue I1pasureascrsa P® or 16 mapra
2009 r. N 228 “O PeaepaAbHOII cAYxKOE IO HAAZOPY B
cepe cBA3n, HHPOPMAITMOHHBIX TEXHOAOTHH 1
maccoBbix kommyrukanuii”/Dectee of the Govern-
ment of the Russian Federation of 16 March 2009 Ne
228 ‘On Federal Service for Telecommunications, In-
formation and Media Supervision’, <digi-
tal.gov.ru/ru/documents/3226/> accessed 09 De-
cember 2021.

¥ See Oleg Blinov, ‘Encrypt your data to make GDPR
and Russian Data Localization Law compatible’
<iapp.otg/news/a/enctypt-your-data-in-order-to-
make-gdpr-and-russian-data-localization-law-compati-
ble/> accessed 04 August 2021.

data protection supervisory authority within
the meaning of Art 51 of the GDPR. The lack
of independence of Roskomnadzor is one of
the factors why Russia is not considered as a
third country with an adequate level of data
protection pursuant to Art45 GDPR.” In
Russia’s regions, Roskomnadzor has territorial
representations.””  Also, Roskomnadzor is
mentioned in the context of the blocking of
internet services. The legal basis for this can
be found in Art 15.1-1 et seqq of the Russian
Law on Information. Special attention should
be paid to Art 15.5 of the Russian Law on In-
formation which provides for restrictions for
activities of internet services if they violate
Russian data protection regulations. Roskom-
nadzor keeps a special register where such in-
ternet services are listed. Blocking is carried
out at Roskomnadzor’s request by hosting
providers or telecommunications service pro-
viders. However, a prerequisite for blocking is
a legally binding court decision. In this con-
text, the blocking of LinkedIn should be
noted which has not fulfilled the data localisa-
tion obligation according to Art 18(5) of the
Russian Law on Personal Data.*!

Rospatent is responsible for the protection of
intellectual property rights. Likewise, Rospa-
tent is not an independent body but part of the
Federal Ministry of Economy. Rospatent’s
powers are regulated in a relevant regula-

tions.* According to point 5.8. of the

40 For the list of territorial representations of Roskom-
nadzor: <tkn.gov.ru/about/territotial/> accessed 09
December 2021.

# Ompeaererue MOCKOBCKOIO TOPOACKOIO CYAd OT
10.11.2016 o aeay 33-38783/2016/Moscow City
Court, Judg. of 10 November 2016 - the case 33-
38783/2016; to access the judgment see <mos-got-
sud.ru/mgs/services/ cases/appeal-civil/de-
tails/19d661b0-6b14-48eb-b753-9adbf19fe32a> ac-
cessed 30 May 2021.

# TTocranosaenue IIpasureapcrsa P® ot 21 mapra
2012 r. Ne 218 “O DeaepasbHOI CAyKOE ITO
HHTEAACKTyaABHOM coberennoctn” /Dectee of the
Government of the Russian Federation of 21 March
2012 Ne 218 ‘On Rospatent’ <rospa-
tent.gov.tu/ru/documents/218-postanovlenie-pravi-
telstva-rf-ot-21-marta-2012-g-218> accessed 09 De-
cember 2021.



Regulation Rospatent is responsible for the
registration and sale of copyrights on works,
databases, trademarks, etc. As mentioned
above, Art 15.2 of the Russian Law on Infor-
mation allows the blocking of websites that
disseminate information and thereby violate
copyrights. However, Roskomnadzor is re-
sponsible for the procedure.

At the international level, Russia is a member
of the OECD, WTO and WIPO.

At the local level, there are NGOs like Ros-
komsvoboda® that fight for freedom of in-
formation and support unlawfully blocked in-
ternet services. Significant projects were the
Freedom of Information Foundation and
especially ‘Komanda 29’. The latter project
consisted mainly of lawyers who worked cases
related to Art 29 of the Russian Constitution
(freedom of information, freedom of the
press, ban on censorship) and won many of
them prominently in Russia’s highest courts.
The activity of ‘Komanda 29’ has been
equated with the activity of the international
non-governmental organisation Spole¢nost
Svobody Informace which has the status of
an ‘undesirable organisation’ in Russia.*

4 Website: <roskomsvoboda.org> accessed 09 De-
cember 2021.

4 Undesirable organisation means foreign and interna-
tional non-governmental organisations that endanger
constitutional order, defence capability and security of
the Russian state. Cm. ct. 3.1. PeaeparpHOro 3aKoHA
or 28.12.2012 1. Ne 272 "O mepax Bo3AeHCTBHS Ha
AULL, IIPHYACTHBIX K HAPYIICHUSIM
OCHOBOIIOAATAOIINX IIPAB 1 CBOOOA YEAOBEKA, IIPAB U
cB0boA rpaxaan Poccniickoit Peaeparmn”/See more
in Art 3.1. of the Federal Law of 26 December 2012
Ne 272 ‘On Intervention Measures in Connection with
Human Rights Violations” <tg.ru/2012/12/29/zakon-
dok.html> accessed 09 December 2021.

4 Read more in German: Legal Tribune Online,
‘Russische Anwaltsorganisation beendet Arbeit’ (Lega/
Tribune Online, 19 July 2021)
<https://www.lto.de/recht/nachrichten/n/komanda-
29-russland-anwaltsorganisation-nawalny-buerger-
rechte-hochvertat-spionage/> accessed 09 December
2021.

4 Unmepgpaxe, PKH mmoarBepAnA GAOKHPOBKY cafita
"Komauasr 29" n3-3a Hexkeaareabnoit HITO, <inter-
fax.ru/russia/778315>, aara mocaeanero obparenus
09.12.2021/ Interfax ‘Roskomnadzor confirms

‘Komanda 29’ has been dissolved in 2021.*
Earlier archives of its advocacy activities were
blocked by Roskomnadzor.*

IV. Procedural aspects

Control and enforcement; individual; collective;
through associations; by authorities [executive and judi-
cial].

Russian data protection law provides in
Art 17(1) of the Russian Law on Personal
Data for an administrative and judicial rem-
edy to bring an action against the activity or
inactivity of the controller. Pursuant to
Art 17(2) of the Russian Law on Personal
Data, the data subject may claim damages
(including non-material damages) (however,
this is only possible in court proceedings).
Roskomnadzor and its federal representations
are responsible for an affected person’s ad-

ministrative legal action.”” The respective pro-
cedure is regulated by federal law.*

The judicial remedy is the least attractive.
Commentaries point out that Roskomnadzor
has much more legal leverage over responsible
parties than courts.” Moreover, damages re-
quire pecuniary loss which is difficult to prove

blocking of “Komanda 29”(Interfax, 16 July 2021)<in-
terfax.ru/russia/778315> accessed 09 December
2021.

47 em. 1. 5.11 Iocranosaenust I1pasureascrsa PP or
16.03.2009 Ne 228 "O ®DeaeparbHOil cAyxOe 110
HaA30py B cpepe CBA3H, NHPOPMALUOHHBIX
TEXHOAOTHIT M MaCCOBBIX KOMMyHHUKanuii"/see point
5.11. of the Decree of the Government of the Russian
Federation of 16 March 2009 Ne 228 ‘On Federal Ser-
vice for Telecommunications, Information and Media
Supetvision” <tg.ru/2009/03/24/polozhenie-
dok.html> accessed 09 December 2021.

4 Pepeparpasrii 3akon ot 02.05.2006 Ne 59 “O
LTOPSIAKE PACCMOTPEHUS OOPALIEHUI IPAKAAH
Poccuiickoit @eaepannn’/Federal Law of 26 April
2006 Ne 59 ‘On Civil Requests’
<pravo.gov.tu/proxy/ips/? docbody=&
nd=102106413> accessed 09 December 2021.

4 Casespes, Hayano-IIpakTHYeCKUE [TOCTATCHHBLH
kommeHTapuit K PeaeparbHOMY 32K0HY “O
IIepCOHAABHBIX AaHHEIX ', 2015, CratyT, ct. 17, c1p.
122/ Alexander Savelyev, ‘Art 17" in Commentary on the
Russian Data Protection Act (Statut, 2015) 122.


http://pravo.gov.ru/proxy/ips/?docbody=&firstDoc=1&lastDoc=1&nd=10216247

in the cases of data protection rights’ viola-
tions.” Furthermore, an action through the
Human Rights Commissioner would be con-
ceivable if the claimant disagrees with the out-
come of the administrative or judicial pro-
ceedings.” There is no federal data protection
commissioner in Russia.

Copyright on databases means that it can be
protected under Art 12 of the Civil Code. This
provision enshrines the ways legal protection
under civil law. However, not all legal protec-
tion channels are useful in the context of da-
tabases.

C. Regulations Concerning Dis-
closure of Personal Data

l. Legal Structure of Data Disclo-
sure

Existence of ‘Data Protection Law’; mandatory and
nonmandatory regulation; differentiation between pub-
lic and private sector; public or private sector as a role
model for regulation; general or sectoral regulation;
self-regulation [codes of conduct]; basic principles of
regulation [preventive ban or freedom of processing];
risk-based approach [potential for misuse; protection of
certain categories of data]; privileged areas [personal
and family sphere; media; research].

There were already first signs of privacy pro-
tection in the Russian Empire. For example,
the Postal Regulations (1857) and Tele-
graph Regulations (1876) guaranteed the
right to privacy of correspondence, but this

50 ibid 125.

5 er. 16 . 1 PeaepasbHOIO KOHCTUTYILIHOHHOTO
sakoHa oT 26.02.1997 Nel "O6 Y110AHOMOYEHHOM 11O
mpaBam geAroBeka B Poccniickoit Oeaeparun’” /see

Art 16(1) of the Federal Constitutional Law of 26 Feb-
ruary 1997 Nel ‘On the Human Rights Commissioner
in Russia’ <docs.cntd.ru/document/9038713> ac-
cessed 10 December 2021.

52 Baowoposa, Vicropus BOSHUKHOBEHNSA M CTAHOBACHISA
MHCTHTYTA IIEPCOHAABHBIX AAHHBIX, I 'ocyAapcTBO 1
paso: Teopust u npaxruka, 2011, crp. 33 (34)/Matiya
Wazhorowa, The History of Data Protection in Russia, State
and Law: Theory and Practice (2011) 33 (34).

53 However, according to Art 13 para. 1-2 of the Rus-
sian FDSG, state and municipal bodies have some-
what more regulatory freedom when processing pet-
sonal data in their information systems (such as
‘Gosuslugi.ra’), but this is limited to the handling of

was lost after the revolution.” This develop-
ment is not surprising since after the revolu-
tion people came to power who had had no
(fundamental) rights for decades and who did
not see themselves as holders of fundamental
rights either. This logically led to the first So-
viet Constitution (1918) guaranteeing a mini-
mum of fundamental rights. In this constitu-
tion neither the fundamental right to private
life nor the fundamental right to a personal
sphere was regulated although this changed
later (see the beginning of this country report).

The Russian Law on Personal Data has been
in force in Russia since 2006. According to
Art 1(1) of the Russian Llaw on Personal Data,
it applies to both the public53 and private sec-
tors. It regulates both automated and non-au-
tomated data processing. The Russian Data
Protection Act essentially corresponds to Di-
rective 95/46/EC which is no longer in force.
The private-family sphere, archives, and State
secrets are excluded from its material scope of
application. In addition, access to information
on judicial activities containing personal data
is regulated by a separate law.” In the event of
a conflict between the Russian Law on Per-
sonal Data and an international treaty, the pro-
visions of the latter apply.”

The territorial scope of the Russian Law on
Personal Data is determined by the principle
of effectiveness. However, the principle of

the information system. In principle, the russFDSG
applies.

> @eaepanbHerii 3akon ot 22.12.2008 Ne 262 “O6
obecredeHIH AOCTyIIa K HH(MOPMAIIIL O
AEATEABHOCTH CYAOB B Poccuiickoit
Depepannn”/Federal Law of 22 December 2008 Ne
262 ‘On Access to Information on Judicial Activity’
<tg.ru/2008/12/26/sud-internet-dok.html> accessed
10 December 2021.

5 See Art 4(4) of the Russian Federal Data Protection
Act; worth of noting is also the landmark decision v.
15 July 2017 Ne 14-IT of the Constitutional Court of
Russia, according to which the Court created a mecha-
nism for rejection of judgments of ECtHR when the
interpretation of ECHR contradicts the Constitution
of Russia, for detailed analysis see Lauri Milksoo,
“Russia’s Constitutional Court Defies the European
Court of Human Rights’ (2016) 12(2) European Con-
stitutional Law Review 377, 377-395.



effectiveness is not regulated in the Russian
Law on Personal Data. Its actual application is
determined by the practice of legal application
and the Ministry of Digital Development’s
declarations. The declarations are not legal
acts and only have a recommendatory charac-
ter. It should be noted that the Ministry of
Digital Development’s declarations are of
considerable importance for the legal applica-
tion practice by Roskomnadzor (which is part
of the Ministry!). In the sense of a justification
for the application of the principle of effec-
tiveness, the declarations refer to European
conflict of laws and Art 3(2) GDPR.” Such
references to comparable regulations in Euro-
pean countries is a common practice of Rus-
sian State bodies.

Russian data protection law is designed as a
prohibition with the option of permission.
A possible permission is regulated in Art 6 of
the Russian Data Protection Act. Traditional
processing principles also apply, such as the
purpose limitation principle, legitimacy
principle, data minimisation, accuracy,
and others.

In addition, the Russian FDSG regulates data
subjects’ rights (right to deletion, correction,
right to information).

The Russian Law on Personal Data does not
list a catalogue of risks. Nevertheless, there are
signs of a risk-based approach. Art 19 of the
Russian Law on Personal Data obliges the data
controller to comply with organisational and
technical measures. However, only the risk

56 MuHUCTEpPCTBO LU POBOIO PasBUTHUSA, CBA3U U
MAaCCOBBEIX KOMMyHUKarui Poccuiickoi Peaeparm,
O6paboTka 1 XpaHEHNE IIEPCOHAAPHBIX AAHHBIX B
P®/Ministry of Digital Development and Mass Com-
munications on Processing and Storage of Personal
Data in Russia <digital.gov.ru/ru/petrsonaldata/> ac-
cessed 10 December 2021.

57 Meduza, Poccuiickuii cya Bepssie orrrpadosai
Google 3a 0TKa3 AOKAAH30BATH AAHHBIC POCCHSAH,
<meduza.io/news/2021/07/29/rossiyskiy-sud-
vpervye-oshtrafoval-google-za-otkaz-lokalizovat-
dannye-rossiyan?fbclid=IwAR2ryPm6QPaX-
UaV1Y3C5-qjliqP2szfyg6rDClasm8li43WmH-
Ogs_inuJI>, aara mocaeAHero obparneHus
10.12.2021./Meduza, ‘Russian court punishes Google

of unauthorised or accidental access to the
data is mentioned.

In connection with unauthorised access the
obligation to localise data must be men-
tioned. The data localisation obligation came
into force in 2015 and has proven to be a
problem for domestic and foreign controllers.
Many IT companies have already set up their
servers for Russian’ citizens data in Russia.
Google, Twitter, and Facebook have not yet
done so. For this, Google LLC was fined three
million roubles (approx. 35,000 euros) based
on Art 13.11(8) of the Code of Administrative
Offences.”

The highest sanction for violating the data lo-

calisation obligation is blocking. Neither
Google, Twitter, nor Facebook have been
blocked in Russia so far. Remarkably, Netflix,
which also operates in Russia, was ‘exempted’
from the data localisation obligation by Ros-
komnadzor.”® Netflix is not very popular in
Russia, as there are country-owned streaming
services. Also, the intellectual property law’s
state should not be forgotten which makes a
lot of media content available on the Russian
internet. Obviously, the data localisation obli-
gation may be a matter of negotiation in in-
dividual cases. Ultimately, the aim is not to
drive foreign companies out of the Russian
market but to motivate them to comply with
Russian laws.

for data localisation breach’ (Meduza, 29 July 2021)
<meduza.io/news/2021/07/29/rossiyskiy-sud-
vpervye-oshtrafoval-google-za-otkaz-lokalizovat-
dannye-rossiyan?fbclid=IwAR2ryPm6QPaX-
UaV1Y3C5-qjllqP2szfyg6rDClasm8li43WmH-
0Ogs_inuJI> accessed 10 December 2021.

58 Pockomuaa3op, RNS: I'aasa Pockomuaasopa:
sorrpocos k Netflix mer, 08.12.2016,
<tkn.gov.ru/press/publications/news41975.htm>,
AaTa ocAearero obparrenna 10.12.2021 /Roskom-
nadzor, Official Statement on Netflix of 08 December
2016 (Roskomnadzoer, 8 December 2016)
<rkn.gov.ru/press/publications/news41975.htm> ac-
cessed 10 December 2021.
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[l. Notions

1. (Personal) Data as an Object of
Protection

Situational [spoken words etc.]; local/spatial [at home];
logical [‘spheres’]; informational [datum, information];
treatment of public or publicized data; limitations and
expansions of notions; categories.

Personal data within the meaning of Art 3(1)
of the Russian Law on Personal Data is any
information relating directly or indirectly to
an identified or identifiable person. This
definition is similar to Art 2(a) of Directive
95/46/EC. Personal data can be in textual,
graphic, or spoken form.” It is irrelevant
whether the data is collected by a person or by
a device.”

A legal innovation is the category of personal
data released by the data subject for further
dissemination. For consent to the processing
of such data, higher data protection require-
ments apply.”’ Onward dissemination is un-
derstood as the disclosure of data to an unde-
fined group of persons.

Special rules also apply to the processing of
special categories of data revealing racial and
ethnic origin, political, religious and philo-
sophical beliefs, health status and data con-
cerning sex life. Separately, biometric data
are regulated.” The distinction between meta-
data and content data is only provided for in
the Russian Law on Information.

2. Allocation of Data to a Person

Creation; possession/ control; petsonal connection; dif-
ferentiation between domestic and foreign nationals;

59 Casenves, HayaHO-1IpaKTiYecKuil 1ocTaTeHHBII
kommenTapuii kK PeaepasbHOMy 3aK0HY “O
rrepcoHaAbHBIX AaHHBIX ), 2015, CraryT, a63. 1 cr. 3,
crp. 25/ Alexander Savelyev, ‘Art 3 para. 17 in Commen-
tary on the Russian Data Protection Act (Statut, 2015) 25.

60 Casenves, HayaHO-IpaKTHYECKUE TOCTATCHHBLH
koMmMmeHTapuit kK PeaepasbHOMY 3aK0HY “O
rrepcoHaAbHBIX AaHHBIX ), 2015, CraryT, a63. 1 cr. 3,

crp. 25/ibid 25.
61 See Art 10.1.(6) of the russFDSG.

62 See Art 11 of the Russian Federal Data Protection
Act.

treatment of multi-referential data; limitations and ex-
pansions of notions; categories.

According to Russian data protection law, data
is assigned to a person by means of a personal
reference. A person is indirectly identifiable if
his or her identification is possible by refer-
ence to other data.

In principle, data protection law makes no dis-
tinction between nationals and foreigners.
However, Art 18(5) of the Russian Data Pro-
tection Act provides for an exception. Only
the data of Russian citizens are subject to data
localisation. This means that the data of for-
eign citizens are excluded. The Russian Law
on Personal Data does not regulate how the
data subjects’ citizenship is to be determined.
The Digital Ministry’s explanations indicate
that if it is impossible to determine citizenship
data localisation may be applied to all data
without distinction.”’

The handling of double-referenced data is
not regulated in data protection law. However,
there are occasional provisions that regulate
the domestic reference of the data for storage
and release.” If a ‘genuine link” to Russia can
be established via this data, Russian law is ap-
plied to the storage and release of the data.

The data of deceased persons are still consid-
ered personal data. The processing of such
data requires consent which can be given by
the heirs, unless the data subject already con-
sented to the processing of his or her data
when he or she still lived.

If copyright in a database has been recognised
under an international treaty of the Russian

63 MuHHCTEpCTBO I POBOTO PA3BUTHA, CBA3H U
MAaCCOBBIX KOMMyHHuKanuii Poccuiickoit @eaepannu,
OGpaboTKa 1 XpaHEHNE IIEPCOHAABHBIX AAHHBIX B
P®/Ministry of Digital Development and Mass Com-
munications on Processing and Storage of Personal
Data in Russia <digital.gov.ru/ru/petrsonaldata/>ac-
cessed on 13 December 2021.

% 11. 13 TTocranoBaenus [1pasureancrsa Poccuiickoit
Depepartun or 23.09.2020 Ne 1526 “O xpanenun
AauHBIX/P. 13 of the Decree of the Government of
the Russian Federation of 23 September 2020 Ne1526
‘On Data Retention” <base.garant.ru/74691852/> ac-
cessed 13 December 2021.
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Federation, the exercise of that copyright is
governed by the rules of the Russian Civil
Code irrespective of the law of the country
from where the copyright originates. How-
ever, if the international treaty regulates the
exercise of copyright differently from the Civil
Code, the international treaty is applicable.

3. Reception and recipient

Special regulation for non-profit/non-commercial ac-
tors; the public as a [legal] recipient; use of public data;
specialised/special obligations for small and medium-
sizes enterprises (SMEs); differentiation between recip-
ients and third parties [especially within company
groups|; differentiation between national and interna-
tional actions; outsourcing options.

The term ‘recipient’ is not found in the provi-
sions of the Russian Law on Personal Data.
Instead, Art 3(2) of the Russian Law on Per-
sonal Data contains the term ‘data controller’.
State and municipal bodies, legal entities, or
natural persons who alone or jointly process
personal data and decide on the purposes
and means of such data processing are con-
sidered data controllers.

Another important term in Russian infor-
mation law is information distributor. The
legal definition of information distributor is
broadly formulated.” The Regulation on Data
Retention restricts this term to Internet com-
munication services.® This means that in-
formation distributors can also be regarded as
data controllers within the meaning of
Art 3(2) of the Russian Data Protection Act.
The information distributors have a number
of important obligations.

5 Information distributor - any person operating infor-
mation systems and (or) computers intended for re-
ceiving, sending, delivering processing of electronic
messages (cf. Art 10.1. para. 1 of the Russian Law on
Information).

% 1. 2 TToctanoBAenus [IpaBureabctBa Poccuiickoi
Peaeparun ot 23.09.2020 Ne 1526 “O xpanenun
AauHBIX /P. 2 of the Decree of the Government of
the Russian Federation of 23 September 2020 Ne1526
‘On Data Retention’ <base.garant.ru/74691852/> ac-
cessed 13 December 2021.

The public is not a recipient in the legal sense.
At this point, however, norms come into play
that regulate how the person responsible deals
with publicly accessible sources (eg address
books) that contain personal data. According
to Art 8(1) of the Russian Federal Data Pro-
tection Act, a concerned person’s written con-
sent is required for the entry of personal data
in a publicly accessible source. The data sub-
ject alone decides on specific data that is pub-
lished in such a publicly accessible source.

The handling of personal data from publicly
accessible sources has been significantly re-
stricted by the requirement of a separate con-
sent for the further dissemination of the
data.”” A special case of this is probably
Art 152.2. of the Civil Code. This norm ex-
plicitly allows the processing of data (including
further dissemination) from a publicly accessi-
ble source in a civil law context.

Art 12 of the Russian Federal Data Protection
Act regulates cross-border data transfers.
The concept of an adequate level of data pro-
tection is used for this purpose. According to
Art 12(1) of the Russian Law on Personal
Data, countries that have ratified the Conven-
tion for the Protection of Individuals with
regard to Automated Processing of Per-
sonal Data (hereinafter Agreement 108) have
an adequate level of data protection. These in-
clude the Council of Europe’s member States.

Transfers outside of Agreement 108 are also
possible. The prerequisite for this is that Ros-
komnadzor acknowledges that the State in
question has an adequate level of data protec-
tion. Such States can be found in a decision.®

67 Art 10.1. of the russFDSG.

%8 TTpukas Pockomuaazopa or 14.09.2021 Nel83 “O6
VIBEPIKACHUH IIEPEUHs HHOCTPAHHBIX I'OCYAAPCTB, HE
aBAsroruxcs cropoHamu Konserrn Cosera
Esporet 0 3ammre PU3HIECKUX ANLL IIPH
ABTOMATH3UPOBAHHON 0OpabOTKE ITePCOHAABHBIX
AAHHBIX M OOCCICYNBAIOLINX ACKBATHYIO 3AIIIUTY
11paB cyO'beKTOB ITepcoHarbHBIX AaHHBIX/Roskom-
nadzor Decision of 14 September 2021 Ne 183 ‘On
the States ensuring an adequate level of data protec-
tion which are not parties to the Convention for the
Protection of Individuals with regard to Automated
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At present, this includes Canada, Malaysia,
Japan, Singapore, Korea, Tunisia, and
South Africa.

Art 6(3) of the Russian Federal Data Protec-
tion Act provides for the possibility of com-
missioned processing. The prerequisite for
this is the consent of the data subject. This is
different from Art 28 of the GDPR. Apart
from that, Art 6(3) of the Russian Law on Per-
sonal Data and Art 28 of the GDPR follow a
similar logic. Another special feature is that
processors are not subject to the data localisa-
tion obligation as defined in Art 18(5) of the
Russian Law on Personal Data. Legal practice
also demonstrates that the application of the
data localisation obligation to cloud services
tends to fail.

lll. Relationship between Dis-
closer and Recipient

1. Provisions for Disclosure

Does regulation exist? personal data as intellectual
property and commercial good; data law as a framework
for action; ‘informational self-determination’

The requirements for disclosing data are not
regulated in the Russian Law on Personal
Data. The disclosure of data is based on the
permissive elements of Art 6 of the Russian
Law on Personal Data, on which also the pro-
cessing of data can be based. The permissive
elements are very similar to those in Art 6 of
the GDPR. The data subject’s consent is of
particular legal significance as it demonstrates
the individual’s decision.

The data are no intangible property (unlike da-
tabases) or economic goods. However,
Art 783.1. of the Civil Code provides for a
contract on the provision of information. At
the same time, Art 152.2. of the Civil Code
protects the individual from unauthorised dis-
closure of information about his/her private

Processing of Personal Data’ <docs.catd.ru/docu-
ment/608935178?marker> accessed 09 February
2022.

9 Casenves, Kommenrapuii k DeaeparbHOMY 3aKOHY
ot 27 mroas 2006 1. Ne149-®3 "O6 urdopmarium,

life that became known to a party as a result
of the conclusion or execution of a contract.

Data law as a field of law does not yet exist in
Russia. However, it is currently being devel-
oped. The German concept of ‘informational
self-determination’ is known to Russian juris-
prudence but it has not been adopted.

a) Prohibited Disclosures

Protections of secrecy; multi-referentiality; disclosute to
actors abroad; public communications.

In principle, individuals are free to decide
whether to disclose their data. Limits arise
from the category of information with re-
stricted access. According to Art 9(4) of the
Russian Law on Information, this includes the
protection of secrets (regulated in individual
federal laws) and confidential information.
Art 7 of the Russian Federal Data Protection
Act states that personal data is classified as
confidential information. The provision pro-
hibits data controllers and other persons from
disclosing the data to third parties. Further-
more, the further dissemination of data with-
out data subject’s consent is prohibited.

Admittedly, the data localisation obligation
of Art 18(5) of the Russian Law on Personal
Data constitutes a prohibition of disclosure,
because it restricts the data flows within a data
controller. Data localisation obliges the con-
troller to set up a server with personal data in
Russia. The cross-border transfer of data from
Russia to the foreign database of the same
company would violate Art 12 in conjunction
with Art 18(5) of the Russian Law on Personal
Data because the data is not transferred to an-
other person within the meaning of Art 12 of
the Russian Law on Personal Data, but to one-
self.” The consent of the data subject is not an
exception for the application of data localisa-
tion. The correctness of this view is confirmed
by Zharov (the former head of Roskomnadzor)

HH(OOPMAITMOHHEIX TEXHOAOTHAX 1 3AIIUTE
nudopmanun", 2015, cr. 15.5, crp. 144/ Alexander
Savelyev, ‘Art 15.5” in Commentary on the Russian Infor-
mation Code (Statut, 2015) 144.
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who said in an interview that if the data was
stored abroad its use would become uncon-
trollable.™
services he felt safer if his data was stored in

Furthermore, as a user of internet

his own country. Zharov cites Booking.com an
example where it basically stores the data of
Russian citizens on a server in Russia and
transmits it to a foreign hotel only when such
a hotel is booked. After the stay, Booking.com
deletes the data.”

Further prohibitions result from the law ‘On
the Activity of Foreign Persons on the Inter-
net on the Territory of the Russian Federation’
which is only partially in force and which, ac-
cording to Art 9(6) of the law, prohibits the
collection of data and the cross-border
transfer of data in the event of violations of
the requirements, prohibitions, and re-
strictions under Russian law. Here, too, con-
sent does not change anything.”

b) Disclosure Obligations

Identification obligations and prohibition of anonym-
ity; tax and other control.

Russian law imposes various disclosure obli-
gations that are also common to European
countries. For example, there is an obligation
to register at the place of residence or stay in
Russia.” In addition, there is a duty of iden-
tification.”* The Tax Code provides for a
number of tax disclosure obligations in

70 Lenta.ru: 3aech HeT HEKakuX 1Ipobaem, <lenta.ru/at-
ticles/2015/09/01/personaldata/>, aara mocaeArero
obpamennsn 13.12.2021/ Lenta.ru, ‘Thete are no prob-
lems here® (Lenta.rn, 1 September 2015) <lenta.ru/art-
cles/2015/09/01/personaldata/> accessed 13 De-
cember 2021; however, even domestic storage does
not ensure complete control by domestic law, see §
2713 of the US CLOUD Act

™ Lenta.ru: 3aech HeT HEKakux 11pobaem, <lenta.ru/at-
ticles/2015/09/01/personaldata/>, aara mocaeanero
obpamenns 13.12.2021 /Lenta.ru, “Thete atre no prob-
lems hete’ (Lenta.ru, 1 September 2015) < lenta.tu/at-
ticles/2015/09/01/personaldata/> accessed 13 De-
cember 2021.

72 cm. 203. 6 c1. 9 PeaepaspHOro 3akoHa “O
AESITEABHOCTH HHOCTPAHHBIX AHIL B
UH(OPMALIOHHO-TEACKOMMYHHKAIIMOHHON CETH
"Nureprer" ma teppuropun Poccuiickoit
Depeparmn”/see Art 9(6) of the Federal Law ‘On the

Art 23(1) of the Tax Code, such as filing a tax
return or registering with State bodies respon-
sible for taxes in Russia. There is no ban on
anonymity.

A number of legal regulations make the use of
public Wi-Fi subject to users disclosing their
mobile phone number or passport details.
This is to prevent terrorist threats. There have
been several terrorist crimes in Russia notable
the explosions in Moscow’s metro in 2010.

In connection with the data localisation obli-
gation, a disclosure obligation arises for data
controllers because according to Art 22(3)
point 10.1. of the Russian Law on Personal
Data the location of the database where the
data of Russian citizens are stored must be dis-
closed to Roskomnadzot.

c) Voluntariness

Protection in dependency and hierarchy contexts; ac-
cess to alternatives; prohibition of coupling; (voluntary)
commercialization of personal data; incentives to data
disclosure and protection therefrom [protection of ad-
olescents; competition law; nudging]; prerequisites for
consent; ‘privacy fatigue’; peer pressure [eg WhatsApp].

Consent is central to the assessment of the
voluntary nature of data disclosure. According
to Art 9(1) of the Russian Data Protection
Act, consent must be unambiguous, in-
formed, and conscious. In principle, the con-
sent is free of form. It may be given in written,

Activity of Foreign Persons on the Internet on the
Territory of the Russian Federation’
<tg.ru/2021/07/05/inet.html> accessed 09 February
2022.

73 em. a63. 1 cr. 6 uam a63. 1 cr. 5 PeaepasbHOrO
saxona ot 25.06.1993 N 5242-1 "O mpase rpaxaas
Poccuiickoit Peaepaninn Ha CBOOOAY IIEPEABIKEHUA,
BBIOOP MeCTa IIPeObIBAHUS U )KUTEABCTBA B IIPEACAAX
Poccuiickoit @eacpannu”/see Art 6 para. 1 or Art 5
para. 1 of the Federal Law of 25 June 1993 Ne 5242-1
‘On the Right to Freedom of Movement and Choice
of Place of Residence and Stay in Russia’
<ptavo.gov.tu/proxy/ips/?doc-
body=&nd=102024464> accessed 13 December
2021.

7 cm. H. 3 263. 1 cr. 13 DPeaeparbHOIO 3aKOHA OT
07.02.2011 Ne 3 “O moaumnum”/see Art 13 para. 1 no.
3 of the Federal Law of 07 February 2011 Ne 1 ‘On
the Police’ <trg.ru/2011/02/07/police-dok.html> ac-
cessed 13 December 2021.
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oral, or electronic form. Implied consent is
also possible. However, this requires that the
implied act clearly expresses the will of the
person concerned.

One exception is consent for the processing
of sensitive categories of data which is given
in writing. Another exception is consent for
the publication of data in a publicly accessible
source.

Art 10(1) of the Russian Law on Personal
Data still provides for a type of consent that is
only given for the further dissemination of the
data to an unspecified group of persons. This
consent must be given directly and by means
of a Roskomnadzor information system.
Implied consent is not sufficient for this pur-
pose.

2. Recipient’s Obligations

a) Requirements for Personal Data
Reception

Information; requirements concerning content and for-
malities; warnings; notifications; assurances.

The term ‘recipient’ is not regulated in the
Russian Law on Personal Data. The obliga-
tions under the Russian Data Protection Act
are primarily addressed to the person respon-
sible. The data may only be processed if a per-
missible circumstance exists (Art 6 of the Rus-
sian Data Protection Act).

Art 14(7) of the Russian Law on Personal
Data obliges the controller to notify data sub-
jects about the processing of data. According
to Art 14 (7) of the Russian Law on Personal
Data, such notification must contain infor-
mation on the data controller, the purpose of
the data processing, the categories of data, etc.
There are some exceptions to the obligation to
notify.

5 cm. a63. 4 cr. 5 Peaepanbroro 3akonHa o1 14.07.2006
Ne 152 “O nepconaabubix Aannbrx”/Federal Law of
14 July 2006 Ne 152 ‘On personal data’

b) (Procedural) Obligations Concern-
ing Received Personal Data

Purpose dedication/limitation; technological and ot-
ganisational measures; data security; deletion and reten-
tion; further transmission and limitations thereto, also
concerning transmission abroad.

Pursuant to Art 5(4) of the Russian Law on
Personal Data, the purpose limitation prin-
ciple applies in parallel to the processing prin-
ciples already mentioned above.” A confiden-
tiality obligation arises from Art 7 of the Rus-
sian Law on Personal Data which prohibits
data controllers and other persons from dis-
closing and further disseminating data already
collected to third parties without the data sub-
ject’s consent.

The obligation to data localisation is particu-
larly important. Pursuant to Article 18(5) of
the Russian Federal Data Protection Act,
when collecting personal data of Russian citi-
zens, the data controller is obliged to record,
systematise, collect, store, update (im-
prove, change), and extract the data using
databases located on Russian territory. There
are some exceptions according to Art 6(1)
points 2, 3, 4, 8 of the Russian Federal Data
Protection Act. These include, for example,
deviating provisions of an international treaty
for the purpose of which the data are pro-
cessed. With regard to internet communica-
tion services, the storage period on Russian
servers is specified — 1 year for metadata and
6 months for content data (Art 10.1(3) of the
Russian Law on Information). In addition, ac-
cording to Art 10.1(3.1) of the Russian Law on
Information, information society services are
obliged to give access to give access to this
data to law enforcement or security agencies
upon request.”

In addition, the controller is obliged to guar-
antee  technical and  organisational
measures when processing the data. Further-
more, measures must be taken to prevent

<tg.ru/2006/07/29/personaljnye-dannye-dok.html>
accessed 09 February 2022.

76 The storage and surrender claim relates to data with
‘Russian’ characteristics.
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unauthorised access to data (Art 19(1) of the
Russian Data Protection Act).

Cross-border data transfers are permitted if
the receiving state has ratified Convention
108 and thus has an adequate level of data pro-
tection. However, Roskomnadzor can also
acknowledge an adequate level of data pro-
tection in other countries that have not rati-
fied Convention 108 by way of verification
and thus allow the transfer.

3. Control by Discloser

a) Transparency and Right to Re-
guest Information

The rights of data subjects are generally regu-
lated in Chapter 3 of the Russian Law on Per-
sonal Data. In particular, individuals have the
right to access their own data (this is similar to
the right of information under Art 12 GDPR).
The right of individuals to access their own
personal data is not granted without re-
strictions. Restrictions arise, among other
things, from processing of the data for the
purpose of defence or security of the country.
Another possible restriction is the processing
of data in the context of a corruption investi-
gation. In these cases, individuals are not
granted access to data processing.

b) Co-Determination and Co-Deci-
sion Concerning Data Use

Restrictions for use; reservation of consent; revocation
of consent; contestation and objection; special rules for
international contexts; technical requirements for the
act of permission/consent.

The individual has the right to have personal
data corrected, blocked, or deleted
(Art 16(1) of the Russian Law on Personal
Data). The revocation of consent given is also
permitted.

Of particular interest is Art 16(1) of the Rus-
sian Law on Personal Data which prohibits

77 Casenves, HayIHO-IIPAKTHYECKHIT ITOCTATCHHBIE
komMmenTapuii kK PeaepasbHomy 3akony “O
IIepCOHAABHBIX AaHHEIX, 2015, CratyT, cr. 16 (1), c1p.
121/ Alexander Savelyev, ‘Art 16(1)” in Commentary on
the Russian Data Protection Law (Statut, 2015) 121.

legally relevant decisions solely on the basis of
data processing. Such cases include, for in-
stance, so-called people analytics, which plays an
important role in the decision making about
hiring and laying off employees, analysing
their effectiveness and work performance, as
well as deciding on job promotions.” How-
ever, there is also an exception to this if the
individual has consented.

There are no special rules for cross-border sit-
uations and no technical requirements for co-
determination.

¢) Revocation

Data portability; deletion; ‘tright to be forgotten / to fot-
get’.

There is no right to data portability in the Rus-
sian Law on Personal Data. A right to deletion
arises from Art 17(1) of the Russian Law on
Personal Data.

The right to be forgotten was introduced in
2015 in Art 10.3. of the Russian Law on Infor-
mation. There is already initial court practice
on this. The right to be forgotten can only be
invoked against search engines. Then, the in-
dividual is entitled to the deletion of corre-
sponding links from the search results where
the information is published. However, there
is no claim against search engines for the dele-
tion of specific content.”

d) Procedural aspects

Costs for and effectivity of the rights of the affected
persons [information, etc|; consumer appropriateness.
The exercise of data subjects’ rights is free of
charge. Within the framework of the right of
action pursuant to Art 17(1) of the Data Pro-
tection Act, administrative or judicial re-
course is open to the individual.

However, the individual may be required to
pay the sum of money resulting from

78 Casenves, DAexrpoHHas kKommeprusa B Poccun u 3a
pyOexom: mpasosoe peryauposanwue, 2016, Craryr,
crp. 598./Alexander Savelyev, ‘E-commertce in Russia
and Abroad’ (Statut, 2016) 598.
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Roskomnadzor’s  administrative — expenses
within the framework of the administrative le-
gal process. However, this only happens if the
individual has intentionally provided false in-
formation in his or her application. A court
decision is necessary for the recovery of the

monetary sum.

Within the scope of the judicial remedy, legal
costs are susceptible according to the provi-
sions of the procedural codes (eg Art 88 of the
Code of Civil Procedure).

4. Enforcement

a) Damages and Compensation
[Material and immaterial] damages; reparations; dis-
gorgement of profits; punitive damages.

The individual has the right to (im-)material
damages within the framework of the judicial
remedy. It has already been explained that it is
difficult to prove material damage in the case
of data protection violations.” The approxi-
mate amount of immaterial damages is be-
tween 3 euros (eg for transfer of personal data
to debt collection companies) and 6 euros (for
SMS advertising), which in Russian currency
amounts to approximately 300-500 roubles.”
By now, the courts prefer to black out the
amount of non-material damages (even for
non-personal datal) as they themselves under-
stand how little this corresponds to the criteria
of reasonable and fair damages.*'

There are no punitive damages.

b) Procedural Aspects

‘Threshold’ for legal protection; right to initiation; bur-
den of proof and evidentiary privileges; dispute value;
‘small claims’; alternative dispute resolution; rights to
bring/press charges; ‘rational apathy’.

Roskomnadzor is explicitly designated as a
State body responsible for protecting the
rights of individuals in connection with data
processing (see Art 23(1) of the Russian Law
on Personal Data). Apart from deciding on

7 Casenves, HayaHO-1IpakTiYecKuil mocTaTeiHbII
koMmMmenTapuii kK PeaepasbHOMy 3aKk0HY “O
IIepCOHAABHBIX AaHHEIX ', 2015, CratyT, ct. 17, crp.

administrative complaints by data subjects, it
has a number of other powers.

Russian data protection law does not provide
for a special judicial procedure for the en-
forcement of claims under the Russian Data
Protection Act. A lawsuit is filed within the
framework of the already existing administra-
tive and judicial legal protection channels.

IV. Objective Legal Obligations of
the Recipient

1. Obligations Concerning Received
Data

a) Dependence on Authorisation

Of business models, processing variants, terms and
conditions.

There are no rules on authorisation require-
ments in the Russian Law on Personal Data.
For example, there are no codes of conduct as
regulated in Art 40 GDPR. Despite this, some
companies issue codes of conduct. Mostly,
this is true for foreign companies which is
possibly connected to the requirements of for-
eign law. However, this is legally irrelevant for
compliance with the Russian Law on Personal
Data. The processing procedure is based on
the rule of prohibition with the option of per-
mission.

b) Notification Obligations

Regarding business models and business activities; re-
garding processing activities.

However, some notification obligations are
present in Russian data protection law. Ac-
cording to Art 22(1) of the Russian Data Pro-
tection Act, the controller is obliged to notify
Roskomnadzor of the start of data processing.
Another obligation to notify arises from
Art 22(3) point 10.1 of the Russian Data Pro-
tection Act because the location of the data-
base in Russia must also be disclosed to Ros-
komnadzor.

127./ Alexander Savelyev, ‘Art 17 in Commentary on the
Russian Data Protection Law (Statut, 2015) 127.

80 In Russia it’s only enough for a coffee! ibid 128.
81 ibid.
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c) Documentation
Accountability.

Art 18 of the Russian Law on Personal Data
which regulates the controller’s obligations is
silent on accountability. Among other things,
there is no accountability for compliance with
the processing principles comparable to
Art 5(2) GDPR. An equivalence to accounta-
bility is the generally formulated liability of the
controller for compliance with the Russian
Law on Personal Data before Roskomnadzor
(Art 23.1(2) of the Russian Law on Personal
Data). Roskomnadzor is authorised to con-
duct state data protection audits of compa-
nies.”” Processors are also subject to the state
data protection audit.”

d) Processing Requirements

Prohibition subject to permission; balancing of inter-
ests; restrictions for terms and conditions; business
practices; APIs/interfaces for third parties.

The basic requirement for data processing is
the prohibition with the option of permis-
sion (Art 6 of the Russian Law on Personal
Data). The balancing of interests as an cle-
ment of permission is also provided for in
Art 6(1)(7) of the Russian Data Protection
Act.

Against the background of the common reser-
vations of permission, the processing of

82 TTocranoBaenue I1pasureancrsa PO or 29.06.2021
Ne 1046 "O deaepasbHOM rOCYAAPCTBEHHOM
KOHTpPOAE (HaA30pe) 32 0OpabOTKOM IIePCOHAABHBIX
aaaaBX" /Decree of the Government of the Russian
Federation of 29 July 2021 Ne 0146 ‘On State Control
over Processing of Personal Data’, <consult-
ant.ru/document/cons_doc_LAW_388756/> ac-
cessed 14 December 2021.

8 ibid 7.

84 deaepanbaeril 3akon or 24.04.2020 Ne 123 “O
IIPOBEACHHH SKCIIEPUMEHTA IT0 YCTAHOBACHIFIO
CIICLIHAABHOTO PEIYAUPOBAHUA B LEASX COSAAHHA
HEOOXOAMMBIX YCAOBHH AASl PA3PAOOTKI U BHEAPCHIA
TEXHOAOTHH HCKyCCTBCHHOIO HHTCAACKTA B CYOBEKTE
Poccniickoit Peaeparninm - ropose peacpasbHOTO
3HaveHusa MocCkBe U BHECCHHH H3MEHEHHH B CTaThU O
u 10 @eaepassnoro 3akona “O IepcOHAABHBIX
Aannbx”/Federal Law of 24 April 2020 Ne123 ‘On
experimental use of artificial intelligence in Moscow’
<publication.ptravo.gov.ru/Document/View/0001202
004240030> accessed 14 December 2021.

personal data should be noted where the use
of a certain procedure makes it no longer pos-
sible to establish a reference to a person. Such
data may be used for the improvement of
State and municipal administration. Further-
more, the processing of such data is possible
due to the requirements of the laws ‘On Ex-
perimental Use of Artificial Intelligence in
Moscow™ and ‘On Experimental Legal Re-

gimes in the Field of Digital Innovations™.

For contracts concluded on the Internet, rules
on general terms and conditions apply.

The Russian Law on Personal Data does not
contain any specifications for technical inter-
faces. However, Art 19(2)(2) of the Russian
Law on Personal Data contains references to
sub-legal acts that regulate technical require-
ments.*

e) Prohibitions and Obligations

Prohibition of processing variants [eg profiling]; crimi-
nal prohibitions; restrictions under competition regula-
dons; prohibition of abuses [of power/market powet];
further transmission to third parties, especially govern-
mental bodies; elicitation from abroad.

The data protection law’s focus lies on the
prohibition with the option of permission (see
Art 6 of the Russian Law on Personal Data).
Article 16(1) of the Russian Law on Personal
Data regulates the prohibition of automated

8 Meaepanbuerii 3akon or 31.07.2020 Ne 258 “O6
SKCIIEPUMEHTAABHBIX IIPABOBBIX PEKUMax B cpepe
g poBBIX MHHOBAIHHA B Poccniickoit
Depepannn”/Federal Law of 31 July 2020 Ne 258 ‘On
experimental legal regimes in the field of digital inno-
vations’
<pravo.gov.ru/proxy/ips/?docbody=&firstDoc=1&l
astDoc=1&nd=102801499> accessed 14 December
2021.

8 TTpukaz ®CTOK Poccuu or 18 despans 2013 r. Ne
21 “O6 yrBepmacHun CoCTaBa U COACPKAHUSA
OPraHM3AIHMOHHBIX U TEXHUYECKUX Mep 110
obecIIede IO OE30ITACHOCTH ITEPCOHAABHBIX AAHHBIX
IIpH 1x 00PabOTKE B MH(OPMAITHOHHBIX CHCTEMAX
IIEPCOHAABHBIX AauHBIX /Decision of the Federal Ser-
vice for Technical and Export Control of 18 February
2013 Ne 21 ‘On substantive determination of technical
and organisational measures for processing of personal
data’ <fstec.ru/normotvorcheskaya/akty/53-
ptikazy/691-prikaz-fstek-rossii-ot-18-fevralya-2013-g-
n-21> accessed 14 December 2021.

18



individual decisions. However, a data subject
can consent to automated data processing
which then renders the data processing legal.

The data localisation obligation (Art 18(5) of
the Russian Law on Personal Data) can also
be considered in conjunction with the provi-
sions on cross-border data transfer (Art 12 of
the Russian Law on Personal Data).

A number of prohibitions arise for foreign
companies as a result of violation of Russian
law from the ‘On the Activity of Foreign Per-
sons on the Internet on the Territory of the
Russian Federation’. An example of this are
the ban on advertising in Russia, the ban on
displaying search results, and the ban on col-
lecting and transferring personal data across
borders or restricting users’ access to Internet
services.”’

2. Monitoring

a) Recipient’s Self-Monitoring
Self-restrictions; compliance mechanisms; internal re-
sponsibilities [company privacy officers; ombudspert-
sons.

The Data Protection Act has a wide range of
addressees and they are obliged to comply
with the Act’s provisions. The processing
principles enshrined in Art5 of the Russian
Data Protection Act serve the controllet’s self-
control.

The Russian Data Protection Act does not
entail a company data protection officer.
However, there is nothing to prevent data
controllers from appointing someone as a

87 em. cr. 9 DeaepanbHOTO 3aK0HA “O ACATEABHOCTH
MHOCTPAHHBIX AUL B HH(POPMALHOHHO-
TEACKOMMYHHKAOHHON cetu "Murepuer” Ha
Teppuropun Poccuiickoit Peacpanun”/see Article 9
of the Federal Law ‘On the Activity of Foreign Per-
sons on the Internet on the Territory of the Russian
Federation’.

88 RSpectr.com, B Poccuu camoperyanpoBaHue B
OBAACTH 3AILMTEL IEPCOHAABHBIX AAHHBIX PA3BHBACTCH
34 CYET OTPACACBBIX HHUIHATHB,
<tspectt.com/novosti/52237 /v-rossii-
samoregulirovanie-v-oblasti-zashity-personalnyh-
dannyh-razvivaetsya-za-schet-otraslevyh-iniciativ>,
AaTa IIOCACAHETO ObparneHus

company data protection officer if necessary
without a special legal provision.

b) Regulated Self-Regulation

Sectoral and industry associations.

The Russian Data Protection Act does not
contain any regulations on regulated self-reg-
ulation. However, this is envisaged as a goal of
the strategy for the development of data
protection in Russia which was prepared by
Roskomnadzor. At the moment, regulated
self-regulation is under development. Progress
can be seen in individual areas; there are, for
example, many initiatives in the banking sec-

tor.®

c) Supervisory Authorities

Data protection authorities; competition authorities;
economic oversight authorities.

The system of independent data protection
authorities within the meaning of Art 51 of the
GDPR is not known to Russian data protec-
tion law. Pursuant to Art 23 of the Russian
Data Protection Act, compliance with data
protection regulations is the responsibility of
the Roskomnadzor and its territorial bodies.
Roskomnadzor is part of the Federal Ministry
for Digital Development.

The competition authority is the Federal An-
timonopoly Service of the Russian Federation.
Contflicts of competence with Roskomnadzor
are not known. Both authorities have a prac-
tice of concluding cooperation agreements
with each other.”

14.12.2021 /RSpectt.com, ‘Regulated self-regulation in
data protection develops in individual areas’
(RSpectr.com, 9 November
2017)<tspectt.com/novosti/ 52237 /v-rossii-
samoregulirovanie-v-oblasti-zashity-personalnyh-
dannyh-razvivaetsya-za-schet-otraslevyh-iniciativ> ac-
cessed 14 December 2021.

8 Cm. @AC, PAC Poccun u PockomMHaA30p
ITOAITHCAAH COTAAITIEHHE O B3aUMOAEHCTBII,
<fas.gov.ru/news/7402>, aata mocAcAHEro
obpamenns 14.12.2021/See: The Federal Setvice for
Control of Competition and Roskomnadzor conclude

a cooperation agreement <fas.gov.ru/news/7402> ac-
cessed 14 February 2021.
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d) (Specific) Criminal Prosecution
(Focus) prosecution units for informational offences;
[situational/special] investigators.

Currently, there are no focus prosecution
units or special investigators for offences re-
lated to personal data. However, Roskomnad-
zor fulfils a small special role in this regard.
According to Article 23(3)(7) of the Russian
Federal Data Protection Act, Roskomnadzor
can provide the prosecutor’s office and other
law enforcement bodies with information that
is relevant for deciding whether to initiate
criminal proceedings.

e) Procedural Aspects

Investigation powers; resources of monitoring institu-
tions.

Roskomnadzor and its territorial bodies are
authorised to conduct governmental data pro-
tection audits. This applies to both controllers
and processors. The procedure is regulated in
the relevant regulation.” The processing activ-
ity is assigned to one of the four risk catego-
ries.”! How often such a data protection audit
is carried out depends on the corresponding
risk category. According to point 37 of the
Regulation, a data protection audit can be
both scheduled and unscheduled. In the con-
text of data localisation, legal practice has
shown that Roskomnadzor has always ex-
tended the implementation period for large IT
companies before the data protection audit
was carried out.

A specific feature of Russian information law
is the obligation of Internet communication
services to ensure compliance with the

% Decree ‘On State Control over Processing of Per-
sonal Data’ (n 82).

91 See Annex to Decree ‘On State Control over Pro-
cessing of Personal Data’ (n 82).

20mnpeaescrne MOCKOBCKOTO TOPOACKOTO CyAQ OT
10.11.2016 mo aeay 33-38783/2016/Moscow City
Court, Judg. of 10 November 2016 - the case 33-
38783/2016; to access the judgment see <mos-got-
sud.ru/mgs/setrvices/ cases/appeal-civil/de-
tails/19d661b0-6b14-48eb-b753-9adbf19fe32a> ac-
cessed 30 May 2021.

technical requirements specified for infor-
mation systems of such services by law en-
forcement and security authorities pursuant to
Art 10.1(4) of the Russian Information Act.
This compliance serves to enable the law en-
forcement and security authorities to fulfil
their tasks.

The same obligation is found in the Russian
Telecommunications Law (see Art 64(1)(2)
of the Russian Law on Telecommunications).

3. Enforcement

a) Interventions Concerning Data
Processing

Restriction and prohibition of data processing.

Roskomnadzor’s powers of intervention are
regulated by Art 15.1-1 to Art 15.6-1 of the
Russian Law on Information and are exten-
sive. Roskomnadzor is known in Russia
mainly for blocking various content on the
internet. Art 15.5 of the Russian Law on In-
formation is important for data protection.
According to Art 15.5 of the Russian Law on
Information, Roskomnadzor can, for exam-
ple, block an internet service if data protection
regulations are violated. LinkedIn, for example,
was blocked in Russia.”” A prerequisite for this
is a court ruling. Another case is Telegram
whose blocking, however, failed due to tech-
nological peculiarities of the service. Despite
this, the Russian order to block Telegram was
repealed last year after Telegram has made a
deal with the Russian State.” According to
media reports, Telegram’s founder is said to
have concluded a deal with Russian authoti-
ties.”* However, the situation regarding this is

93 Pockomuaasop, O mecceHakepe Teaerpanm,
<rkn.gov.ru/news/rsoc/news73050.htm>, aara
obpamenns 09.02.2022/Roskomnadzort, ‘Uber Tele-
gram’ (Roskommadzor, 18 June 2020)
<rkn.gov.ru/news/tsoc/news73050.htm> accessed 09
February 2022.

94 RBC: Paz6aokuposka Teaerpam B Poccun 1 mposaa
TON,
<tbc.ru/ctypto/news/5eecb41b9a7947d19b4df7a2>,
AaTa ITOCAEAHETO OOpAIEHIUA 14.12.2021./RBC, ‘Un-
blocking Telegram in Russia and the failure of block-
chain project TON’ (RBC, 2020)
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rather opaque. It sometimes seems justified to
assume that the Russian data protection law’s
restrictive regulations are primarily aimed at
starting a dialogue with transnational compa-
nies. For example, Google, Facebook, and Twitter
have not yet localised data in Russia and have
also not been blocked, although this has long
been legally possible. Blocking is probably a
means of last resort.

Unblocking is  possible
Art 15.5(11) as soon as the data controller has
tulfilled the data protection requirements.

according  to

Recently, Roskomnadzor blocked the Tor net-
work but probably on a different legal basis of
the Russian Law on Information than a viola-
tion of regulations on personal data.”

The data localisation obligation can also be
understood as a process-related interference
since it requires Russian citizens’ data to be
stored exclusively within the country.

b) Interventions Concerning Busi-
ness Models

Competition and economic supervision; govern-
ment/public monopolies.

In comparison to competition law, there are
no powers of intervention related to business
models in data protection law. Something sim-
ilar may result from the new law ‘On the Ac-
tivity of Foreign Persons on the Internet on
the Territory of the Russian Federation’ as its
Art 2 declares the creation of ‘equal condi-
tions of activity for Russian and foreign legal
entities” as a regulatory goal. According to
Art 5(3) of this law, foreign companies that di-
rect their activities to the Russian market must
register a branch office, representative office,
or other form of organisation in accordance
with Russian law.

<tbc.ru/ctypto/news/5eecb41b9a7947d19b4df7a2>
accessed 14 December 2021.

% RBC: Pockomuaazop pasbaokuposan( caiir Tor,
<tbc.ru/technology_and_me-
dia/08/12/2021/61b06ec7927947326c020dc5>, aaTa

c) Processor-related Sanctions
Prohibition orders concerning business activities; cor-
porate sanctions; revenue-based sanctions.
Processor-related sanctions can be found spo-
radically in different legal acts. The Russian
Federal Data Protection Act refers to the
Code of Administrative Offences in Art 24(1)
of the Russian Federal Data Protection Act.

Art 13.11. of the Code of Administrative Of-
fences regulates the sanctions for data protec-
tion law violations. For example, it introduces
the fine for violations of data localisation ob-
ligations. The fine ranges from 1,000,000 rou-
bles (approx. 12,000 euros) to 6,000,000 rou-
bles (approx. 70,000 euros). For repeated vio-
lations of the data localisation obligation, the
fine increases to a range of 6,000,000 to

18,000,000 roubles (approx. 200,000 euros).

Blocking has already been mentioned. How-
ever, it can be lifted.

A number of sanctions result from Art 9 of
the Law ‘On the Activity of Foreign Persons
on the Internet on the Territory of the Russian
Federation’ which, among other things, intro-
duces a restriction on money transfers in fa-
vour of the foreign service (but also prohibits
data collection and cross-border data trans-
fer).

d) Sanctions for Individual Actors
[Managing] directors’ liability; individual criminal sanc-
tons.

Data protection law does not provide for any
special liability of managing directors. How-
ever, such liability (under civil, administrative,
or criminal law) is conceivable under general
provisions.

e) Procedural Aspects

Priority of data regulation enforcement; resources of
enforcers; shaming impact/pillotying effect of
breaches/violations.

ITOCAEAHETO OOpAIIeHuU] 14.12.2021/RBC, ‘Roskom-
nadzor locks Tor’ (RBC, 2020) <tbc.ru/technol-
ogy_and_me-
dia/08/12/2021/61b06ec7927947326c020dc5> ac-
cessed 14 December 2021.
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There is no prioritisation of data offences.
There is little or no information on the en-
forcement bodies’ equipment. The technical
failure to block Telegram shows that Roskom-
nadzor does not have all the technical means
at hand to effectively enforce Russian law.

The concept of pillorying as a legal term does
not exist in Russian law. However, one could
say that a data offence influences the social
perception of the person concerned. This
need, however, not always be only negative.
One example is the refusal of Telegram’s
founder to comply with the data localisation
obligation and data disclosure obligation. This
had rather a positive social resonance in Rus-
sian society as it was a sign against restrictive
data regulation in Russia. Yet, the subsequent
non-transparent negotiations with Russian
State bodies cast a bad light on this.
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