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[. Introduction

This paper focuses on cultural influences on the willingness to share (WTS) personal data as ex-
pressed in surveys that reflect the prevailing views, assumptions, attitudes, evaluations, and re-
ported behaviors of Swiss citizens and residents regarding data disclosure. As a first step in our
research project, we focus on surveys in order to get a general picture of a culture’s mentality
towards data disclosure based on as broad a data base as possible. This provides us with insights
into the cultural preconditions of information governance in Switzerland. Our approach can be
described as a macro-level analysis (cf. Wawra 2022). We have compiled similar ‘reports’ for other
countries in our project’, as we are planning a cross-cultural comparative study as a next research
step. This has also led to the decision that we will primarily rely on extensive global surveys in our
reports whenever possible in order to facilitate the following country comparisons. Secondarily, we
have integrated surveys that cover at least some of our study countries. When international surveys
lacked data on a particular country, we resorted to national surveys. Wawra (2022) is an introduc-
tion to our project from a cultural perspective, providing background information on the research
context and detailing the cultural research design. The paper also introduces the parameters ac-
cording to which all our cultural reports are structured. The following parameters have been iden-
tified as central to capturing the narrower cultural context of data disclosure decisions on a macro
level (cf. Wawra 2022): Digital Competitiveness (section II1.), General Value of Informational Pri-
vacy (IV.), Degree of Privacy of Data (V.), Benefits Associated with Data Disclosure (V1.), Privacy
Concerns and Risks (VII.), Data Protection Literacy (VIIL.), Attitudes towards Data Receiver (IX.),
and Communication on Data Use (X.) (see Fig. 1). Data Protection Laws is another parameter that
is detailed in separate legal country reports. Depending on the specific situational context, all pa-
rameters may have more or less influence on people’s willingness to share (WTS) personal data.
Overall, the structure of the country reports that have been compiled in our project is the same.
The descriptions of the individual parameters have been adopted from Wawra (2022) and are given
in italics.
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Fig. 1. Central parameters of data disclosure (from Wawra 2022).

3 The first report produced as part of our project focuses on the US context (cf. Kessel 2022).



Il. Selected Survey Data

Crucially, Switzerland was not included in several large-scale, international surveys (Bruce 2021;
CIGI-Ipsos 2019a, b, c; Cisco 2021; GfK 2017; Ipsos 2019). This report therefore summarizes
relevant findings primarily from large recent national surveys on informational privacy, data con-
trol, data protection, and data disclosure in Switzerland. Where available, findings from interna-
tional surveys are reported as well. The sample size was usually 1000 or more and always comprised
at least 500 respondents. Appendix 1 provides an overview and details of the surveys included,
such as sample size and demographic information on respondents.

Switzerland consists of four different language regions: German-speaking, French-speaking, Ital-
ian-speaking, and Romansh-speaking Switzerland. It is possible that these regions exhibit cultural
differences regarding people’s views and assumptions on data-related matters and their behavior
towards data disclosure. Unfortunately, no survey examining such differences could be found for
the parameters studied here.* However, most of the surveys were either representative of the three
largest language regions of Switzerland (German-, French- and Italian-speaking parts of Switzer-
land)’ or at least included respondents from all three language regions. Two further studies were
representative of the German- and French speaking population of Switzerland. For more details,
see the description of the survey demographics in Appendix 1.

lll. Digital Competitiveness

[The parameter Digital Competitiveness] is understood in the sense of the “IMD World Digital Competitiveness
Ranking” (WDCR), a well-established and widely accepted regularly published ranking, as the “capacity of econo-
mies to use digital technologies to transform themselves” (IMD 2021, p. 3). The WDCR “analyzes and ranks the
extent to which countries adopt and explore digital technologies leading to transformation in government practices,
business models and society in general” (IMD 2021, p. 32).° Specifically, the WDCR aggregates scores to compare
64 countries in terms of 52 criteria relating to “kenowledge”, “technology”, and “future readiness” (IMD 2021, p.
3, 32, 33). Knowledge describes the “[k]now-how necessary to discover, understand and build new technologies”
(IMD 2021, p. 33) and is further divided into the subfactors of talent, training and education, as well as scientific
concentration relating to, e.g., expenditure on research & development, and high-tech patent grants. The factor tech-
nology comprises the “loverall context that enables the development of digital technologies” (IMD 2021, p. 33),
including the subfactors “regulatory framework”, “capital”, and “technological framework”. Future readiness ex-
Pplains the “[ljevel of country preparedness to exploit digital transformation” (IMD 2021, p. 33) and measures
adaptive attitudes, business agility, and I'T integration to rank the level of how countries are prepared for exploiting
digital transformation (of IMD 2021, p. 33).

For its overall performance, Switzerland is ranked 6th out of 64 countries in 2021 for digital com-
petitiveness. Switzerland receives the 1st rank for its advances in knowledge, 11th rank in the
category technology, and 3rd rank in the future readiness for digitalization. When looking at the

4 However, for language-regional differences regarding the uptake and use of the SwissCovid App, see Geber and
Friemel (2021) and von Wyl et al. (2021).

5 Data from 2020 shows that only 0.5% of the permanent resident population in Switzerland uses Romansh as their
main language, whereas 62.3% use German, 22.8% use French, 8.0% use Italian and 23.1% use a ‘non-national’ lan-
guage, such as English or Portuguese (cf. Federal Statistical Office 2022; respondents could name more than one main
language).

6 Wawra (2022, IV. 2.).

7 The paragraph from “Specifically [...]” to “transformation [...]” has been added in all country reports and taken
verbatim from the first country report (Kessel 2022).
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development over five years, Switzerland’s rankings have mostly improved: Overall (from 8th in
2017 to 6th in 2021), as well as in the categories knowledge (from 4th in 2017 to 1st in 2021) and
future readiness (from 13th in 2017 to 3rd in 2021). Only the technology ranking has deterio-
rated slightly (from 8th in 2017 to 11th in 2021) (cf. IMD 2021, p. 158).

Rankings of the subfactors with regard to knowledge place Switzerland 3rd in the subfactor talent
and 11th for the digital and technological skills of staff, which is one of the items of this subfactor.
Switzerland ranks 7th in the training and education subfactor and 8th in scientific concentra-
tion® (cf. IMD 2021, p. 159).

In the field of technology, Switzerland ranks at least among the top 20% of all countries for all
three subfactors (regulatory framework, capital and technological framework). It ranks 9th in the
subfactor regulatory framework and 6th in development & application of technology, but only
37th in starting a business (two of the items of this subfactor). Switzerland occupies 12th place in
the subfactor capital and 9th place in the funding of technological development. It ranks 11th for
the subfactor technological framework’, and here 8th for communications technology (cf. IMD
2021, p. 159). Overall, Switzerland is among the top 20-30% of all countries regarding most items
in the field of technology; for the others, it is mostly in the midfield.

In terms of future readiness, Switzerland ranks 10th for the subfactor adaptive attitudes, 4th
for business agility and 4th for IT integration. In the adaptive attitudes subfactor, it ranks 18th
for e-participation'’ and 4th for smartphone ownership. In the business agility subfactor, it occu-
pies 23rd place for the use of big data and analytics. In the final subfactor, I'T integration, it ranks
16th for e-government'' and 7th for cyber security (cf. IMD 2021, p. 159).

IV. General Value of Informational Privacy

Informational privacy is understood “as the claim of an individual to determine what information about himself or
herself should be known to others” (Westin 2003, p. 431) and as the demand to be protected from unwanted access
to personal data (Rissler 2001, p. 25). [This] parameter |...] indicates how important or unimportant [respondents
Sfrom Switzerland consider this demand].”

The following survey questions allow conclusions to be drawn in this regard. The World Values
Survey (cf. EVS/WVS 2021a, b) asked respondents from Switzetland to assess the governmental
collection of personal data for surveillance purposes. A majority of Swiss respondents approve of
governmental video surveillance in public: 62% agree that their government should have this right
(cf. EVS/WVS 2021c, p. 428) (Fig. 2).

8 The subcategory “scientific concentration” comptises the items “Total expenditure on R&D (%) (Percentage of
GDP)” (R&D=Research and Development), “Total R&D personnel per capita (Full-time work equivalent (FTE) per
1000 people)”, “Female researchers (% of total (headcount FT&PT))”, “R&D productivity by publication (No. of
scientific articles over R&D expenditure (as % GDP))”, “Scientific and technical employment (% of total employ-
ment)”, “High-tech patent grants (% of all patents granted by applicant’s origin (average 2014-2016))”, and “Robots
in Education and R&D (number of robots)” (IMD 2021, p. 180).

? The subcategory “technological framework” includes the items “Communications technology” (IMD 2021, p. 105),
“Mobile broadband subscribers (4G & 5G market, % of mobile market)”, “Wireless broadband (Penetration rate (per
100 people))”, “Internet users (Number of Internet users per 1000 people)”, “Internet bandwidth speed (Average
speed)”, and “High-tech exports (%) (Percentage of manufactured exports)” (IMD 2021, p. 181-182).

10 “Use of online services that facilitate public’s interaction with government” (IMD 2021, p. 182).
11 “Provision of online government services to promote access and inclusion of citizens” (IMD 2021, p. 183).

12 Wawra (2022, IV. 2.).



Percentage of Swiss respondents who say that the government ... to
keep people under video surveillance in public areas (N = 3174)

80%
62.0%
60%
40% 36.9%
20%
0.4% 0.8%
0%
Definitely or probably Probably or definitely Don't know No answer
should have the right should not have

the right

Fig. 2. Swiss respondents’ attitudes towards video sutveillance by their government (cf. EVS/WVS
2021c, p. 428).

By contrast, Swiss respondents (81%) are opposed to the idea that their government should have
the right to collect data on anyone living in Switzerland without their knowledge (cf. EVS/WVS
2021c, p. 432) (Fig. 3).

Percentage of Swiss respondents who express the view that the
government ...to collect information about anyone living in the
country without their knowledge (N = 3174)

100%
81.0%
80%
60%
40%
20% 17.7%
0
- 0.4% 1.0%
0%
Definitely or probably Probably or definitely Don't know No answer
should have the right should not have

the right

Fig. 3. Swiss respondents’ attitudes towards data collection by the government without consent
(cf. EVS/WVS 2021c, p. 432).

With regard to online surveillance, a minority (44%) of Swiss respondents express a critical attitude
according to a survey by Latzer et al. (2019), in that they believe that it is harmful to society (Fig.
4). However, according to a recent survey (Latzer et al. 2021b), a large majority of Swiss Internet
users (74%) clearly value their informational privacy online, in that they are vigilant regarding the
protection of their privacy on the Internet (Fig. 5).
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Proportion of Swiss respondents who (dis)agree with the
statement 'Online surveillance harms society.' (N = 1122)

60%
44%
40% 32%
24%
N .
0%
Agree Neutral Disagree

Fig. 4. Swiss respondents’ attitudes regarding the societal risks of online surveillance (cf. Latzer et
al. 2019)."

Percentage of Swiss Internet users who (dis)agree with the
statement 'l am vigilant about protecting my privacy on the Internet'

(N =1069)
80% 74%
60%
40%
20% 15% 11%
o ] —
(Strongly) agree Neutral Do not agree (at all)

Fig. 5. Swiss Internet users’ views on protecting their online privacy (cf. Latzer et al. 2021b, p.
22).1

Moreover, a large majority (73.2%) of Swiss respondents agree that their government should not
be allowed to monitor emails and other information exchanged online (EVS/WVS 2021c, p. 430)

(Fig. 6).

13 Translation according to Latzer et al. (2020, p. 27); own calculation for the entire sample, based on the percentages
for the subsamples of Internet users (N = 1035) and non-users (N = 85) in Latzer et al. (2019, p. 15-16).

14 Translation according to Latzer et al. (2020, p. 28).
THIR, WAWRA ET AL. — CULTURAL INFLUENCES ON PERSONAL DATA DISCLOSURE DECISIONS
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Percentage of Swiss respondents who say that the government ... to
monitor all emails and any other information exchanged
on the Internet (N = 3174)

80% 73.2%
60%
40%
25.7%
20%
0.3% 0.5%
0%
Definitely or probably Probably or definitely Don't know No answer
should have the right  should not have the

right

Fig. 6. Swiss respondents’ attitudes towards email and Internet monitoring by their government
(cf. EVS/WVS 2021c¢, p. 430).

No recent large-scale survey on the attitude of the Swiss population towards surveillance in the
workplace could be found. Switzerland is not included in PwC (2021a, b) and Unisys (2021), which
contain relevant data on this topic for other countries. Thus, there are no data available for Swit-
zerland, for example, on whether people mind their employer using technology, such as sensors
and wearable devices, to monitor their performance or whether they object to their employer hav-
ing access to their personal data such as their social media profile.

Moreover, Ipsos (2019) does not provide any data for Switzerland regarding the questions of
whether consumers should be able to refuse the use of collected data by companies or whether
they should be paid or rewarded for allowing it. However, another study has shown that only 9%
of expert respondents from Switzerland (i.e. respondents who deal with ‘big data’ in some way)
believe that people receive fair compensation for disclosing their data on the Internet (cf. Jarchow
and Estermann 2015, p. 50).

V. Degree of Privacy of Data

[This] parameter |...] surveys how private or sensitive [...] certain kinds of personal data [are for Swiss respond-
ents].”

In order to get an indication of what types of personal data are considered particularly private in
Switzerland, let us take a look at their legal definition: According to the Federal Act on Data Pro-
tection (FADP)'’, personal data comprise “all information relating to an identified or identifiable
natural or legal person”, and are categorized as sensitive when they reveal “[r]eligious, ideological,
political or trade union [...] views or activities”, or are related to “[h]ealth, the intimate sphere or
racial or ethnic origin”, “[s]ocial security measures”, or “[a]dministrative or criminal proceedings
and sanctions”. Furthermore, the revised DPA defines “genetic [...] and biometric data which

unequivocally identifies a natural person” (DLA Piper 2021) as sensitive.

15 Wawra (2022, IV. 2.).

16 FADP (Federal Act on Data Protection) of 19 June 1992 (Status as of 1 March 2019), https://www.fedlex.ad-
min.ch/eli/cc/1993/1945_1945_1945/en (last access: 02/28/2022).
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No recent large-scale survey on Swiss people’s opinions on what constitutes sensitive data could
be found. Neither Trepte and Masur (2016), Fukuta et al. (2017), nor Markos, Milne, and Peltier
(2017), which contain relevant data for other countries, provide data on this topic for Switzerland.
In general, research on Swiss people’s perceptions of sensitivity regarding different data types is
scarce. Some tentative evidence in this respect may be deduced from the results presented in
Fig. 7. The graph lists different types of personal data shared by Swiss respondents on the Internet
in 2021 in descending order (Bundesamt fiir Statistik 2021a, b). More than two-thirds of respond-
ents shared contact information (72%) or payment information online (68%). Fewer respondents,
just over half (56%), provided personal details such as their name or their date of birth, and half of
respondents shared their current location. In contrast, only one in five respondents shared data
such as photos or information about their health or employment status. These results may to some
extent reflect Swiss perceptions of the sensitivity of these types of data, although it should be noted
that they are certainly also strongly influenced by practical constraints. For example, providing
contact information and/or payment information is a necessary step when using many online set-
vices, notably e-commerce, and thus much more widespread among the Swiss than sharing photos
ot health or employment status information online, for which external pressures are usually much
lower on a practical level.

Proportion of Swiss sharing different types of personal data on the
Internet during the past 12 months in 2021 (N = 3000)

Contact information - [ 29
Payment information I oo
O ats of i, 1D.mumpor otc, N 5o
date of birth, ID-number etc. 0
Current location N 50%
Other (e.g. health status, _ 20%
employment status, photos) 0
0% 10% 20% 30% 40% 50% 60% 70% 80%

Fig. 7. Proportion of Swiss people sharing different types of personal data on the Internet during
the past 12 months in 2021 (cf. Bundesamt fiir Statistik 2021a, b)."”

Some further insights regarding the perceived sensitivity of certain types of online data in Switzer-
land can be gained from a survey by Latzer et al. (2015). They asked respondents how important it
is to them that only they or people they authorize know certain types of personal online data
(Fig. 8). For all five data types examined, a majority of Swiss Internet users believed that it was
either important or very important that they remain confidential, i.e. that they are known only to
them and authorized people. However, the size of this majority varied between the five data cate-
gories, suggesting differences in perceived sensitivity. The largest majority was found for the cate-
gory ‘content of e-mails and other correspondence’, the confidentiality of which three-quarters
(76%) of respondents considered important or very important. This was followed by the

17 Own translation.



confidentiality of online contacts (i.e. with whom one communicates over the Internet), to which
two-thirds (67%) attributed (great) importance. Slightly more than 60%, believed it was (very) im-
portant that the websites they visit or their location remain known only to them or authorized
people. The smallest majority was found for the category ‘performed search queries’, the confiden-
tiality of which more than half (56%) of the respondents considered (very) important.

Perceived importance of confidentiality of different types of personal
online data by Swiss Internet users (N = 981)

Content of e-mails or
0, 0, 0,
other correspondence 76% 2y 16% LG

With whom one communicates
over the Internet 12%
Visited websites 18%
el 6%  23%  {
the Internet et L et ?
Performed search queries 19%

0% 20% 40% 60% 80% 100%

m (Very) important Neutral / undecided
= Of little importance / not important at all ® Don't know / no answer

Fig. 8. Perceived importance of confidentiality of different types of personal online data by Swiss
Internet users (cf. Latzer et al. 2015, p. 17)."

A survey by Brall et al. (2021) shows the influence that context, purpose, and type of data collection
can have on the willingness to share personal data. Thus, health data are often considered to be
rather sensitive (cf. Howe 2022, p. 7; Thir and Wawra 2023, Wawra et al. 2022). This is also reflected
in the fact that this data category is part of all sensitive data definitions of the most important data
protection laws of our countries of investigation (cf. Wawra 2022, Wawra 2023). Brall et al. (2021)
asked Swiss residents whether they would hypothetically provide certain health-related data and
biological samples for a research project (Fig. 9). While a slight majority of respondents (53.6 %)
stated that they would to be willing to provide such data, slightly less than half (45.6%) would not
want to disclose their health-related data and biological samples in this context.

18 We contacted the authors after noticing an inconsistency in their presentation of the data at this point in their report.
We are grateful to them and their research assistant, Kiran Kappeler, for clarifying our enquiry and for providing us
with a more detailed breakdown of the results by email.
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Percentage of Swiss residents who would participate in a research
project that used their health data and/or biological samples

(N =5086)
80%
60% 53.6%
45.6%
40%
20%
0.8%
0%
Yes No No answer available

Fig. 9. Swiss residents’ willingness to participate in a research project that uses their health data
and/or biological samples."

Those respondents who said they were willing to participate in the research using their health data
and/or biological samples were then asked to indicate what types of data or samples they would
be willing to provide (Fig. 10). A majority of over 80% indicated that they would provide infor-
mation about their health status via questionnaires, as well as blood samples or biological samples
that they could collect themselves (e.g. saliva or hair). Considerably fewer respondents, though still
a majority of about 60%, indicated a hypothetical willingness to provide biological samples taken
by medical staff or medical records about themselves. Half of the respondents were hypothetically
willing to share their family’s medical history. The reason for these high levels of willingness to
disclose health-related data is likely to be the research context, and here the possibility of contrib-
uting to the improvement of treatments in the future. However, only just over one-third (36.2%)
were theoretically willing to provide data via health and lifestyle apps and less than 15% were the-
oretically willing to share social media data. One possible factor influencing respondents’ willing-
ness to share data in this regard could be the time and effort involved in disclosing data: Using a
health or lifestyle app, for example, seems to be a much greater and longer commitment than filling
out a questionnaire about one’s health status. In addition, these types of data collection might be
considered less trustworthy as they are deemed more vulnerable to data breaches.

19 Own analysis based on the dataset included in the supplementary material of Brall et al. (2021).



Proportion of Swiss residents hypothetically willing to provide ...
for aresearch project (N = 2726)

Questionnanes 200! . I 85.3%

health status

Blood sample I 54.5%
B0l OGO S e N NN 50.7%

one can take oneself

el e e e

to be taken by medical staff

Medical files about oneself [IIIIIIEENENENENE 59.5%
Family's medical history IR 50.1%
Data derived from apps about I 36.2%

one's health or lifestyle

Social Media data I 14.2%

0% 20% 40% 60% 80% 100%

Fig. 10. Proportion of Swiss residents hypothetically willing to provide different types of data for
a research project (cf. Brall et al. 2021).”

VI. Benefits Associated with Data Disclosure

[This] parameter |[...] renders the positive effects [Swiss respondents] expect from the disclosure of their personal
data”’

No recent large-scale survey could be found on Swiss people’s assessment of potential benefits of
data disclosure (e.g. better information, products and services for individual customer needs, easier
access to relevant information, saving time and money). Ipsos (2019), which provides such data for
other countries, did not survey the Swiss population. Nor could a representative survey be found
that investigates the willingness to share personal data in exchange for benefits in Switzerland. The
survey by GfK (2017), for example, does not include Switzerland.

A survey by Deloitte (2022) offers insight into the perceived benefits of using e-government set-
vices, i.e. disclosing personal data to the government via the Internet rather than in person. In the
survey, Swiss respondents were asked which (beneficial) aspects of e-government services have
priority for them (see Fig. 11). For three out of four respondents, the aspect of temporal flexibility,
i.e. the ability to access the services at any time, stands out in particular. More than 70% value the
aspect of spatial flexibility (i.e. being able to access the services from anywhere) and of saving time
when using e-government services. More than two-thirds (68%) consider the simplicity and con-
venience of using such services, as well as the autonomy it offers, to be particularly important.
Almost two-thirds (64%) prioritize the lower costs of using e-government services (i.e. saving

20 Own analysis based on the dataset included in the supplementary material of Brall et al. (2021), using the subsam-
ple of participants hypothetically willing to patticipate in a research project using their health data and/or biological
samples.

21 Wawra (2022, IV. 2.).
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money), and 60% consider the aspect of having freedom of choice in relation to such services to

be a priority.

Proportion of Swiss respondents who prioritze ...
when using e-government services (N > 1000)

Temporal erXIbIIIty — | can use the services _ 75%

whenever | want.

Spatial flexibility — | can use the services Dl 2%

wherever | am.

Saving time — It is faster than in person. NG 2%
Simplicity / convenience — Using digital I 68%

services is convenient.

Aoy | A 40 e g S, S 65%

entirely independently.

Low costs — | can do everything myself D 64%

and get a discount for it.

Freedom of choice — Nobody dictates what | D 60%

have to do and | can chose options myself.

0% 20% 40% 60% 80%

Fig. 11. Swiss respondents’ priorities when using e-government services (cf. Deloitte 2022, p. 7).

With regard to health-related data collected for research purposes, financial or material compensa-
tion seems to play a minor role for most Swiss people. In a recent survey among Swiss residents
(Brall et al. 2022), most respondents (56.9%) stated that money or other material compensation
would not or rather not be important to them if they disclosed data and provided samples to a
Swiss publicly funded biobank (Fig. 12). A quarter (24.9%) consider this type of compensation
moderately important, and less than 20% consider it rather or very important. Similarly, Pletscher
et al. (2022, p. 6) found that more than three-quarters of Swiss people (78%) do not believe they
would be more likely to share anonymized health data if they received money for it (see Fig. 13).
Far more important in this context are altruistic motives, i.e. the perceived benefits for others:
more than eight in ten respondents (86%) state that they would be more likely to share such data
if it meant that other people received better treatment as a result, and just over two-thirds (67%)
think that they would be more likely to do so if it benefited the healthcare system and lowered
insurance premiums in the long-term (although this could ultimately also be to their own benefit).

22 Own translation.
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'How important would money or any other material compensation
be for you to provide your data and samples to
a Swiss publicly funded biobank?' (N = 5086)

60% 56.9%
40%
24.9%
18.3%
- o -
Rather / very important Moderately important Not / rather not important

Fig. 12. Perceived importance of money or other material compensation for disclosure of health-
related data and samples to a Swiss biobank by Swiss residents (cf. Brall et al. 2022, p. 3).

' would be more likely to share my anonymised health data if ...'
(N =1006)

"... I would receive money for it' I/u13% 19%

'... this would reduce Swiss

health care costs and thus health 17% 7%

insurance premiums in the long-term’

'... other people would get better _
treatment as a result' Bue -7%3u/l°
0% 20% 40% 60% 80% 100%

m1 (Applies to me completely) =2 3 4 =5 (Does not apply to me at all)

Fig. 13. Relevance of different benefits concerning the disclosure of anonymized health data for
Swiss respondents (cf. Pletscher et al. 2022, p. 6).

A study by Briesch et al. (2020) shows that such perceived benefits for society as a whole may
indeed influence Swiss people’s data disclosure behavior, in the form of their willingness to install
a COVID-19 contact tracing app. On average, users of the app rated its societal benefit significantly
higher than non-users of the app (p < 0.001; Briiesch et al. 2020, p. 25-26). However, the personal
benefit perceived by the Swiss respondents, which here obviously does not relate to monetary or
other compensation or better access to products and services, but to the protection of one’s own
health, may have been another important factor in their decision to (not) install the app: the average
app user rated their personal benefit significantly higher than the non-users (p < 0.001; Briiesch et
al. 2020, p. 25-26). A personal health benefit was also found to be a relevant factor for the Swiss
by Pletscher et al. (2022): a majority of 60% of Swiss respondents stated that they would rather not
share their anonymized health data if they personally had no direct health benefit from it (Fig. 14).
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' would rather not share my anonymised health data if |
personally have no direct health benefit from it' (N = 1006)

0% 20% 40% 60% 80% 100%

m 1 (Applies to me completely) 2 3 4 5 (does not apply to me at all)

Fig. 14. Relevance of direct personal health benefit concerning the disclosure of anonymized
health data for Swiss respondents (cf. Pletscher et al. 2022, p. 6).

VII. Privacy Concerns and Risks

[This] parameter |...] comprises the negative effects |Swiss respondents] associate with data disclosure. These include
their general concerns about the security of their personal data, and their control over them.”

1. Concerns and Risks related to Data Security

Ipsos (2019) does not provide data for Switzerland with regard to the question of whether people
feel more comfortable with sharing their data with companies that have “never been subject to any
breach, leak, or fraudulent usage of data” (Ipsos 2019, p. 14). Nor was the question asked in Swit-
zerland whether people want their “online data & personal information” to be “stored on a secure
server”, preferably “in their own economy” (CIGI-Ipsos 2019b, pp. 13, 15) or abroad, and whether
they care if their data left Switzerland (CIGI-Ipsos 2019b, pp. 17, 19).

However, the findings of several national surveys provide insights into Swiss people’s concerns in
relation to data security. Regarding online data specifically, a survey by Latzer et al. (2019) shows
that around two out of three Swiss people (65%) believe that the secure handling of online data
poses a challenge for society (Fig. 15). Furthermore, in a survey by Guirguis et al. (2021), 83% of
the Swiss respondents indicated that they have great to very great concerns regarding data theft
and 63% have such concerns regarding identity theft (Fig. 16). However, a study by Brall et al.
(2021) shows that concerns about data theft by the Swiss may be less pronounced in certain con-
texts of data disclosure. Swiss residents were asked to select up to three concerns they would have
when hypothetically providing their health data and/or biological samples for a research project.
The fourth most frequent concern, selected by almost a third of respondents (31.9%), was that
their data could be hacked and stolen (cf. Brall et al. 2021, p. 9).

25 Wawra (2022, IV. 2.).
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Proportion of Swiss who (dis)agree with the statement
'We as a society struggle with the safe handling of online data.’

(N=1122)
80%
65%
60%
40%
23%
20% - 12%
% ]
Agree Neutral Disagree

Fig. 15. Swiss respondents’ views regarding the safe handling of online data (cf. Latzer et al. 2019).**

Swiss respondents’ top concerns in relation to data security
(N =500)

Data theft 83% 13% %1%

deniiy thef

0% 20% 40% 60% 80% 100%

m Great to very great concerns = Moderate concerns ® No to weak concerns = Missing

Fig. 16. Swiss respondents’ top concerns in relation to data security (cf. Guirguis et al. 2021, p.
24).7

Such security-related concerns may be due to previous negative experiences among the Swiss. More
than half of Swiss Internet users (56%) experienced one of the security-related incidents listed in
Fig. 17 in 2019, which is considerably higher than the EU-27 average (37%; cf. Eurostat 2022).
Almost half of respondents (47%) received ‘phishing’ messages, and around one in five were tar-
geted by ‘pharming’, i.e., redirected to a fake website where they were asked to provide personal
information. Fortunately, more serious incidents such as the hacking of one’s social media or e-
mail account, credit or debit card fraud, data loss due to a computer infection, misuse of online
personal information resulting in some form of discrimination, harassment or bullying and online
identity theft, were only experienced by a small minority of Swiss Internet users (3-6%). Notably,
for all these incidents, with the exception of data loss due to computer infection, the EU-27 average
was surpassed, and considerably so for phishing (47% vs. 28%).

24 Translation according to Latzer et al. (2020, p. 27); own calculation for the entire sample, based on the percentages
provided for the subsamples of Internet users (N = 1035) and non-users (N = 85) in Latzer et al. (2019, p. 15-16).

% Own translation. Respondents rated their concerns on a scale form 1 (‘no concerns’) to 5 (‘very great concetns’).
The original source summarized the results for values 1 and 2 and values 4 and 5 into a single category, respectively.
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Security-related negative experiences by Swiss Internet users
during the past 12 months in 2019 (Ngyiss internet users = 2627)

ety reted nodens I T
security related incidents 37%
Receiving fraudulent messages (‘phishing’) m 47%

Getting redirected to fake websites asking - 19%
for personal information (‘pharming’) 13%
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Fraudulent credit or debit card use r3 5%

Loss of documents, pictures or other data . 4%
due to a virus or other computer infection

Misuse of personal information available
online resulting in e.g. discrimination, 20
harassment, bullying

Online identity theft
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B % Swiss who used the Internet in the last 12 months (2019)
% EU-27 population who used the Internet in the last 12 months (2019)

Fig. 17. Security-related negative experiences by Swiss Internet users during the past 12 months in
2019 (cf. Eurostat 2022).

Concerns about data security and data protection are an important reason why a considerable num-
ber of Swiss people would avoid using certain new e-government services. In a survey by Deloitte
(2022), Swiss respondents were asked whether they would always, sometimes or never want to use
certain e-government services that are not yet available. Those respondents that selected ‘some-
times’ or ‘never’ were then asked about their reasons for not (always) wanting to use a particular
setvice, such as concerns about data protection or cyber/data security. As Fig. 18 shows, for around
a third (30-34%) of respondents concerns about cyber/data security or data protection are such
that they would not (always) want to use these services when using a legally binding digital signa-
ture, for the electronic exchange of all data and information with government agencies and public
administration, and for the automatic collection of tax-relevant data by the state. Almost a quarter
each (24%) are concerned about data security regarding e-voting and ordering a pass-port and
identity card online, while about a fifth (19-20%) have concerns about data protection regarding
these services. About a fifth of respondents (20-23%) stated that they are not (always) willing to
file a police report online or register as unemployed online due to concerns about cyber/data se-
curity or data protection. Such concerns were the least frequent for traffic-related services, ie.
contactless payment of parking fines and digital purchase of the motorway toll sticker, which con-
cerned 14-18% of respondents.
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Swiss respondents' preferences and concerns regarding
new e-government services (N > 1000)
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m Want to never/sometimes use service digitally = Wants to never/sometimes use service digitally
due to concerns about data protection

m Wants to never/sometimes use service digitally
due to concerns about cyber/data security

Fig. 18. Preferences and concerns of Swiss respondents regarding new e-government services (cf.
Deloitte 2022, p. 8 & 12).*

26 Own translation. The petcentages for the orange bars were calculated based on the information and percentages
provided in Deloitte (2022, p. 8 & 12).
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However, the pandemic may have prompted some Swiss to put such concerns aside and use
e-government services after all. As Fig. 19 shows, the proportion of Swiss people who submitted
completed forms to public authorities via the Internet has increased substantially from a minority
of 45% in 2019 to over two-thirds (71%) in 2021 (Eurostat 2022). This increase of 26 percentage
points is considerably greater than the average of the 27 EU member states (8 percentage points),
where the proportion of people submitting completed forms to public authorities via the Internet
in 2021 is also considerably smaller at 44%. However, such differences may also be due to differ-
ences in the availability of e-government services and in the proportion of people who had to
submit official forms at all during the surveyed period. Notably, in 2021, more people in the EU-
27 countries (28%) than in Switzerland (19%) did not have to submit completed forms to public
authorities (Eurostat 2022). Still, the proportion of Swiss who opted not to submit official forms
online, despite being required to do so, is smaller (8%) than the EU-27 average (17%; Eurostat
2022). Of these 8%, a quarter have refrained from doing so out of concern for the protection and
security of their personal data, which amounts to only 2% of the total Swiss population (Eurostat
2022).

E-government services: proportion of respondents who submitted
completed forms online during the the past 12 months

(NSwiss population 2021 = 28151 NSwiss population 2019 = 2708)

, , 45%
swiss poputaion. | —
. 36%
=27 popiston | — -

0% 20% 40% 60% 80%
m2019 ®=2021

Fig. 19. E-government services: proportion of Swiss who submitted completed forms online dur-
ing the past 12 months, compared to the EU-27 population (cf. Eurostat 2022).

2. Concerns and Risks related to Data Control

According to a recent survey (Guirguis et al. 2021), the majority of Swiss respondents have great
to very great concerns related to various aspects of data control (Fig. 20). 87% of Swiss respondents
indicated such concerns about misuse of data, 84% about the sale of personal data to third parties,
70% are very concerned about companies profiting from their data and 57% about disproportion-
ate data collection.

THIR, WAWRA ET AL. — CULTURAL INFLUENCES ON PERSONAL DATA DISCLOSURE DECISIONS
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Swiss respondents' top concerns in relation to data control

(N =500)
Misuse of data 87% 9% I’Z%
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Fig. 20. Swiss respondents’ top concerns in relation to data control (cf. Guirguis et al. 2021, p.
247

Furthermore, the level of concern about online data disclosure appears to be moderate to high in
Switzerland. In the same survey (Guirguis et al. 2021), participants were asked to rate their concerns
about disclosing personal information online on a scale of 1 to 10 (1 = no concerns at all, 10 =
very strong concerns). Responses tended towards the upper half of the scale (mean = 7.05, SD =
2.11), meaning that on average participants’ concerns tended to be medium-high. Notably, these
concerns were found to vary according to the respondents’ level of trust in government institutions
regarding the right use of the personal data collected (see section IX. 1., Fig. 34), and according to
their level of satisfaction with current data protection legislation (section VIIL., Fig. 26). Respond-
ents with greater trust in government institutions regarding the handling of collected personal data
showed significantly lower concerns than those with lower trust (p = 0.035, cf. Guirguis et al. 2021,
p. 24). Similarly, respondents who considered current legislation and organizational practices re-
garding privacy protection to be sufficient also showed significantly lower concerns about disclos-
ing personal information online (p = 0.001, cf. Guirguis et al. 2021, p. 25).

CIGI-Ipsos (2019c, p. 24) does not provide any data for Switzerland regarding the question of
whether people use the Internet differently because they distrust it. However, a recent survey by
Latzer et al. (2021a) shows how concerns about online surveillance lead the Swiss to adapt their
behavior on the Internet. They observed different types of ‘chilling effects’ (Fig. 21), that is, when
users avoid or limit themselves in certain activities due to a fear of being monitored online. Only a
small minority of 12% of Swiss respondents always or often limit themselves in their information
search on sensitive topics for this reason; almost half of the respondents (49%) do so sometimes
or rarely. More than twice as many — 25% — always or often limit themselves in their self-expression
online, that is, when expressing opinions, interests or feelings on the Internet, out of concern about
online surveillance; a third (33%) does so sometimes or rarely.

27 Own translation. Respondents rated their concerns on a scale form 1 (‘no concerns’) to 5 (‘very great concerns’). In
the original source, the results for values 1 and 2 and values 4 and 5 were summarized into a single category, respec-
tively.
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Proportion of Swiss Internet users who experience chilling effects
regarding information search or self-expression (N = 1069)

Information search
() 0, 0 0
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Fig. 21. Frequency of chilling effects among Swiss Internet users due to fear of online surveillance
(cf. Latzer et al. 2021a, p. 17-18).*

Compared to the percentage of Swiss respondents who regularly limit their self-expression online,
considerably fewer respondents regularly limit their online shopping behavior because of privacy
concerns. In 2021, only 13% of Swiss people stated that they never or rarely shop online because
they are concerned about payment security or data protection (cf. Eurostat 2022).”

Opverall, however, Latzer et al. (2021b) found that 43% of Swiss Internet users believe concerns

about online privacy ate not exaggerated (Fig. 22), compared to about a quarter who do (27%) and
around a quarter who take a neutral stance in this regard (28%). It is noteworthy that only a minority
of about 40% believe they are able to control their online privacy (Latzer et al. 2021b, p. 22;
Fig. 23). This tendency could be at least partly due to previous negative experiences among the
Swiss: in 2019, over a third (37%) of Swiss Internet users had the impression that their personal
data had been passed on or misused in the past year (Latzer et al. 2019, p. 27).

Percentage of Swiss Internet users who (dis)agree with the
statement 'Concerns about online privacy are exaggerated'

(N = 1069)
60%
43%
40%
27% 28%
20%
0%

(Strongly) agree Neutral Do not agree (at all)

Fig. 22. Swiss Internet users’ views on concerns about online privacy (cf. Latzer et al. 2021b, p.
22)."

28 Translation according to Latzer et al. (2020, p. 25-26).
% Own translation of item in Bundesamt fiir Statistik (2021a, p. 20).

30 Translation according to Latzer et al. (2020, p. 28).
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Percentage of Swiss Internet users who (dis)agree with the
statement 'l feel able to control my online privacy' (N = 1069)
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Fig. 23. Swiss Internet users’ sense of control regarding their online privacy (cf. Latzer et al. 2021b,
p. 22).”

For the special case of health-related data, it is noteworthy that four of the top five concerns of the
Swiss residents regarding the hypothetical provision of their health data and/or biological samples
for a research project relate to data control (Fig. 24; cf. Brall et al. 2021, p. 9). The top concern was
that someone may misuse one’s data to discriminate against oneself or one’s family, which almost
half of the respondents (46.8%) worried about. The second most common concern, selected by
almost half of the respondents (46.3%), was that data may not be kept confidential. Notably, the
difference in frequency to the top concern is only marginal at 0.5%. Almost half of the respondents
(45.5%) wortied that their data may be misused for commercial or marketing purposes. Slightly
less than a third (31.2%) stated that they do not want other parties (such as private companies or
researchers) to benefit financially from their data.

Swiss residents' top concerns related to data control when
hypothetically providing health data and biological samples for
research purposes (N = 5025)

Worried someone may use my
data to discriminate against
me or my family

46.8%

Worried my data won't be kept
confidential 46,3%
Worried data may be misused
for commercial or marketing
purposes instead of research

45.5%

Don’t want others (e.g. private
companies, researchers) to benefit
financially from my data

31.2%

0% 10% 20% 30% 40% 50%

Fig. 24. Swiss residents’ top concerns related to data control when hypothetically providing health
data and biological samples for research purposes (cf. Brall et al. 2021, p. 9).

31 Translation according to Latzer et al. (2020, p. 28). Since no exact percentages were provided in the original source
for the options ‘neutral’ and ‘no’, these are summarized into a single category.
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VIII. Data Protection Literacy

[Data Protection Literacy] captures [Swiss people’s] awareness and knowledge of data protection, privacy rules and
policies as well as the skills they report to have, and the measures they take to protect their personal data.”

As regards Swiss people’s knowledge of data protection and privacy regulations, less than a third
(28%) of Swiss respondents state that they are very or rather familiar with the EU General Data
Protection Regulation (GDPR,; Fig. 25).” 27% indicate they are somewhat familiar with it and 40%
say they are not at all or rather not familiar with it (cf. Guirguis et al. 2021, p. 23).

Familiarity with the GDPR in Switzerland (N = 500)

40%
40%
28% 27%
20%
4%
0% [
Very / rather familiar Somewhat familiar Not at all / rather not Don't know
familiar

Fig. 25. Familiarity with the GDPR in Switzerland (cf. Guirguis et al. 2021, p. 23).**

With regard to the Swiss people’s satisfaction with existing data protection laws and practices, one
survey found that around half of the respondents (47%) agreed (strongly or somewhat) that “ex

isting laws and organizational practices offer sufficient protection of people’s privacy” (cf. Guirguis
et al. 2021, p. 24).” However, the remaining, slightly larger half (52%) disagreed at least somewhat
(cf. Guirguis et al. 2021, p. 24; see Fig. 26). In contrast, a recent survey found that a majority of
063.7% of Swiss people consider data protection regulation in Switzerland to be ‘rather good’ to
‘very good’ as they feel it ensures sufficient protection of personal data on the Internet (Frick 2022,
p. 3, 10).

2 Wawra (2022, IV. 2.).

3 As the revised data security law in Switzerland had not yet come into force when the survey was conducted, the
GDPR was used instead (cf. Gurguis et al. 2021, p. 23). The GDPR applies to Swiss companies when they handle the
data of EU citizens and is, therefore, also relevant in Switzerland, even though the country itself is not part of the EU.

34 Own translation.

35 Own translation.
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Percentages of Swiss respondents who ... with the statement:
'‘Existing laws and organizational practices offer sufficient protection
of people's privacy' (N = 500)
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Fig. 26. Swiss respondents’ satisfaction with existing data protection laws and organizational prac-
tices (cf. Guirguis et al. 2021, p. 24).%

CIGI-Ipsos does not provide any data for Switzerland on the question of whether respondents
agree that they themselves do enough to protect their data (CIGI-Ipsos 2019b, p. 29, 2019c, p.
283). However, in a recent survey by the Swiss Federal Statistical Office (recorded in Eurostat
2022), respondents were asked which of six given measures to control their personal data on the
Internet they had adopted in the past three months (see Fig. 27). For several of the measures sur-
veyed, a majority of Swiss Internet users reported that they had adopted them during the specified
time period. The most popular measure is refusing permission to use one’s personal data for pro-
motional purposes, adopted by more than two-thirds (70%), followed by restricting access to one’s
location (66%). More than half of respondents stated that they have restricted access to their profile
and/or contents on social media or shared online storage spaces (56%) or checked the security of
websites asking for their personal information (54%). However, a minority of 44% read the privacy
policy before providing their personal data, and only about a quarter (24%) requested access to
their personal data in order to update or delete them. Overall, four out of five respondents (87%)
have adopted at least one of the listed measures, which is considerably more than the European
average (73%), which the Swiss also surpass (sometimes considerably) in all six categories individ-
ually. This could be due to the fact that more Swiss people may have disclosed their personal data
on the Internet than on average in the EU-27 countries. The more people disclose their personal
data online, the higher the proportion of people who have reason to and therefore adopt measures
to manage access to their personal data online (cf. Bundesamt fiir Statistik 2018, p. 10). Data from
2016-2017 show that substantially more Swiss individuals disclosed their personal data online than
in the EU-27 countries (87% vs. 56%), a tendency that generally applies to the digitally most de-
veloped countries (cf. Bundesamt fiir Statistik 2018, p. 7). Unfortunately, no data on this is available
in the Eurostat dataset for 2018-2021.

36 Own translation.
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Measures to manage access to personal data on the Internet
by Swiss Internet users (N =2759)
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Fig. 27. Measures to manage access to personal data on the Internet by Swiss Internet users (cf.
Eurostat 2022).

A more detailed picture concerning some of these measures is provided by Latzer et al. (2019, 29-
30; Fig. 28). They found that only 16% of Swiss Internet users often read the privacy policy when
using online services. Almost half of Swiss Internet users (49%) do so sometimes or rarely, and
35% never read the privacy policy. Thus, overall, the measure is adopted by almost two-thirds of
Swiss Internet users at least on rare occasions. Similar to the results presented above, requesting
the deletion of one’s personal data is done less frequently. More than half of Swiss Internet users
(54%) never adopt this measure, and only 13% do so often. The remaining third does so sometimes
or rarely.
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Frequency of selected measures to protect personal data online
among Swiss Internet users (N = 1035)
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Fig. 28. Frequency of selected measures to protect personal data online among Swiss Internet
users (cf. Latzer et al. 2019, p. 29-30).”

In the survey conducted by Eurostat (2022), respondents were also asked about their knowledge
and preventative measures regarding the tracking of online activities (Fig. 29). Three-quarters (75%)
of Swiss Internet users stated they know that cookies can be used to trace movements of people
on the Internet, which is slightly less than the EU-27 average (80%). However, only a minority of
them take action to counteract such tracking of their online activities: just over a third (37%) of
Swiss Internet users stated that they have ever changed the settings of their Internet browser to
prevent or limit cookies, and only one in five (21%) use software that limits the tracking of their
activities on the Internet. In this lack of action, Swiss Internet users are very similar to the EU-27
average (cf. Fig. 29).

Knowledge and preventative measures regarding the tracking of
online activities by Swiss Internet users (N =2759)

Know that cookies can be used to trace 75%
movements of people on the Internet 80%
Have ever changed the settings
. . 37%
in their Internet browser to prevent 36%
or limit cookies on any of their devices 0

Use software that limits the ability 21%
to track their activities on the Internet 21%
0% 20% 40% 60% 80% 100%

m % of Swiss who used the Internet in the last three months (2021)
= % of EU-27 population who used the Internet in the last three months (2021)

Fig. 29. Knowledge and preventative measures regarding the tracking of online activities by Swiss
Internet users in 2021, compared to the EU-27 average (cf. Eurostat 2022).

Finally, the majority of Swiss PC and smartphone users have security software on their devices
(Fig. 30, cf. Bundesamt fiir Statistik, 2021b). However, it is notable that these majorities have

37 Own translation.
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decreased slightly in recent years: while almost two-thirds (65%) of Swiss Internet users used secu-
rity software to protect their PC in 2019, it was only 60% in 2021. Likewise, the proportion of
smartphone users with security software on their device decreased slightly from 60% in 2019 to
57% in 2021.

Proportion of a) Swiss Internet users who ...
and b) Swiss smartphone users, who ...

a) use security software to protect their PC 65%
(N = 2801 for 2019, N = 2997 for 2021) 60%
b) have security software on their smartphone 60%
(N = 2456 for 2019, N = 2944 for 2021) 57%

0% 20% 40% 60% 80%
m2019 m2021

Fig. 30. Use of security software among Swiss Internet and Swiss smartphone users (cf. Bundesamt
fiir Statistik 2021b, p. 2, 6).”

IX. Attitudes Towards Data Receiver

[This] parameter [...] refers to [Swiss people’s] attitudes towards institutions to which they disclose their data. These
comprise above all their trust in national and foreign governments and (different kinds of) companies pertaining to
the protection and corvect use of their data.”’

A majority (58.5%) of respondents from Switzerland feel that most people can be trusted (cf.
EVS/WVS 2021c, p. 175) (Fig. 31). This general trust towards others (or lack thereof) could influ-
ence Swiss people’s decisions on data disclosure. The following chapters provide more detailed
insights into respondents’ attitudes towards governments (IX. 1.) and companies (IX. 2.). In
IX. 2., a comparison of these two sets of attitudes will be attempted whenever relevant data are

available.
General trust ratings (N = 3174)
58.5%
60% °
40.2%
40%
20%
0.4% 0.9%
0%
Most people can be Can't be too careful Don't know No answer
trusted

Fig. 31. Trust towards others in Switzerland (cf. EVS/WVS 2021c, p. 174).

3 Own translation. The information on the tespective N of the subsamples was obtained through personal commu-

nication.

¥ Wawra (2022, IV. 2.).
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1. Attitudes Towards Governments

The majority of Swiss respondents report that they trust their government (66.3%) and parliament
(57.6%), while trust in political parties is faitly low (25.1%) (cf. EVS/WVS 2021c, pp. 267, 274,
276) (Fig. 32).

Swiss respondents’ trust in their government, political parties,
and parliament (N = 3174)

80% 0
0 66.3% 71.4%
0,
60% 57.6%
40.3%
40% 31.4%
25.1%
- - .
0%
A great deal/Quite a lot Not very much /Not at all

m Government m Political Parties = Parliaments

Fig. 32. Swiss respondents’ trust in their government, political patties, and patliament (EVS/WVS
2021c, pp. 267, 274, 2706).

Similar results were obtained in another survey (von Wyl et al. 2021), which found that more than
two-thirds of the Swiss (68.7%) have high trust in their government or health authorities (Fig. 33).
Notably, these levels of trust were found to influence Swiss people’s data disclosure behavior, as
higher levels of trust were positively related to the use of a COVID-tracing app (von Wyl et al.
2021, p. 6).

Swiss respondents’ trust in government or health authorities (N = 712)

80%
68.7%
60%
40%
22.9%
20%
8.4%
0% [ ]
Large Somewhat Little

Fig. 33. Swiss respondents’ trust in government or health authorities (cf. von Wyl et al. 2021, p.
0).

Ipsos (2019, p. 20) does not provide any data for Switzerland on people’s trust in their own gov-
ernment or foreign governments with regard to the correct use of personal data. However, Guirguis
et al.’s (2021) survey findings suggest that Swiss peoples’ confidence in the correct use of their
personal data by their government is rather strong. A clear majority (74%) of respondents fully or
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rather agreed with the statement that “most government institutions treat the personal data they
collect about users propetly and confidentially” (Fig. 34), while only about a quarter (26%) rather
disagreed or disagreed (cf. Guirguis et al. 2021, p. 24).

Percentages of Swiss respondents who ... with the statement:
'Most government institutions treat the personal data they collect
about users properly and confidentially' (N = 500)

80%
66%
60%
40%
24%
20%
8%
2%
0% ]
Fully agree Rather agree Rather disagree Disagree

Fig. 34. Swiss respondents’ trust in the correct handling of personal data by government institu-
tions (cf. Guirguis et al. 2021, p. 24).*

However, a survey by Oliver Wyman (2021a, b) found that a considerably smaller number, but still
a majority of Swiss people (52%) trust the government and government agencies in matters of
personal data disclosure, while a minority of about a third (32%) have no trust in this regard
(Fig. 35). Frick (2022) found that government agencies are trusted by the Swiss to a medium-strong
degree, with an average score of 7.0 on a 10-point scale (1 = no trust at all, 10 = very strong trust)
regarding the handling of consumer data.

Proportion of Swiss who trust / distrust the government and
government agencies regarding personal data disclosure (N = 1609)

60%

52%
40% 3206
20% 16%
Trust regarding data disclosure Indifferent No trust regarding data
disclosure

Fig. 35. Swiss respondents’ trust in government and government agencies regarding personal data
disclosure (cf. Oliver Wyman 2021b, p. 3)."

It is noteworthy that people in Switzerland trust their government far less with regard to health-
related data, at least under certain conditions. In the hypothetical scenario that their health-related

40 Own translation.

4 Own translation.
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data and samples would be stored in a biobank, less than a third of Swiss residents (29.1%) have
strong trust that their government would keep them confidential and protected if it had access to
them, while a majority of 71.0% have low trust (Brall et al. 2022, p. 7). In comparison, other actors
such as doctors (in particular one’s own doctor) and researchers at universities are trusted consid-
erably more in this regard (Fig. 30).

Swiss residents' trust in the government, doctors and researchers to
keep their health-related data and samples confidential and protected
(N = 5086)

My doctor

Medical doctors in general
Researchers at a university
Swiss government

0% 20% 40% 60% 80% 100%
| Strong trust = Low trust

Fig. 36. Swiss residents’ trust in the government, doctors and researchers to keep their health-
related data and samples confidential and protected (cf. Brall et al. 2022, p. 7).*

CIGI-Ipsos (2019a, p. 117, 119, 2019c, p. 20) did not survey Swiss people on whether their gov-
ernment or foreign governments contribute to their distrust of the Internet. However, a recent
survey showed that around a quarter (27%) of Swiss Internet users are concerned that the govern-
ment may violate their privacy online (Latzer et al. 2021b, p. 19). In addition, 89% of Swiss believe
that both governmental and commercial websites collect too much data overall (cf. Statista 2018).

According to a survey by Deloitte (2022), the majority of Swiss people are willing to use e-govern-
ment services (61%, Fig. 37) and would be willing to use a number of new e-government services
at least sometimes (74-88% depending on the service). This speaks for relatively widespread trust
in the government in this regard.

4 As in the original source, answers to a 5-point Likert scale (1= no trust, 5 = strong trust) are categorized here into
‘low trust’ (1-3) and ‘strong trust (4-5).
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Proportion of Swiss who are ... to use e-government services

(N >1000)
80%
61%
60%
40%
26%

20%

0 9% 4%

0

0% - I
Willing Neutral Rather not willing Not at all willing

Fig. 37. Swiss respondents’ willingness to use e-government services (cf. Deloitte 2022, p. 6, 9).*

CIGI-Ipsos (2019b, p. 45) does not provide any data for Switzerland on the question of whether
people consider their government’s efforts to protect their data to be sufficient. In this context, it
is noteworthy that 63% of Swiss respondents view the state as primarily responsible for ensuring
data security and data protection (cf. Guirguis et al. 2021, p. 25).

2. Attitudes Towards Companies

CIGI-Ipsos (2019c, p. 283) does not provide any data for Switzerland regarding the question of
how much trust people have in companies to do enough to protect their data.

While the Ipsos survey (2019, p. 20), which examined people’s confidence in the correct use of
their data by different types of companies, did not include Switzerland, a recent survey (Frick 2022)
with a similar question provides insights into Swiss people’s trust in different types of companies
and organizations regarding the handling of consumer data (Fig. 38). Banks enjoy the highest level
of trust (mean rating of 7.1 on a 10-point scale), followed by insurance companies (6.3), booking
portals (6.1) and e-mail providers (6.0). All these companies are above the center of the scale (5.5),
meaning that, on average, the Swiss tend to trust these companies. Directly below the center are
online shops, comparison portals and smartphone manufacturers (5.4 each), followed by business
networks (5.2), chats/messenger providers (4.8) and search engines (4.7), which means that the
Swiss tend not to trust these companies (or at least only show little trust). Social-media platforms
and dating portals received the lowest trust ratings (3.9 and 3.7, respectively). It is noteworthy that
the respondents showed higher levels of trust towards government agencies than almost all types
of companies included in this study. Only banks received a minimally higher level of trust than
government agencies (0.1 on a 10-point scale).

43 Own translation.
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Swiss respondents’ trust in different companies / organisations
regarding the handling of consumer data (N = 1014)

Banks I 7.1
Government agencies NG 7
COVID-certificate I 6.5
Insurance companies IS 6.3
Booking portals I 6.1
E-mail provider I
Online-shops I 5.4
Comparison portals [N 5.4
Smartphone manufacturers GG 5.4
Business networks [N 5.2
Chats / messenger NG 48
Search engines [INNNEEGNNN 4.7
Social-media platforms NG 3.9
Dating portals [N 3.7

1 2 3 4 5 6 7 8 9 10

® Mean rating (1 = no trust at all, 10 = very strong trust)

Fig. 38. Swiss respondents’ trust in different companies and organizations regarding the handling
of consumer data (cf. Frick 2022, p. 9).*

The high levels of trust that the Swiss have in banks with regard to data-related matters is corrob-
orated by another study (Oliver Wyman 2021a, b). Fig. 39 shows that a majority of 61% of Swiss
trust banks regarding the disclosure of their personal data. Only hospitals, doctors or health insur-
ance companies are trusted by a higher proportion of Swiss in this matter, namely by over two-
thirds (69%). Universities, higher education institutions and research institutions are trusted to a
similar degree as banks (namely by 60% of the Swiss). Just over half of respondents trust car and
household insurance companies (53%). However, a minority of Swiss trust retailers, cell phone
companies and airlines and travel companies with regard to personal data disclosure (41-42%).
Online shops such as Amazon and tech companies such as Google come in last, with less than one
in four respondents (24% each) trusting them with regard to personal data disclosure. Comparing
these results with those for the government and government agencies, one notices that the latter
are trusted by a higher proportion of Swiss (52%) in this context than most of the company types

44 Own translation.
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examined (retailers, cell phone companies, airlines and travel companies, online shows and tech
companies). Again, banks surpass the government in terms of trust, as do health insurance com-
panies, which is probably due to the fact that they were grouped together with doctors and hospitals
in this survey. Car and household insurance companies are trusted by about the same proportion
of Swiss as the government and government agencies.

Proportion of Swiss who trust / distrust different companies or
institutions regarding personal data disclosure (N = 1609)

Hospitals, doctors or

health insurance companies

Banks 61% 27%
Universities, higher education 50% 20%

institutions, research institutions

Car and household 53% 29%

insurance companies

Government and 5204 32%

government agencies

Retailers

Cell phone companies
Airlines and travel companies
Online shops (e.g. Amazon)
Tech companies (e.g. Google)

0% 20% 40% 60% 80% 100%

m Trust regarding data disclosure  ®Indifferent ~ ® No trust regarding data disclosure

Fig. 39. Swiss respondents’ trust in different companies and organizations regarding personal data
disclosure (cf. Oliver Wyman 2021b, p. 3).*

With regard to health-related data, Brall et al. (2022) also found varying levels of trust among the
Swiss towards different types of companies. In this survey, Swiss residents were asked about the
extent to which they trust various actors to keep their health-related data and samples confidential
and protected if they had access to them in a biobank. As Fig. 40 shows, people in Switzerland
trust companies very little in this respect: all types of companies listed received low ratings of trust
from at least 90% of respondents — even health insurance companies, which contrasts with the
findings by Oliver Wyman (2021b, p. 3). This is probably due to the fact that in Oliver Wyman’s
study, health insurance companies were grouped together with hospitals and doctors, the latter of
which seem to be trusted considerably more by the Swiss (cf. Fig. 40). However, health insurance
companies are trusted slightly more than pharma companies (being trusted strongly by 8.4% and
0.4%, respectively), whereas other private, for-profit companies clearly received the lowest amount
of trust (being trusted strongly by 3.4 % and 2.0%, respectively, depending on whether they are
Swiss or international). In contrast, the Swiss government is trusted substantially more in this

4 Own translation.
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context than all these types of companies: more than a quarter (29.1%) of respondents showed
strong levels of trust towards their government to keep their health-related data and samples con-
fidential and protected.

Swiss residents' trust in different actors to keep their health-related
data and samples confidential and protected (N = 5086)

My doctor 76.3% 23.7%
Medical doctors
0,
in general 41.9% 58.1%
Researchers at
[0) (0)
a university 41.7% s
Swiss government 29.1% 71.0%

Researchers at other

(o)
public institutes 24.5% 75.6%

Health insurances R 91.6%

Pharma companies R 93.6%
Other Swiss private,
for-profit companies

Other global private,
for-profit companies

3.4% 96.6%

2.0% 98.0%

)
X

20% 40% 60% 80% 100%

m Strong trust = Low trust

Fig. 40. Swiss residents’ trust in different actors to keep their health-related data and samples con-
fidential and protected (cf. Brall et al. 2022, p. 7).*

CIGI-Ipsos (2019c, p. 20) does not provide any data for Switzerland with regard to the question
of the extent to which different types of companies contribute to distrust of the Internet. However,
almost half (47%) of Swiss Internet users are rather or strongly concerned about companies vio-
lating their privacy online (Fig. 41, cf. Latzer et al. 2021b, p. 19). In comparison, only slightly more
than a quarter (27%) have this concern with regard to their government. The category ‘other peo-
ple” occupies the middle ground: around four out of ten Swiss Internet users (39%) are concerned
about violations of privacy on the Internet by this party.

% As in the original source, answers to a 5-point Likert scale (1= no trust, 5 = strong trust) are categorized here into
‘low trust’ (1-3) and ‘strong trust (4-5).

N
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Proportion of Swiss Internet users concerned about online privacy
violations by ... (N = 1069)

Companies 47% 53%
Other people 39% 61%

Government 27% 73%

0% 20% 40% 60% 80% 100%
EConcerned ® Not concerned / neutral

Fig. 41. Proportion of Swiss Internet users concerned about online privacy violations by compa-
nies, the government and other people (cf. Latzer et al. 2021b, p. 19).”

In addition, the majority (63%) of Swiss see the government as the main actor for ensuring data
security and protection, while only 32% see this responsibility lying primarily with privately owned
companies (cf. Guirguis et al. 2021, p. 25) (Fig. 42).

Proportion of Swiss respondents who believe that 'data security' and
'data protection' should mainly be ensured by ... (N = 500)

80%
63%
60%
40% 32%
20%
6%
0% I
Government Companies Others

Fig. 42. Swiss respondents’ views on who should mainly ensure ‘data security’ and ‘data protection’
(cf. Guirguis et al. 2021, p. 25).*

Moreover, majorities of over 80 % of Swiss respondents prefer that various e-government services
be provided by a government agency rather than by the private sector (Deloitte 2022; see Fig. 43).
Notably, the Swiss people’s distrust of private companies regarding e-government services seems
to have resulted in a clear majority voting against the introduction of an electronic identity (E-ID)
in March 2021, mostly because the government had planned to outsource its issuing to private
actors, which caused suspicion among Swiss citizens (Deloitte 2022, p. 10).

47'Translation according to Latzer et al. (2020, p. 28). In the original soutce, responses to the statement I’'m concerned
that ... may violate my privacy online’ on a 5-point scale (1 = do not agree at all, 5 = strongly agree) were summarized
to ‘no’ (1 and 2), ‘neutral’ (3) and ‘yes’ (4 and 5; own translation). Exact percentages were only provided for ‘yes’.
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Proportion of Swiss who prefer that e-government services related to
... are provided by ... (N> 1000)

T e e decaration
tax declaration) 89% 11%

Persons' registry (e.g. obtaining a

criminal record certificate / 87% 13%

distraint record certificate online)

Residency (e.g.online residence registration
and deregistration) B95% 15%
Electronic identification services (E-ID,

e.g. creating an electronic identity, 84% 16%

online notarial services)

Vehicle (e.g. online vehicle registration) 83% 17%

0% 20% 40% 60% 80% 100%
m Government agency  ® Private companies

Fig. 43. Swiss respondents’ preferences regarding the provision of e-government services (cf.
Deloitte 2022, p. 16).”

X. Communication on Data Use

[This] parameter [...] relates to the importance [Swiss respondents] attribute to communication on how their per-
sonal data are nsed.”

Ipsos (2019, p. 14) does not provide any data for Switzerland regarding the questions of whether
people would be more likely to provide their data to companies that transparently communicate
what the data will be used for and whether they would be most likely to share their data with
companies or government institutions that clearly communicate potential risks (cf. Ipsos 2019, p.
17).

With regard to health-related data and samples in particular, two studies offer insights into Swiss
people’s preferences regarding communication on data use. Pletscher et al. (2022) found that al-
most two-thirds of Swiss (64%) think they would be more likely to share their anonymized health
data if they knew the exact research purpose for which it was collected (Fig. 44).

49 Own translation.

50 Wawra (2022, IV. 2.).
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' would be more likely to share my anonymised health data if |
would know exactly for what specific research they would be used'
(N = 1006)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m 1 (Applies to me completely) 2 3 4 m5 (does not apply to me at all)

Fig. 44. Relevance of knowing the exact research purpose when sharing anonymized health data
for Swiss respondents (cf. Pletscher et al. 2022, p. 6).

Brall et al. (2022) asked respondents how often a biobank should ask them for their consent to use
their health-related data and samples in research projects (Fig. 45). Most respondents (39.0%)
wanted to be asked again for every new research project, so clear communication about when and
for which research purposes their data and samples would be used seems important to them. More
than a quarter (29.4%) said that this would depend on the type of project being considered. Thus,
it seems that a majority of Swiss residents (68.4%) value having at least some information about
which research projects their health-related data and samples would be used for. Only for less than
one in five residents (17.7%) was it sufficient to be asked for their consent once. The remaining
13.8% were not sure.

'How often would you like to be asked by the biobank for permission
to use your data and samples in research projects?' (N = 5086)

Ask me again for every new project [N 39.0%
It would depend on the type of project _ 29 49
that is being considered 70
Ask me only once, when | donate _ 17.7%
my data and / or samples
Notsure [ 13.8%

0% 10% 20% 30% 40%

Fig. 45. Preferences of Swiss residents regarding the frequency of being asked for consent to use
their health-related data and samples in research projects (cf. Brall et al. 2022, p. 06).

XI. Key Findings

This section summarizes and interprets the main findings of the studies presented above to provide
a quick overview of the major outcomes of the analysis and to facilitate cross-cultural comparison.
Furthermore, research gaps are identified. As far as possible, the general direction of the influence
of the various factors cited below on the WTS personal data is indicated, i.e. positive (increasing)
or negative (decreasing) (cf. also Wawra 2022, II. 9. and IV. 2.). It should be noted that we focus
on each parameter’s influence on the WTS data from a macro perspective. Their individual
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intensity, reaching from a potentially significant to no influence at all, depends on the interplay
with other cultural-contextual as well as socio-demographic (e.g. age, education, gender, income)
and personality parameters in concrete situational contexts (cf. Wawra 2022, I1. 9., I11., IV. 3.). This
needs to be researched with a micro-level approach. Socio-demographic factors and personality
traits in particular are still under-researched in relation to Swiss people’s WIS data (cf. Wawra 2022,
IV. 3).

1. Digital Competitiveness

For its overall performance, Switzerland is in 6™ place out of 64 evaluated countries in the IMD
(2021) ranking for digital competitiveness. It is thus in the top 10 as well as in the top 10% of all
countries. Furthermore, it is at least among the top three in two of the three main categories that
indicate a country’s digital competitiveness in the ranking: It occupies rank 1 for knowledge and
rank 3 for future readiness for digitalization. In the last of the three main categories, technology, it
places among the top fifth (rank 11).

Switzerland ranks at least among the top 8 of all countries in all three subfactors for knowledge
(talent, training and education and scientific concentration). In the category future readiness, it
achieved 4™ place for the subfactors of business agility and I'T integration and 10” place for adaptive
attitudes. For all subfactors of technology (regulatory framework, capital and technological frame-
work, it ranks at least among the top 20% of all countries. For the items of these subfactors, the
country is mostly among the top 20 to 30%. For the remaining items, Switzerland is still mostly in
the midfield. The effect (of the individual components) of this parameter on people’s WTS per-
sonal data has yet to be studied in detail (cf. Wawra 2022, IV. 2.).

2. General Value of Informational Privacy

It depends on the situational context whether Swiss respondents consider governmental surveil-
lance acceptable or not. Only a minority of the Swiss approve of governmental email and Internet
monitoring (25.7%) as well as secret data collection by the government in general (17.7%). In fact,
Swiss people seem critical of online surveillance in general: Almost half (44%) believe that online
surveillance is harmful to society (as opposed to 24% who do not; Latzer et al. 2019). Almost three-
quarters (74%) of Swiss Internet users claim to be vigilant about protecting their privacy on the
Internet (Latzer et al. 2021b). Thus, a majority of Swiss people place high value on their online
privacy. This stands in contrast to informational privacy in the public sphere, where government
surveillance is accepted by a majority of Swiss (62%).

Regarding Swiss perceptions of employer monitoring, several questions remain unanswered due to
a lack of survey data, and further research is necessary to allow for firm conclusions regarding the
value the Swiss place on informational privacy in professional contexts.

Regarding the value of informational privacy vis-a-vis companies in the Swiss context, there is a
partial lack of survey data: no data could be found regarding the questions of whether Swiss people
believe that consumers should be able to refuse the use of collected data by companies or that they
should be paid or rewarded for allowing it. However, one study (Jarchow and Estermann 2015)
found that less than a tenth (9%) of Swiss expert respondents think that people receive a fair com-
pensation for disclosing their data online, suggesting that Swiss consumers’ online privacy should
be valued more highly through fair compensation by companies for data disclosure.
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3. Degree of Privacy of Data

Personal data are legally classified as sensitive in Switzerland if they reveal information about
* religious, ideological, political or trade union views or activities
or are related to
" health
* the intimate sphere
® racial or ethnic origin
= social security measures, or
" administrative or criminal proceedings and sanctions.
Sensitive data furthermore includes
= genetic and biometric data that unequivocally identifies a natural person.

Due to a lack of survey data, no conclusions can be drawn about how these and other more general
categories of personal data are perceived by Swiss respondents. Further research in this area is
needed to close this research gap.

Regarding certain more specific categories of data, such as different types of health-related data,
no direct evidence in the form of sensitivity ratings by Swiss respondents could be found. In one
study (Latzer et al. 2015), Swiss respondents were asked how important it was for them that only
they or people authorized by them know certain types of personal online data. The findings indi-
cated that respondents perceived the contents of e-mails and other correspondences as particularly
sensitive, which is reflected in the high proportion of respondents (76%) who regarded it as (very)
important that this data remain confidential. This was followed by the category of online contacts,
which 67% considered (very) important to remain confidential. Further evidence regarding the
perceived sensitivity of different types of online data may be derived from a study that showed
which types of personal data were shared on the Internet by Swiss respondents in 2021 (Bundesamt
fir Statistik 2021a, b). The findings show that, for example, one’s current location or personal
details (such as name, date of birth, or ID number) were shared by smaller proportions of people
(50% and 56%) than payment information (68%) and contact information (72%). Other infor-
mation (e.g. health status, employment status, photos) was shared by the least amount of people
(20%). These findings may be indicative of perceptions of sensitivity of these data categories by
Swiss people, although they cannot be seen as directly reflecting them, since they are cleatly also
influenced by practical constraints, such as which types of information need to be shared frequently
when using various online services.

Health-related data appear to be perceived as fairly sensitive in the Swiss context, which is reflected
in the fact that almost half (45.6%) of Swiss residents stated that they would be unwilling to disclose
their health-related data and biological samples for research purposes in a survey by Brall et al.
(2021). Of those 53.6% of respondents who were willing to provide this type of data, comparatively
high proportions stated that they would be willing to disclose data in questionnaires about their
health status, blood samples or self-collected biological samples (> 80% of respondents in each
case). A majority of about 60% each were willing to provide biological samples taken by medical
staff or medical records about themselves, and half of the respondents (50.1%) were willing to
share their family’s medical history. These unexpectedly high levels of willingness to disclose these
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types of health-related data may be explained by the research context, namely the opportunity to
improve treatments in the future. In contrast, comparatively small proportions were willing to pro-
vide data collected via apps (36.2%) and social media data (14.2%). However, this finding may be
due to respondents’ considerations of the time and continued effort necessary when providing
these types of data or a lack of trust in the security of data storage in apps and on social media
platforms, rather than the perceived sensitivity of these categories of data. Overall, the results based
on data from Brall et al.’s (2021) show that people’s willingness to share personal data — including
data that is typically considered rather sensitive, such as health-related data — is influenced by the
context, purpose, and type of data collection. However, as stated above, more research is needed
to provide direct evidence for the perceived sensitivity of different types of data, such as health-
related data, by Swiss respondents before any firm conclusions can be drawn in this regard.

4. Benefits Associated with Data Disclosure

Further research is needed regarding the benefits which the Swiss associate with data disclosure in
general and regarding their willingness to share personal data in exchange for benefits. Survey find-
ings on this are available only for certain contexts of data disclosure. With regard to the use of e-
government services, i.e. the disclosure of data to the government via the Internet, a majority of
Swiss respondents highlight each of the following potential benefits (Deloitte 2022):

* temporal flexibility, i.e. access to the services offered at any time (75%)
» spatial flexibility, i.e. access to the services offered from anywhere (72%)
® saving time (72%)

* simplicity and convenience of the services (68%)

= user autonomy (68%o)

" saving money in the form of discounts (64%0)

* freedom of choice (60%0).

Thus, a clear majority of Swiss regard all of these factors as benefits for disclosing their data to the
] g g
government via the Internet.

With regard to the sharing of health-related data in particular, two studies suggest that financial
compensation is not a relevant benefit for most Swiss people: more than half (56.9%) of Swiss
respondents consider money or any other material compensation to be (rather) unimportant for
providing their health data and samples to a Swiss publicly funded biobank (Brall et al. 2022).
Moreover, more than three-quarters (78%) of Swiss respondents deny that financial compensation
would increase the likelihood of them sharing their anonymized health data (Pletscher et al. 2022).
Instead, altruistic motives seem to be a relevant factor in this regard: a majority of Swiss people
stated that they would be more likely to share anonymized health data if this would result in better
treatment for others (86%) and if this would reduce Swiss healthcare costs and thus health insur-
ance premiums in the long run (67%; Pletscher et al. 2022). Moreover, another study found per-
ceived societal benefits to be a relevant factor in Swiss people’s readiness to install a COVID-19
contact tracing app (Briesch et al. 2020). However, one’s perceived personal (health) benefit was
also found to be a relevant factor in this context. This was also identified as a relevant factor in
Pletscher et al. (2022), who found that a majority of Swiss would rather not share their anonymized
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health data if they had no direct personal health benefit from it (60%). Thus, personal health ben-
efits are also an important variable for a majority of Swiss when providing health-related data.

The limited relevance attributed by the Swiss to financial compensation regarding the disclosure of
health-related data may be due to its sensitivity (according to the Swiss legal framework and as
suggested by indirect evidence — see section XI. 3.): For Ackermann et al. (2021) conclude that the
higher the perceived sensitivity of data, the less other variables (such as benefits of disclosure)
affect people’s WTS data:

“In other words, consumers will be very unlikely to share private data that they perceive as very
sensitive, irrespective of what type of compensation they are offered in return or the degree of
anonymity that is granted to them” (Ackermann et al. 2021).

If, however, data are

“not perceived as very sensitive, other factors, such as what compensation is offered and whether
the data allow for personal identification [...], will likely have a considerable impact on individual
decisions to share these data” (Ackermann et al. 2021).

Further studies that distinguish between more and less sensitive types of data are needed to deter-
mine whether this also applies to Swiss data disclosure culture. Moreover, they should systemati-
cally differentiate between different kinds of benefits, as there might be cultural differences with
regard to the value attributed to specific benefits, and this could influence people’s WTS data ac-
cordingly. Previous research has, for example, differentiated between three categories of benefits:
(1) “financial rewards”, (2) “personalization benefits”, and (3) “social adjustment benefits” (Buch-
wald et al. 2017). The latter have been defined as “the establishment of social identity by integrating
into desired social groups” (Lu et al. 2004, p. 572), which allows individuals to “fulfil their need for
affiliation” (Buchwald et al. 2017).

5. Privacy Concerns and Risks

a. Data Security

Survey data for Switzerland are still missing with regard to the question of whether people feel
more comfortable with sharing their data with companies that have “never been subject to any
breach, leak, or fraudulent usage of data” (cf. Ipsos 2019, p. 14). Neither was the question surveyed
in Switzerland if people want their “online data & personal information” to be “stored on a secure
server”, preferably “in their own economy” (CIGI-Ipsos 2019b, pp. 13, 15) or abroad, and whether
they care if their data left Switzerland (cf. CIGI-Ipsos 2019b, pp. 17, 19).

However, Swiss people seem very much aware of certain risks concerning data security. Four in
five Swiss respondents (83%) have great or very great concerns regarding data theft, and a majority
of 63% have such concerns regarding identity theft (Guirguis et al. 2021). Given these concerns, it
is perhaps unsurprising that most Swiss believe that the safe handling of online data constitutes a
challenge for society (65%; Latzer et al. 2019). This tendency is not without reason, since negative
experiences regarding online security are widespread among the Swiss: the majority of Swiss Inter-
net users (56%) experienced at least one of seven security-related incidents in 2019 (Eurostat 2022).
While serious incidents such has fraudulent credit or debit card use were only experienced by a
small minority (<6%), almost half of Swiss Internet users (47%) had been affected by receiving
‘phishing’ messages, substantially exceeding the EU-27 average (28%). Similarly, more Swiss people
fell victim to ‘pharming’ (i.e., being redirected to a fake website in order to provide personal infor-
mation) than the average of the EU-27 countries in the period studied (19% vs. 13%). The same
applied to all remaining security-related incidents except for data loss due to computer infection.

39



Notably, concerns of the Swiss regarding data theft may be less pronounced in certain data disclo-
sute contexts. In the hypothetical scenatio that they would be asked to provide health data and/or
biological samples for a research project, only less than a third (31.9.%) of Swiss residents indicated
that they would be worried about their data being hacked and stolen (Brall et al. 2021). This com-
paratively low percentage may partly be due to the fact that some respondents, although worried
about data theft, may have prioritized other concerns when answering this question (they were only
allowed to select up to three concerns from a given list). However, it may also be due to greater
levels of trust in research institutions to keep respondents’ data safe from security breaches and
cyber-attacks.

Concerns about data security may also lead Swiss people to avoid using certain new e-government
services. In a recent survey (Deloitte 2022), about one in three respondents (30-34%) cited con-
cerns about data/cyber security or about data protection as reasons for not (always) wanting to use
a legally-binding digital signature, the electronic exchange of all data and information with govern-
ment agencies and public administration and the automatic collection of tax-relevant data by the
state, if they were available. Such concerns are far less widespread for traffic-related e-government
services (contactless payment of parking fines, digital purchase of the motorway toll sticker), being
cited by about half as many people (14-18%) as reasons for avoiding these services. About one in
four respondents (24%) said they would not (always) want to use e-voting or order a pass-port or
identity card online because they are worried about data/cyber security, while about a fifth (19-
20%) would not (always) want to do so due to concerns about data protection. About a fifth (20-
23%) said they would not (always) want to file a police report online or register themselves as
unemployed online because of concerns about data/cyber security or about data protection. Such
concerns are not unfounded, as recent incidents involving cyber risks to Swiss governmental data-
bases have shown (Deloitte 2022, p. 9). The implementation of appropriate measures against cyber-
attacks is crucial in order to avoid such incidents which understandably weaken the confidence of
the Swiss population in the security of e-government services, and thus to increase the willingness
of Swiss people to use new e-government services more frequently.

Notably, concerns about data security and data protection may lose some of their impact if external
circumstances make it difficult to use traditional government services. The proportion of Swiss
who submitted completed forms to public authorities via the Internet increased dramatically during
the COVID-19 pandemic (45% in 2019 vs. 71% in 2021), and at a considerably higher rate than
the EU-27 countries average (Eurostat 2022). In 2021, only a small fraction of Swiss (2%) did not
submit official forms online due to concerns about the protection and security of their personal
data (Eurostat 2022). Whether this trend will continue beyond the peak of the pandemic is a ques-
tion for further research.

b. Data Control

Concerns about data control are relatively widespread in Switzerland. A large majority (> 80%
each) of Swiss respondents have great or very great concerns about the misuse of data and the sale
of personal data to third parties, about companies profiting from their data (70%) and dispropoz-
tionate data collection (57%; Guirguis et al. 2021).

Concerns about disclosing personal information on the Internet are medium-high among the Swiss
(7.05 on a 10-point scale), but were found to decrease with greater trust in government institutions
regarding the right use of collected personal data and with greater satisfaction with current legisla-
tion and organizational practices regarding privacy protection (Guirguis et al. 2021).
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Survey data for Switzerland are still missing on the question of whether people use the Internet
differently because they distrust it. However, the available data show that online surveillance is a
major concern among Swiss Internet users. The majority of respondents have experienced chilling
effects online, i.e., they avoid or limit themselves in certain activities out of fear of being watched,
for example when researching sensitive topics online (61%) or when expressing opinions, interests,
or feelings on the Internet (58%; Latzer et al. 2021a). However, chilling effects regarding online
self-expression are more frequent among Swiss Internet users than those related to information
search, in that the former are always or often experienced by twice as many users (25%) than the
latter (12%; Latzer et al. 2021a). Only a relatively small proportion of Swiss (13%) limit their online
shopping behavior in that they never or rarely shop online due to concerns about payment security
or privacy (Eurostat 2022).

Furthermore, a large proportion of Swiss Internet users take concerns about online privacy seri-
ously: 43% do not believe that concerns about online privacy are exaggerated, compared to 27%
who do and 28% who take a neutral stance in this regard (Latzer et al. 2021b). Although vigilance
regarding online privacy protection is prevalent among Swiss Internet users (see XI. 2.), only a
minority (40%) feel in control of their online privacy (Latzer et al. 2021b). This trend may be due
to previous negative experiences among the Swiss: more than a third of Swiss Internet users believe
that their personal data has been passed on or misused in the previous year (Latzer et al. 2019).

A considerable number of Swiss residents have concerns about data control regarding the special
case of health-related data. When hypothetically providing their health data and/or biological sam-
ples for a research project, almost half of respondents, in each case, would worry that someone
may misuse their data to discriminate against them or their family (46.8%), that their data may not
be kept confidential (46.3%) or that their data may be misused for commercial or marketing pur-
poses (45.5%; Brall et al. 2021). A less frequent concern, exhibited by only about a third (31.2%),
is that private companies or researchers may benefit financially from one’s data (Brall et al. 2021).

Cleatly, such privacy concerns may reduce the WTS data among Swiss respondents. According to
previous research (cf. e.g. Hoffmann et al. 1999, Roeber et al. 2015, and Ackermann et al. 2021),
people’s feeling of control over their personal data can be improved by providing a delete option
for data and/or by guaranteeing anonymity. Ackermann et al. (2021) even identified the granting
of anonymity as “the most effective single factor for evoking WTS”. However, this does not seem
to apply to very sensitive data (cf. Ackermann et al. 2021, see above). Surveys and further empirical
studies on this aspect of data disclosure are needed, particularly with Swiss respondents.

6. Data Protection Literacy

No survey data could be found on Swiss people’s factual knowledge of the revised data security
law in Switzerland, and further research is necessary to close this research gap. Swiss people’s fac-
tual knowledge of the GDPR, which applies when Swiss companies process the data of EU citi-
zens, vaties greatly: 28% of Swiss respondents state that they are very/rather familiar with the
regulations and 27% report being somewhat familiar, while 40% are not at all or rather not familiar
with it (Guirguis et al. 2021, p. 23). Thus, a majority of more than half of the Swiss population
report to have at least some knowledge of the GDPR. However, the findings regarding Swiss peo-
ple’s satisfaction with data protection regulation in their country are somewhat inconsistent.”’ One
study (Guirguis et al. 2021) suggests that the Swiss are divided in this respect: while just under half
of respondents (47%) tended to agree that existing laws and organizational practices are sufficient

51 CIGI-Ipsos (2019b, p. 45) does not provide data for Switzerland on the question of whether people consider their
government’s efforts to protect their data to be sufficient.
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to protect people’s privacy, a very slight majority of 52% tended to disagree on this point. In con-
trast, another survey (Frick 2022) suggests that a majority of Swiss are rather satisfied with data
protection regulation in Switzerland: 63.7% believe that data protection regulation in Switzerland
is ‘rather good’ or ‘very good’ and provides sufficient protection of personal data on the Internet.

Data for Switzerland are still lacking concerning the question of whether citizens agree that they
are doing enough to protect their data (cf. CIGI-Ipsos 2019b, p. 29, 2019c, p. 283). However, data
provided by Eurostat (2022) show that the majority of Swiss Internet users report having adopted
various measures to control their personal data on the Internet within a three-month period. These
include:

1) refusing permission to use one’s personal data for promotional purposes (70%)
2) restricting access to one’s location (66%)

3) restricting access to one’s profile and/or contents on social media or shared online storage

spaces (56%)
4) checking the security of websites that asked for personal information (54%).
Measures adopted only by a minority of Swiss Internet users in the specified time-period include:
5) reading the privacy policy before providing one’s personal data (44%)
6) requesting access to ones’ personal data to update or delete them (24%).

Notably, Swiss Internet users surpass the European average on each of these six measures, and
also on the adoption of at least one of these measures (87% of Swiss Internet users vs. 73% for
the EU-27 countries). However, this could be due to the fact that more Swiss people may have
shared personal data online than on average in the EU-27 countries. Survey findings by Latzer et
al. (2019) paint a more positive picture regarding measure 5 and 6: they found that a clear majority
of almost two-thirds of Swiss Internet users read the privacy policy when using online services at
least on rare occasions, with 16% doing so often and almost half (49%) doing so sometimes or
rarely. They also found that almost half (46%) of Swiss Internet users request the deletion of their
personal data at least on rare occasions, with 13% doing so often and 33% doing so sometimes or
rarely. This difference in findings may be explained by the specified time frame given in the Euro-
stat data (the past three months), which implies a certain frequency of taking this action.

Regarding online tracking, a majority (75%) of Swiss Internet users claim to know that cookies can
be used to trace people’s movements on the Internet, but only a minority report to have taken
actions to prevent online tracking in one form or another, e.g. by changing browser settings to
prevent or limit cookies (37%) or by using anti-tracking software (21%; Eurostat 2022). This lack
of action, in which Swiss Internet users are very similar to the EU-27 average, may be due to a
difference between their declarative and their procedural data protection literacy in this respect (cf.
Trepte et al. 2015). That is, although they may be aware of online tracking through cookies, they
may not know Jow to prevent it.

The use of security software is relatively widespread (albeit declining) in Switzerland, with the ma-
jority of Swiss Internet and smartphone users (60% and 57%, respectively) having security software
on their PC or smartphone, according to the most recent survey data available (Bundesamt fur
Statistik 2021b).
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In further studies, a systematic distinction should be made between different aspects of data pro-
tection literacy, such as between declarative and procedural knowledge, in order to (better) deter-
mine the effect (of the individual components) on Swiss people’s WTS personal data (cf. Baruh et
al. 2017, Wawra 2022, I1. 2.).

7. Attitudes Towards Data Receiver

a. Attitudes Towards Governments

Overall, a majority of Swiss respondents (58.5%) express trust towards others.

The Swiss’ attitude toward their government reflects this general tendency of trust toward others
in Switzerland: a majority expressed trust in the government (66.3%) and the patliament (57.6%)
in the EVS/WVS study (2021c¢). Similar high trust scores were found in another study (von Wyl et
al. 2021) for ‘government or health authorities 68.7% of respondents expressed great trust in
them. The same study found that this type of trust is positively related to the uptake of a COVID-
tracing app, thus providing evidence for its positive effect on data disclosure. In contrast, political
parties are trusted only by a small minority of Swiss (25.1%), according to the EVS/WVS data
(2021c¢).

Findings on how much the Swiss trust their government with regard to the correct handling of
personal data are somewhat inconsistent.”” The results of one study suggest that Swiss people’s
trust in government institutions concerning the correct use of personal data exceeds their general
trust in the government by 7.7%. 74% of respondents trust government institutions in this partic-
ular respect (Guirguis et al. 2021), compared to 66.3% of respondents that trust the government in
general (EVS/WVS 2021c¢). Notably, Guirguis et al. (2021) also found that people who trust gov-
ernment institutions more have fewer concerns about disclosing personal information online,
demonstrating the positive impact of this factor on data disclosure. In contrast, another survey
(Oliver Wyman 2021a, b) found that only slightly more than half of the Swiss (52%) trust the
government and government agencies in matters of personal data disclosure (however, the remain-
ing 48% did not all distrust the government in this respect — in fact, 16% were indifferent). A third
study (Frick 2022) found medium-high levels of trust among the Swiss (7.0 on a 10-point scale,
whereby 1= no trust at all, 10 = very strong trust) towards government agencies regarding the
handling of consumer data. Thus, although the findings vary to some extent, overall the Swiss tend
to trust their government regarding the handling of personal data. Therefore, a majority of the
Swiss might generally be willing to disclose data to their own government. However, this may not
be the case in contexts of personal data disclosure where Swiss people’s trust of the government
regarding the handling of personal data is, for some reason, diminished. An example of this is the
storage of health-related data in a biobank: when asked whether they would trust their government
to keep their health-related data and samples in a biobank confidential and protected, the vast
majority of Swiss respondents (71.0%) had low trust (Brall et al. 2022).

Data for Switzerland are still lacking on the questions of whether people trust foreign governments
regarding the correct use of personal data, and whether the government or foreign governments
contribute to people’s distrust of the Internet (cf. CIGI-Ipsos 2019a, p. 117, 119, 2019c, p. 20,
Ipsos 2019, p. 20). Only about a quarter (27%) of Swiss Internet users worry that the government
may violate their privacy online (Latzer et al. 2021b). However, almost nine in ten Swiss respond-
ents (89%) believe that governmental and commercial websites collect too much data overall (Sta-
tista 2018).

52 Ipsos (2019, p. 20) does not provide any data for Switzerland in this regard.
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The tendency of the Swiss to trust their government regarding the handling of personal data is also
mirrored in their willingness to use e-government services. According to a recent survey (Deloitte
2022), a majority of the Swiss (61%) are prepared to use such services, and an even greater majority
would be willing to at least occasionally use new e-government services (74%-88%, depending on
the service).

Finally, a majority of Swiss people (63%) believe that the state is primarily responsible for ensuring
data security and data protection (Guirguis et al. 2021).

b. Attitudes Towards Companies

Survey data are lacking regarding the question of how much trust the Swiss have in companies to
do enough to protect their data (cf. CIGI-Ipsos 2019c, p. 283). One study on people’s trust in
different industries regarding the handling of consumer data (Frick 2022) shows that the Swiss tend
to trust banks the most in this respect, followed by insurance companies, booking portals and e-
mail providers. Online shops, comparison portals and smartphone manufacturers are distrusted
slightly in this respect, followed by business networks, chat/messenger providers and search en-
gines. Social-media platforms and dating portals are trusted the least. The fact that the Swiss tend
to trust banks in data-related matters is confirmed by another study (Oliver Wyman 2021b, p. 3),
which found that a majority of 61% trust banks with regard to the disclosure of personal data.
Health insurance companies were trusted by more than two-thirds of respondents (69%), while car
and household insurance companies were trusted by just over half (53%). This study is thus also in
line with Frick’s (2022) finding that the Swiss tend to trust insurance companies in data-related
matters, although it should be noted that the high value for health insurance companies found by
Oliver Wyman (2021b) might be due to the fact that they were grouped together in one category
with hospitals and doctors (the latter of which were found to enjoy strong trust by a substantially
larger proportion of respondents than health insurance companies in another study — see below).
It also corroborates the finding that the Swiss tend to distrust online shops and tech companies
such as Google (cf. Frick’s (2022) finding regarding search engines) in data-related matters, both of
which were found to be distrusted by a majority of 56% and trusted by only 24%. Furthermore, it
was found that only a minority (41%-42%) trusts retailers, cell phone companies, and airline and
travel companies.

Regarding the special case of health-related data and samples stored in a biobank (Brall et al. 2022),
people in Switzerland have very little trust in companies to keep this type of data confidential and
protected: all types of companies investigated received low levels of trust from at least 90% of
respondents — including health insurance companies. However, they were trusted more than phar-
maceutical companies, which, in turn, were trusted more than other Swiss private for-profit com-
panies, followed by other global private for profit-companies. The finding that health insurance
companies are trusted very little by Swiss residents in this particular context of data disclosure
contrasts with the finding by Oliver Wyman (2021a, b), according to which a vast majority of Swiss
have trust in them regarding personal data disclosure. As stated above, this may be due to the fact
that in Oliver Wyman’s study, they were grouped together with doctors and hospitals. An additional
factor could be that the Swiss may feel less comfortable with health insurance companies having
access to medical data and samples that they originally provided for research purposes, as opposed
to data they provided to insurance companies themselves for reimbursement purposes, for exam-
ple. The number one concern expressed by Swiss residents when hypothetically proving medical
data and samples for research purposes is that someone may use their data to discriminate against
them or their family (Brall et al. 2021). It is possible that most Swiss have a low level of trust
towards health insurance companies regarding the handling of data stored in a biobank because
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they fear that these data might be misused in the financial interest of the company (e.g. to identify
high risk-patients and increase premiums).

In sum, a majority of Swiss respondents trust banks and insurance companies with regard to the
disclosure of personal data in general, and there seems to be at least a tendency among the Swiss
to trust booking portals and e-mail providers with regard to the handling of consumer data. This
is likely to have a positive effect on Swiss people’s WTS data with these types of companies. How-
ever, a majority of Swiss respondents are skeptical about online shops and tech companies in terms
of disclosing personal data, and there is a tendency to distrust comparison portals, smartphone
manufacturers, business networks, chat/messenger providers, search engines, and, in particular,
social media platforms and dating portals regarding the handling of consumer data. Moreover, the
vast majority of Swiss people distrust companies to keep their health-related data and samples
stored in a biobank confidential and protected, and almost half of Swiss Internet users are con-
cerned that companies violate their privacy on the Internet. A basic negative impact on most Swiss
people’s WTS data is therefore to be expected in such data disclosure situations.

There is a lack of data on the extent to which different types of companies contribute to Swiss
people’s distrust of the Internet (cf. CIGI-Ipsos 2019c, p. 20). A recent survey found that around
half (47%) of Swiss Internet users are rather or strongly concerned about online privacy violations
by companies, while only about a quarter (27%) have such concerns about the government (Latzer
et al. 2021b). The Swiss thus trust companies considerably less than the government with regard
to their online privacy.

The findings from several surveys further confirm the trend that people in Switzerland tend to
have more trust in their government than in various types of companies when it comes to data-
related matters. One study (Frick 2022) found that, with the exception of banks (which were trusted
to virtually the same extent), the Swiss trust government agencies more than all types of companies
examined regarding the handling of consumer data. Another study (Oliver Wyman 2021a, b) found
that a greater or about equal proportion of Swiss trust the government and government agencies
regarding matters of personal data disclosure than most of the companies examined, with the ex-
ception of banks and health insurance companies, although, as stated above, the results regarding
the latter are somewhat uncertain as they were grouped together with doctors and hospitals in one
category. A third study (Brall et al. 2022) found that people in Switzerland also trust their govern-
ment considerably more than various types of companies with regard to the confidentiality and
protection of their health-related data and samples stored in a biobank, although both the govern-
ment and companies are only trusted by a minority in this respect (29.1% vs. max. 8.4%). Allowing
companies in particular to access such data may thus negatively affect Swiss residents’ willingness
to provide their health-related information and samples to a biobank. Moreover, a clear majority
(63%) of Swiss see the government and not privately-owned companies as the main actor for en-
suring data security and protection (Guirguis et al. 2021).

The Swiss people’s distrust of companies is also reflected in the fact that a large majority (>80%)
want various e-government services to be provided by a government agency rather than private
companies (Deloitte 2022). This may have been the reason for the failure of the introduction of an
E-ID failed in 2021, which the Swiss government had planned to outsource to private actors
(Deloitte 2022). This is a concrete example of how a lack of trust in the data recipient can lead
people to oppose the disclosure of data (in this case, by voting against the introduction of the E-
ID). New e-government services are thus more likely to be accepted by the Swiss if they are pro-
vided by a government agency.
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8. Communication on Data Use

As of yet, there are no data available for Switzerland concerning the questions of whether people
would be more comfortable disclosing their data to companies that communicate transparently
what the data will be used for (Ipsos 2019, p. 14) and whether they would be most willing to share
their data with companies or government institutions that clearly communicate potential risks (cf.
Ipsos 2019, p. 17). However, there are some findings on Swiss people’s preferences for communi-
cation on data use regarding health-related data and samples collected for research purposes: a
majority of Swiss people (64%) believe they would be more likely to share their anonymized health
data if they knew the exact research purpose for which they were being collected (Pletscher et al.
2022). Moreover, in the hypothetical scenario that they would provide health-related data and sam-
ples for a biobank (Brall et al. 2022), a majority of Swiss residents (68.4%) seem to want at least
some information about the research projects for which their health-related data and samples
would be used before giving permission to use them. Most respondents (39.0%) stated that they
would like to be asked again for permission to use their data and samples for each new project, and
more than a quarter (29.4%) stated that this would depend on the type of project being considered.
Thus, transparent communication about the purpose of data collection may increase people’s like-
liness to share their health-related data and samples in the Swiss context.

Moreover, as noted in sections VI. and XI. 4., altruistic motives seem to play an important role for
the Swiss regarding their decision to share health-related data. If it is clearly communicated how
their health-related data may benefit other people or society as a whole, this could positively influ-
ence the data disclosure behavior of the Swiss in this context.

XIl. Conclusion and Outlook

This study captures the narrower cultural context of data disclosure in Switzerland (cf. Wawra 2022,
II. 8., IIL.). It provides an overview of Swiss respondents’ perceptions of informational privacy,
data protection, and data control issues pertaining to personal data disclosure from a macro pet-
spective. It reflects the cultural preconditions of information governance in Switzerland by shed-
ding light on the prevailing attitudes, assumptions, views, and reported behaviors of Swiss respond-
ents that can influence their WTS personal data.

First of all, this study has shown where Switzerland stands in a global comparison with regard to
digitalization. In addition, it has above all provided statistical insights on

= the value Swiss respondents place on their informational privacy in different contexts

® what types of data are defined as sensitive personal data according to Swiss law and which
data may be considered more or less private or sensitive by Swiss respondents

* the benefits which people in Switzerland associate with data disclosure in certain contexts
* the value Swiss people place on data security

= reported behavior that follows from perceived privacy concerns and risks

= Swiss people’s awareness and evaluation of data protection and privacy rules

= Swiss people’s general levels of trust and their trust in their government and different types
of companies

® whether certain communicative content would make Swiss people feel more at ease when
asked to share personal data.
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The less basic WTS data the surveys indicate, the more effort organizations requesting personal
data potentially have to put into convincing people to disclose their data anyway. This can be
achieved through communication and business or political strategies aimed primarily at increasing
people’s trust in the data recipient and reducing privacy concerns. It should also be noted that
previous research on data disclosure suggests that the degree of privacy or sensitivity of the data,
the granting or denial of anonymity, and whether or not data are requested in line with an organi-
zation’s mission and responsibilities are the factors that have the greatest influence on people’s
data disclosure decisions (see above; cf. Ackermann et al. 2021).

This study was able to reveal general trends in Swiss respondents’ views on issues closely related
to data disclosure decisions. It was also able to show the general direction of influence of most of
the cited parameters on people’s WT'S data. In actual data disclosure scenarios, the different varia-
bles can have a greater or lesser (to no) impact on people’s final decision to share personal data. It
must also be considered that depending on the situation in which personal data are requested, the
decision to disclose may not always be made through conscious deliberation, and actual behavior
may differ from reported behavior (cf. e.g. Kim et al. 2015, Ackermann et al. 2021, Wawra 2022,
II. 9.). The complex interplay of the many variables that can influence the WIS data — including
not only cultural-contextual, but also socio-demographic factors and personality traits — needs to
be approached on a micro level and therefore further explored in concrete situational contexts.
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XIV. Appendix 1

Appendix 1. List of included surveys and survey details™

Study

Overview

Sample size

Demographics

Brall et al. (2021). Public
Willingness to Participate in
Personalized Health Re-
search and Biobanking: A
Large-Scale Swiss Survey

Brall et al. (2022). Public
Preferences towards Data
Management and Govern-
ance in Swiss Biobanks: Re-
sults from a Nationwide
Survey

A nationwide survey conducted in fall
2019/winter 2020 on “the Swiss public’s will-
ingness, attitudes, and concerns regarding per-
sonalized health research participation by
providing health information and biological
material” (Brall et al. 2021, abstract) and on
their “preferences [...] regarding data manage-
ment and governance when hypothetically
providing data or samples for personalized
health research” (Brall et al. 2022, p. 1).

N = 5086 (total sample of
complete responses)

N = 5025 (subsample for
the data
Fig. 24)

presented in

N = 2726 (subsample of
participants hypothetically
willing to participate in a
research  project using
their health data and/or
biological samples)

Age of respondents: 18-79 years

Swiss residents, mostly Swiss nationals (76.0%),
mostly from a German-speaking region (70.8%,
as opposed to 24.5% for French-speaking re-
gions and 4.7% for Italian-speaking regions),
mostly from urban areas (61.0%). Assuming that
respondents’ regional origin corresponded to
their main language, German speakers were thus
slightly oversampled, whereas French and Italian
speakers were undersampled (cf. Federal Statisti-
cal Office 2022).

“Respondent age ranged from 18 to 79 years,
with fairly uniform spread across sex and age cat-
egories between 25 and 64 years.” (Brall et al.
2022, abstract)

Briesch et al. (2020). Be-
volkerungsumfrage in der
Schweiz, Deutschland und
Osterreich zur nationalen
Contact Tracing-App: Eine
Studie des

Instituts  fur

A study conducted in September 2020 exam-
ining the reasons for (not) installing the na-
tional COVID-19 contact tracing app in Ger-
many, Austria and Switzerland as well as fac-
tors influencing people’s decision in this

N = 1024 (Swiss sample)

Age of respondents: >18

Comparable to the Swiss population in terms of
gender ratio (49.1% male / 50.9% female) and
regional distribution (Lake Geneva region:
18.9%, Espace Mittelland: 22.1%, Northwest-
ern Switzetland: 13.6%, Canton of Zurich:

53 Basic information on the EVS/WVS studies in the table was copied from Kessel (2022) and supplemented with specific information on respondents from Switzerland.
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Verwaltungs-Management
der ZHAW

respect (such as trust or the perceived benefit
of using the app).

17.7%, FEastern Switzerland: 13.9%,
Switzerland: 9.5%, Ticino: 4.3%).

Central

Non-representative in terms of age (the age
groups 40-64 and 65-79 years were over-repre-
sented, the age group 80+ was under-repre-
sented).

Bundesamt fur Statistik
(2018). Erhebung zur Inter-
netnutzung 2017. Digitale
Kompetenzen, Schutz der
Privatsphiare und Online-
Bildung: die Schweiz im in-
ternationalen Vergleich

A survey on Internet access and Internet use
in the Swiss population conducted in 2017
(“Omnibus IKT 2017%), based on a European
model questionnaire to enable comparison
with Switzerland’s neighboring countries (cf.
Bundesamt fur Statistik 2017).

N = 2673

Age of respondents: 16-74 years

Random sample (cf. Bundesamt fiir Statistik
2017).

Bundesamt fur Statistik
(2021a). Erhebung zur In-
der
IKT
und

ternetnutzung in

Schweiz: Omnibus
2021.  Fragebogen

Codebook

Statistik
Pandemie treibt

Bundesamt fur
(2021b).
Nutzung von E-Govern-

ment-Diensten voran

A survey on Internet access and Internet use
in the Swiss population conducted in 2021
(“Omnibus IKT 2021”), based on a European
model questionnaire to enable comparison
with Switzerland’s neighboring countries (cf.
Bundesamt fiir Statistik 2022).

In Bundesamt fur Statistik (2021b), the results
are sometimes compared to those of the “Om-
nibus IKT 2019 survey”, an equivalent survey

Noor9 = 300453
Nogr = 3137

NSwiss Internet users (last 3 months) 2019

= 2801

NSwiss Internet users (last 3 months) 2021

= 2997

NSwiss
= 2456

smartphone users 2019

Age of respondents: 15-88 years

Random sample (cf. Bundesamt fiir Statistik
2022).

5% The total sample was about 3000 and also included respondents aged 15 and 75-88 years. The subsample on which this report is based was also provided for the Eurostat (2022)
dataset, for which the sample size N = 2673 is given in Reinecke (2020).

5 Information on sample sizes was obtained through personal communication.
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conducted in 2019 (cf. Bundesamt fiir Statistik
2019).

NS\Viss smartphone

= 2044

users

2021

Deloitte (2022). Die Deloi-
tte Studie 2021 zur digitalen
Verwaltung in der Schweiz:
Die Treiber und Hurden
von E-Government-Diens-
ten

A survey by accounting firm Delvitte on Swiss
people’s views and preferences regarding e-
government services, conducted in September
2021. The focus was on “citizens’ global trust
in public authorities’ and administrations’ cur-
rent and future capability to offer digital ser-
vices” (Deloitte 2022, p. 26).”°

N > 1000

Age of respondents: 18-81 years

The sample was relatively evenly distributed
across all 5 five age groups (<30, 30-39, 40-49,
50-59, >60), and involved respondents from
both urban (67%) and rural areas (33%), as well
as from German-, French- and Italian- speaking
parts of Switzerland (no information regarding
exact distribution). 235 respondents were public
service employees, since the survey also aimed at
examining “views within authorities and admin-
istrations regarding technological obstacles and
challenges associated with digital transfor-

mation” (Deloitte 2022, p. 26).”’

European Values Study and
World ~ Values  Survey
(EVS/WVS 2021a, b, c)

The cooperation between the European and
the World Values Survey investigates values
that are most important to people from differ-
ent national backgrounds, including values
that relate to attitudes towards data disclosure.

N =3174

Age of respondents: 18+

“random probability representative samples of
the adult population” (EVS/WVS 2021).

Eurostat (2022)

Data for Switzerland were gathered by the
Swiss Federal Statistical Office, through the
“Omnibus IKT 2021” survey described above

— 58
NSwitzer]and 2019 — 2708

Age of respondents: 16-74 years

5 Own translation.

57 Own translation.

8 See the documentation in Reinecke (2020).
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(Bundesamt fiir Statistik 2021a, b), and the
“Omnibus IKT 2019” survey (Bundesamt fir
Statistik 2019), though the sample for the Eu-
rostat statistics does not include respondents
over 74 and under 16.

NS\Viss Internet users (last 12 months) 2019

= 2627%
Niswitzerland 2021 = 2815%

NS\Viss Internet users (last 3 months) 2021

= 2759

Random sample (cf. Bundesamt fir Statistik
2019, 2022).

Frick (2022). Comparis-Da-
tenvertrauensstudie 2022

A survey by online comparison service coms-
paris.ch on Swiss people’s trust regarding vari-

ous matters related to data disclosure, con-
ducted in September 2022.

Age of respondents: at least 15-74 years (no exact
details given)

Conducted in all regions of Switzerland.

Guirguis et al. (2021). Da-
tenschutz in der Schweiz:
Eine Quantitative Analyse
der Gesellschaftlichen Be-
denken und Erwartungen
an den Staat

An online survey about Swiss people’s con-
cerns regarding data protection and their ex-
pectations of the state in this respect, con-
ducted in July 2019.

Age of respondents: 18+

Representative of the Swiss population regarding
age and sex. All respondents were from German-
speaking Switzerland.

Jarchow and Estermann
(2015). Big Data: Chancen,
Risiken und Handlungsbe-
darf des Bundes. Ergeb-
Studie im

nisse  einer

A study by the Bern University of Applied Sci-
ences, commissioned by the Swiss Federal Of-
fice of Communications, which aims at “iden-
tifying the opportunities and risks afforded by
‘big data’ and at highlighting need for action by

N =1014
N =500
N = 821

Age of respondents: exact range not given,
youngest age group: < 30, oldest age group: > 60

Target population: “people in Switzerland who
deal with the issue of ‘big data’ in one way or an-
other” (Jarchow and Estermann 2015, p. 28)%

% Own calculation (97% of total sample).

% See the documentation in Eurostat (2021).

6 Own calculation (98% of total sample).

63 Own translation.
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Auftrag des Bundesamts fiir
Kommunikation

the Swiss Confederation in this respect” (Jar-
chow and Estermann 2015, p. 3).%

Non-representative since the demographics of
the target population were unknown. Respond-
ents were mostly male (84%) and half of them
were aged 50+, with 50-59-year-olds being the
largest age group in the sample (37%). The sec-
ond largest age group was 40—49-year-olds
(32%).

81% of respondents were German-speaking,
18% were French-speaking and 1% were Ital-
ian-speaking. Thus, German-speaking respond-
ents were over-represented (actual proportion in
the permanent resident population of Switzer-
land: 73%) whereas French-speaking and Italian
speaking respondents were under-represented
(actual proportion: 23% and 6%, respectively; cf.
Jarchow and Estermann 2015, p. 30).

Latzer et al. (2015). Ver-
trauen und Sorgen bei der
Internet-Nutzung in der

Schweiz 2015

A telephone survey on the Swiss population’s
use of and attitudes towards the Internet using
the internationally standardized World Inter-
net Project (WIP) questionnaire and additional
in

country-specific conducted

May/June 2015.

questions,

N = 981 (subsample of
Internet users)

Age of respondents: 14-84 years

“The total sample of 1121 people is representa-
tive of the Swiss population between 14 and 84
years by age, gender, employment status, and
three language regions (German-, French- and

62 Own translation.

% The proportion of Italian-speaking respondents was calculated based on what respondents who provided their contact details at the end of the survey stated to be their preferred

language of communication.
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Italian-speaking parts of Switzerland)” (Latzer et
al. 2015, p. 26).”

Latzer et al. (2019). Ver-
trauen und Sorgen bei der

Internetnutzung in  der
Schweiz 2019

A telephone survey on the Swiss population’s
use of and attitudes towards the Internet using
the internationally standardized World Inter-
net Project (WIP) questionnaire and additional
country-specific  questions,
May/June/July 2019.

conducted in

N = 1035 (subsample of
Internet users)

Age of respondents: 14+

“The total sample of 1122 people is representa-
tive of the Swiss population over 14 years by age,
gender, employment status, and the three lan-
guage regions (German-, French- and Italian-
speaking parts of Switzerland)” (Latzer et al.
2019, p. 33).%

Latzer et al. (2021a). Inter-
net und Politik
Schweiz 2021

Latzer et al. (2021b). Ver-
trauen und Sorgen bei der

in der

Internetnutzung in  der
Schweiz 2021

A telephone survey on the Swiss population’s
use of and attitudes towards the Internet using
the internationally standardized World Inter-
net Project (WIP) questionnaire and additional
country-specific
May/June 2021.

questions, conducted in

N = 1069 (subsample of
Internet users)

Age of respondents: 14+

“The total sample of 1120 people is representa-
tive of the Swiss population over 14 years by age,
gender, employment status, and the three lan-
guage regions (German-, French- and Italian-
speaking parts of Switzerland)” (Latzer et al.
2021a, p. 21).”

Oliver Wyman (2021a).
Switzerland’s Digital DNA
2021

A survey on various issues related to digitaliza-
tion conducted in Switzerland by international
strategy consulting firm Olzver Wyman.

N = 1609

Age of respondents: 14+

Representative in terms of age, gender, and two
language regions of the Swiss population; 75% of
respondents were from German-speaking parts

% Translation adapted from Latzer et al. (2020, p. 34).
% Translation adapted from Latzer et al. (2020, p. 34).
7 Translation adapted from Latzer et al. (2020, p. 34).

% Information on sample size was obtained through personal communication.
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Oliver Wyman (2021b).
Switzerland’s Digital DNA
2021 [figures]

of Switzerland, 25% from French-speaking parts
of Switzetland.”

Pletscher et al. (2022). Will-
ingness to Share Anony-
mised Routinely Collected
Clinical Health Data
Switzerland: A Cross-Sec-
tional Survey

in

A survey examining Swiss people’s views on
sharing anonymized health data for research
purposes, with a focus “on the re-use (second-
ary use) of hospital-derived health data in
anonymised form” (Pletscher et al. 2022, sum-
mary), conducted in fall 2020.

N = 1006

Age of respondents: 18+

“The general population interviewed was repre-
sentative of the French and German-speaking
Swiss population, that is, structurally identical or
with a very similar distribution of age groups,
gender and regional distribution” (Pletscher et al.,
2022 p. 4).

Statista (2018). Sind Sie der
Staatliche
Web-

sites zu Viele Daten Sam-

Meinung, dass

und Kommerzielle

meln?

Panel survey on data collection by websites in
Switzerland.

N = 1026 (for 2018)

Age of respondents: 15-74

Participants came from German- and French
speaking parts of Switzerland (exact distribution
unknown).

Von Wyl etal. (2021). Driv-
of
Proximity

ers of Acceptance
COVID-19
Tracing Apps in Switzer-
land: Panel Survey Analysis

A study on “the coverage of the SwissCovid
app and the reasons for its nonuse in Switzer-
land during a period of increasing incidence
of COVID-19 cases” (von Wyl et al. 2021,
abstract). Data was collected “via a nation-
wide online panel survey” in fall 2020 (von
Wyl et al. 2021, abstract).

N = 712 (for the results
reported here)

This subsample was a “randomly selected split-
sample, including 47.1% (712/1511) of the full
study population” (von Wyl et al. 2021, p. 0).

The total sample was “stratified based on age,
gender, and language region, [...] in order to
make the sample representative of the Swiss pop-
ulation” (von Wyl et al. 2021, p. 2). The language
regions considered included German- French-,

and Italian-speaking parts of Switzerland.

9 Information on sample demographics was obtained through personal communication.
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