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Abstract

This report highlights data law of the Republic of Ghana within the framework of a compara-
tive study from legal studies, cultural studies and business informatics, which aims to investi-
gate the extent to which decisions to disclose personal date are based on a cultural imprint as
well as on the existing legal framework. To establish this, the country report sets a baseline.
In addition to a brief overview of the Ghanaian legal framework, it deals decisively and in
depth with issues relating to data law. The focus is on regulatory aspects relating to the col-
lection, processing and dissemination of personal data. Central feature is the Data Protection
Act 2012, which covers the processing of personal data and establishes fundamental privacy
rights for data subjects, including the right to be informed by data controllers about data pro-
cessing. Questions asked include: Which legal sources regulate Ghanaian data law? What
are personal data in Ghanaian data law? How may these data be collected, processed and
compliance enforced?
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A. Generalities*

|. Cultural Vectors of Data Disclo-
sure

Identification of cultural preconditions for individual
data disclosure: cultural parameters that may influence
decision-making concerning individual data disclosure;
natratives concerning data disclosure; synonyms for
»Data Protection” and “Privacy” in the local language;
cultural practices and expectations concerning data
disclosure and use (taboos etc.); Data protection and
privacy discourse, especially call for reform.

The Republic of Ghana is a nation in sub-Sa-
haran West Africa and lies on the Gulf of
Guinea. Its Population is 30.8 million." GDP
per capita is 2,28.50 USD, placing it among
the lesser developed economies of the world
but significantly above the average of sub-Sa-
haran Affica.?

* This report is part of an interdisciplinary research
project on individual data disclosure: VVectors of Data
Disclosure — A comparative study on the disclosure of personal
data from the perspectives of legal, cultural studies, and business
information systems research, supported by the Bavarian
Research Institute for Digital Transformation (bidt).
<https://www.bidt.digital/en/vectors-data-disclo-
sure/>. The author would like to thank Dr. Sena Dei-
Tutu for her helpful comments that contributed to this
report and Professor Dr. Moritz Hennemann for his
support and guidance in the process.

1 Ghana Statistical Service, ‘Ghana 2021 Population
and Housing Census’ (September 2021) <https://cen-
sus2021.statsghana.gov.gh/gssmain/fileUpload/re-
portthemelist/ PRINT_COPY_VER-
SION_FOUR%2022ND_SEPT_AT_8_30AM.pdf>
accessed 21 January 2022.

2 The world bank, ‘GDP per capita (current US$) -
Ghana I Data’ (2022)
<https://data.wotldbank.org/indica-
tor/NY.GDP.PCAP.CD?locations=GH> accessed
21 January 2022.

3 For a discussion on this, see Alex B. Makulilo, “The
Context of Data Privacy in Africa’; African Data Pri-
vacy Laws, Law, Governance and Technology Series,
vol 33 Springer, Cham
(2016) <https://link.springetr.com/chap-
ter/10.1007%2F978-3-319-47317-8_10> accessed 21
January 2022.

4 For an in-depth study of privacy and data protection
culture in Ghana, see Eric Agyei-Bekoe, ‘Empirical In-
vestigation of the Role of Privacy and Data Protection
in the Implementation of Electronic Government in
Ghana’ (September

2013) <https://dora.dmu.ac.uk/han-
dle/2086/11150> accessed 21 January 2022.

The context of privacy is different in Africa
than in other parts of the world, with scholars
noting that African cultures generally have a
mote group-oriented way of life.” Similatly,
collectives of people have great importance in
Ghana, with extended family structures com-
monplace, with some arguing that this con-
tributes to lower levels of concerns about pri-
vacy.* On the other hand, reputation seems to
be an important factor in Ghanaian society
and law,” appearing in several legal texts.’

A problematic feature of data protection leg-
islation in Africa in general is its tendency to
be less of an organic development arising
from internal political discourse and more of
a “legal transplant” from EU legislation,” at
least on paper.® While the Data Protection

5 Ibid, p. 169: “individuals’ main concern is not about
identity theft or an organisation’s misuse of their per-
sonal data, but rather the damage to their reputation”.

¢ For example, sec. 164 of the 1992 Constitution ex-
plicitly allows freedom and independence of the media
to be restricted by laws “reasonably required (...) for
the purpose of protecting the reputations (...) of other
persons.” The Protection against Unfair Competition
Act 2000 concerns itself greatly with the damaging of
reputation (see, inter alia, sec. 2). The Companies Act
2019, in sec. 190, includes an explicit obligation of
company directors to have regard to the reputation of
the company. The Cybersecurity Act 2020, in sec. 87
(2) (b), allows for taking down content from the inter-
net for “the protection of reputation (...) of an indi-
vidual”.

7 For a detailed comparative study on such develop-
ments in Africa, see Patricia Boshe, Moritz Henne-
mann and Ricarda von Meding, ‘African Data Protec-
tion Laws — Current Regulatory Approaches, Policy
Initiatives, and the Way Forward’ (2022), Global Pri-
vacy Law Review (forthcoming).

8 Executive Director Patricia Adusei-Poku in a video
interview: “The Ghana law is more or less the
GDPR”. International Association of Privacy Profes-
sionals, 'LinkedIn Live: Privacy Around the Globe:
Ghana - Interview with Patricia Adusei-Poku, Execu-
tive Director, Data Protection Commission Ghana'
(IAPP.org, January 2021), minute 30 onwards.
<https:/ /iapp.org/news/video/linkedin-live-ptivacy-
around-the-globe-ghana/> accessed 24 January 2022.
Concerning the (significant) problem of enforcement,
see infra Section C IV 3 e.



Act 2012” differs, especially with its registra-
tion requirement, from the EU Data Protec-
tion Directive and especially the EU General
Data Protection Regulation, which it pre-
cedes, there are many similarities."” However,
while the “law in the books” can be consid-
ered a piece of modern data protection legis-
lation, enforcement is lackluster, with full
compliance a long way ahead."

Despite these issues, technological develop-
ment in Ghana is ever accelerating: Equiva-
lent to 82 % of GDP, mobile payment adop-
tion is one of the highest in the world."” On a
similar note, the e-commetce sector is boom-
ing,"” leaving the question open as to how
data protection legislation and enforcement
will develop in this environment.

Il. Legal System and Lawmaking

Central characteristics; Sources of law and legal hierar-
chies; classification of legal systems; Lawmakers and
influential political and societal movements.

The Republic of Ghana, as a former British
colony," belongs to the common law legal
sphere.” Sec. 11 of the 1992 Constitution
enumerates the sources of law and clarifies in
subsection (2) that “the common law of

? Parliament of the Republic of Ghana, “The Data Pro-
tection Act 2012 (Act 843)’ (Data Protection Commis-
sion, 2012) <https://www.dataprotec-

tion.org.gh/data-protection/data-protection-acts-
2012> accessed 21 January 2022.

10 Pointing to the categorization of data into a more
and less sensitive variant: Daigle Brian, ‘Data Protec-
tion Laws in Africa: A Pan-African Survey and Noted
Trends’, Journal of International Commerce and Eco-
nomics, p. 10 (February 2021)
<https:/ /www.usitc.gov/staff_publications/all> ac-
cessed 21 January 2022.

11 On the topic of e-commerce platforms, see Issah
Baako, Sayibu Umar and Prosper Gidisu, Privacy and
Security Concerns in Electronic Commerce Websites
in Ghana: A Survey Study (International Journal of
Computer Network and Information Security
(IJCNIS) 2019) Vol.11, No.10, 19-25; Concerning
compliance with registration, see zufra Section C IV 1
a.

12 Faustine Ngila, ‘Kenya, Ghana set global pace in
adoption of mobile payment’ (24 September 2020)
<https://www.businessdailyaftica.com/bd/ corpo-
rate/technology/kenya-ghana-set-global-pace-in-
adoption-of-mobile-payment-2370420> accessed 21
January 2022.

Ghana shall comprise the rules of law gener-
ally known as the common law, the rules gen-
erally known as the doctrines of equity and
the rules of customary law (...)”. Thus, while
grounded in the British understanding of
common law, customary law also plays a
role.'” Responsibility for the development of
customary law is given to the National House
of Chiefs, sec. 272 (b) 1992 Constitution.

As Ghana is a common law country, prece-
dent and case law has an important role
alongside statutes. However, case law is
sometimes hard to access, with lower court
decisions often going unreported and signifi-
cant delays in the publication of others."”
Statutory sources of law are the 1992 Consti-
tution, Acts of Parliament, and Oxrders, Rules
and Regulations (sec. 11 (1) of the Constitu-
tion) in that hierarchy. Acts are based by Par-
liament and must be assented to by the Pres-
ident of Ghana (sec. 106 1992 Constitution).
The Court structure is laid out in sec. 126 of
the Constitution, with the most important
courts being the Supreme Court, the Court of
Appeal and the High Court.

On the international level, Ghana is part of
the United Nations, the African Union (AU),

13 Gideon Boyetey and Samuel Antwi, Perceived Risk
versus Perceived Value for Money: Assessing Online
Retail Shopping Behavior among Ghanaians (IBusi-
ness 2021) Vol. 13, No. 3, 117-143.

14 And member of the Commonwealth of Nations, see:
The Commonwealth, ‘Member Countties’
(2022) <https://thecommonwealth.org/membet-
countries> accessed 21 January 2022.

15 Victor Essien, ‘Sources of Law in Ghana’ Journal of
Black Studies, 24(3), 246-262,
(1994) <https://www.jstor.org/stable/2784581> ac-
cessed 21 January 2022.

16 Ibid. on the topic of customary law, the “repugnancy
clause”, and the qualification of Sharia Law as custom-
ary law.

17 See Victor Essien, ‘Update: Researching Ghanaian
Law” (November/December, Global.ex, NYU Law
2020) <https:/ /www.nyulawglobal.org/glob-
alex/Ghanal.html> accessed 21 January 2022.



the Commonwealth of Nations and the Eco-
nomic Community of West African States
(ECOWAS), with sec. 40 (d) of the 1992
Constitution enumerating these institutions
and obligating the government to “adhere to
[their] principles” and their “aims and ideals”.
International treaties need to be ratified, sec.
75 Constitution 1992.

B. (General) Legal System of In-
formation Law

|. Structure of Information Law

Constitutional and basic rights aspects; relevant regu-
lations concerning intellectual property, secrecy, cyber-
crime (data privacy aut idem infra at C.); Which regu-
lations are based on international provisions (especially
concerning intellectual property)?

The 1992 Constitution of Ghana'® contains
several provisions relevant for Information
Regulation: Sec. 18 (2) protects the privacy of
the home, property, correspondence or com-
munication of individuals.” Sec. 21 provides
for “fundamental freedoms”, with the right
to freedom of speech (Subsec. 1 a.) and free-
dom of thought, conscience and belief (Sub-
sec. 2 a.) particularly relevant to informational
aspects. Sec. 41 contains duties of citizens,

18 Parliament of the Republic of Ghana, ‘Ghana's Con-
stitution of 1992 with Amendments through 1996’
(2021) <https://www.constituteproject.org/constitu-
tion/Ghana_1996.pdf> accessed 21 January 2022.

19 Sec. 18 (2) Constitution 1992: “No person shall be
subjected to interference with the privacy of his home,
property, correspondence or communication except in
accordance with law and as may be necessary in a free
and democratic society for public safety or the eco-
nomic well-being of the country, for the protection of
health or morals, for the prevention of disorder or
crime or for the protection of the rights or freedoms
of others.”

20 Established in Sec. 166 et seq. Constitution 1992.

AParliament of the Republic of Ghana, Patents Act,
2003 (ACT 657) (31 December 2003)
<https://bep.gov.gh/acc/registry/docs/PA-
TENTS%20ACT,%202003%20(ACT%20657).pdf>
accessed 21 January 2022.

22 Patliament of the Republic of Ghana, ‘Industrial
Design Act, 2003 (ACT 660)’ (31 December 2003)

which include to obligation to “promote the
prestige and good name of Ghana” (a.)., “to
co-operate with lawful agencies in the mainte-
nance of law and order” (i.) and “to declare
his income honestly to the appropriate and
lawtful agencies” (j.). Sec. 56 restricts govern-
ment propaganda, while Sec. 162 protects the
freedom and independence of media. Sec.
163 mandates that state-owned media allow
for diverging opinions and dissent, with Sec.
164 allowing for limitations on the preceding
two sections in certain contexts (e.g. national
security). Sec. 173 limits the National Media
Commission’s” power to allow for independ-
ence of journalists.

Intellectual property protections are gov-
erned by the Patents Act 2003,” the Indus-
trial Designs Act 2003, the Trade Marks Act
2004,” and the Copyright Act 2005.** Ghana
is a signatory to 15 treaties administered by
the World Intellectual Property Organiza-
tion.”

The Protection Against Unfair Competition
Act 2000 prohibits acts such as causing con-
fusion with another’s enterprise (Sec. 1),
damaging other enterprises goodwill or repu-
tation (Sec. 2) and misleading the public (Sec.
3), while also protecting secret information in
commercial contexts (Sec. 5). The Credit

<https:/ /ictpolicyaftica.org/en/docu-
ment/qw9n9try7to?page=4> accessed 21  January
2022.

2 Parliament of the Republic of Ghana, “Trade Marks
Act, 2004 (ACT 664y (29 January 2004)
<https://www.wipo.int/edocs/lexdocs/laws/en/gh/
¢h013en.pdf> accessed 21 January 2022.

2 Parliament of the Republic of Ghana, ‘Copyright
Act, 2005  (Act  690) (WIPO-Lex, 17 ~ May
2005) <https://wi-
polex.wipo.int/en/text/148037>accessed 21 January
2022.

% More information available here: WIPO, ‘WIPO-
Administered Treaties” (Wipo-Lex) <https:/ /wi-
polex.wipo.int/en/treaties/ShowResultsPcoun-
try_id=65C> accessed 21 January 2022.

% Parliament of the Republic of Ghana, ‘Protection
Against Unfair Competition Act 2000 (Act 589)” (19
December 2000)
<https://www.wipo.int/edocs/lexdocs/laws/en/gh/
¢h005en.pdf> accessed 21 January 2022.



Reporting Act 2007* regulates the provision
of credit reporting and scoring services. The
Electronic Communications Act 2008 regu-
lates the provision of such by electronic com-
munications and broadcasting service provid-
ers and networks. The Electronic Transac-
tions Act 2008” deals with online transac-
tions. The Payment Systems and Services Act
2019” includes rules for providers of elec-
tronic payment services. The Cybersecurity
Act 2020°" includes provisions aiming to im-
prove  cybersecurity  through  security
measures as well as criminal provisions and
corresponding investigatory powers.

[l. Allocation of Informational Le-
gal Positions

Commodity/commoditization, especially. “intellectual
property”’; collective goods; public goods.

Several intellectual property rights are regis-
trable under Ghanaian law: Patents (under
the Patents Act 2003), Industrial Designs (un-
der the Industrial Designs 2003 and Trade
Marks (under the Trade Marks Act 2004).
Copyright protections under the Copyright
Act 2005 do not require registration; the same
goes for what might elsewhere be called a
trade secret: the protected secret information
under Sec. 5 of the Protection Against Unfair
Competition Act 2000.

27 Patliament of the Republic of Ghana, ‘Credit Re-
porting Act, 2007 (Act 726)’ (05 April 2007)
<https://www.bcp.gov.gh/new/reg_de-
tails.phprid=NjA> accessed 21 January 2022.

28 Parliament of the Republic of Ghana, ‘Electronic
Communications Act, 2008 (Act 775)¢ (Ministry of Com-
munications, 06 January 2009)
<https://www.moc.gov.gh/sites/de-
fault/files/downloads/Electronic%20Communica-
tions%20Act-775.pdf> accessed 21 January 2022 and
Parliament of the Republic of Ghana, ‘Electronic
Communications (Amendment) Act, 2009 (Act 786)°
(Ghana Business Regulatory Reforms Portal, 31 December
2009) <https://bep.gov.gh/acc/regis-
try/docs/ ELECTRONIC%20COMMUNICA-
TIONSY%20(AMEND-
MENT)%20ACT,%202009%20(ACT%20786).pdf>
accessed 21 January 2022.

2 Patliament of the Republic of Ghana, ‘Electronic
Transactions Act, 2008 (Act 772) (Ministry of

In some instances, a form of quasi-public in-
formational good is established through au-
thority designation. This includes Sec. 35 of
the Cybersecurity Act 2020, whereby certain
computer systems and computer networks
may be designated as “critical information in-
frastructure” for certain reasons of public in-
terest (e.g. national security) and which leads
to heightened regulatory scrutiny. Similar
provisions are found in the Electronic Trans-
actions Act 2008, which allows for designa-
tion as a “protected computer” (Sec. 55),
“critical electronic records” (Sec. 56 (a)) and
“critical databases” (Sec. 56 (b)).

lll. Institutions

Information supervisory authorities; private institu-
tions/organizations (industry and sectoral associa-
tions), including international institutions; public ad-
ministration und cultivation/management of informa-
tional goods.

On the ministerial level, the Ministry of Com-
munication is the most important infor-
mation regulatory authority, with its stated
goal being “to promote the development of
Ghana into a knowledge-Based Society and a
smart economy through the use of ICT”.”
The National Media Commission as an insti-
tution provided for by Sec. 166 Constitution
1992, responsible for regulating media and
mass communication (see also Sec. 167).

Commmunications, 18 December 2008)
<https://moc.gov.gh/sites/default/files/down-
loads/Electronic%20Transac-
tions%20Act%20772.pdf> accessed 21 January 2022.

30 Parliament of the Republic of Ghana, ‘Payment Sys-
tems and Services Act 2019 (Act 987) (Bank of
Ghana, 13 May 2019) <https://www.bog.gov.gh/wp-
content/uploads/2019/08/Payment-Systems-and-
Services-Act-2019-Act-987-.pdf> accessed 21 January
2022.

31 Parliament of the Republic of Ghana, ‘Cybersecurity
Act 2020 (Act 1038) (Cybersecurity Authority, 2022)
<https://www.csa.gov.gh/resources/cybersecu-
rity_Act_2020(Act_1038).pdf> accessed 24 January
2022.

%2 Ministry of Communications, ‘About Us’ (Ministry of
Commmunications)

<https://www.moc.gov.gh/about> accessed 21 Jan-
uary 2022.



The central data protection regulatory au-
thority is the Data Protection Commission™
as established in the Data Protection Act
2012.

Additionally, there are several other authori-
ties which play a role in regulation in the in-
formation context: The National Identifica-
tion Authority Act 2006™ created the Na-
tional Identification Authority Responsible
for maintenance of the system of national ID
cards and the corresponding database. The
National Communications Authority Act
2008 establishes said authority responsible
for the regulation of communications ser-
vices. The National Information Technology
Agency Act 2008 establishes the National
Information Technology Agency responsible
for provision of informational communica-
tions (i.e. the internet). The Cybersecurity Act
2020 establishes the Cyber Security Authority
(Sec. 1) and the Joint Cybersecurity Commit-
tee (Sec. 13), which includes a representative
from the Data Protection Commission. The
Security and Intelligence Agencies Act 2020*
establishes the National Security Council as
well as corresponding regional councils. The

33 Data Protection Commission, ‘Data Protection
Commission’ (Data Protection Commis-
sion) <https:/ /dataprotection.org.gh/> accessed 21
January 2022.

3 Parliament of the Republic of Ghana, ‘National
Identification Authority Act 2006’ (Refworid, 11 April
20006) <https:/ /www.refwotld.org/do-
cid/548edfa94.html>accessed 21 January 2022.

% Parliament of the Republic of Ghana, National
Communications Authority Act 2008 (Act 769)” (Min-
istry  of  Communications, 11~ December ~ 2008)
<https://moc.gov.gh/sites/default/files/down-
loads/Ghana-National-Communications-Authority-
Act-769.pdf> accessed 21 January 2022.

3 Parliament of the Republic of Ghana, ‘National In-
formation Technology Agency Act, 2008 (Act 771)
(National Information Technology Agency, 11 December
2008) <https:/ /nita.gov.gh/wp-content/up-
loads/2017/12/National-Information-Technology-
Agency-Act-771.pdf> accessed 21 January 2022.

37 Parliament of the Republic of Ghana, ‘Security and
Intelligence Agencies Act 2020 (Act 1030)’ (6 October
2020).

38 Parliament of the Republic of Ghana, ‘Anti-Money
Laundering Act, 2020 (Act 1044)’ (Financial Intelligence
Centre, 29 December 2020)

Financial Intelligence Centre is established in
Sec. 6 and 7 Anti-Money Laundering Act
2020 to analyze information concerning and
take measures against money laundering. The
National Signals Bureau Act 2020 estab-
lishes said bureau as a central authority for
data analysis in national security and intelli-
gence contexts.

IV. Procedural Aspects

Control and enforcement; individual; collective;
through associations; by authorities (executive and ju-
dicial).

Generally, civil disputes are solved via indi-
vidual litigation within Ghana’s common law
court system.” The central law concerning
the court structure and fundamentals of such
proceedings are covered by the Courts Act
1993.*" Collective litigation is also a possibility
“where numerous persons have the same in-
terest in any proceedings”.*” A possibility in
this context is also an amicable settlement.*”
The Alternative Dispute Resolution Act
2010* also allows for arbitration agreements,
mediation and customary arbitration.”

<https://fic.gov.gh/ AML%20ACT%202020%20(A
CT%201044).pdf> accessed 21 January 2022.

% Parliament of the Republic of Ghana, ‘National Sig-
nals Bureau Act 2020 (Act 1040)’ (29 December 2020).

40 Melisa Amarteifio, Isaac Aburum Lartey and Sam
Okudzeto, ‘Litigation and enforcement in Ghana:
overview’ (Thomson Reuters Practical Law, 01 May 2021)
<https:/ /uk.practicallaw.thomsonreuters.com/0-619-
2168> accessed 21 January 2022.

#Parliament of the Republic of Ghana, ‘Courts Act
1993 (Act 459y’ (WIPO-Lex, 06 July
1993) <https://wipolex-
res.wipo.int/edocs/lexdocs/laws/en/gh/gh033en.pd
f> accessed 21 January 2022.

4 Amarteifio, Aburum Lartey and Okudzeto (n 40).

43 1bid 42.

# Parliament of the Republic of Ghana, ‘Alternative
Dispute Resolution Act, 2010 (Act 798)’ (WIPO-
Lex, 31 May
2010) <https://www.wipo.int/edocs/lexdocs/laws/e
n/gh/gh036en.pdf> accessed 21 January 2022.

4 See Sec. 93 (1) Alternative Dispute Resolution Act
2010: “A customary arbitrator shall apply the rules of

5



Another variant is the imposition of adminis-
trative sanctions by regulatory authorities.*
When dealing with an administrative author-
ity, an option is also to appeal to the Com-
mission for Human Rights and Administra-
tive Justice (CHRA]J) under the CHRAJ Act
1993, which may then investigate (Sec. 8)
and bring proceedings against (Sec. 9) such
authorities.

C. Regulations Concerning Dis-
closure of Personal Data

l. Legal Structure of Data Disclo-
sure

Existence of “Data Protection Law”; mandatory and
nonmandatory regulation; Differentiation between
public and private Sector; public or private sector as a
role model for regulation; general or sectoral regula-
tion; Self-regulation (codes of conduct); Basic princi-
ples of regulation [preventive ban or freedom of pro-
cessing]; risk-based approach (potential for misuse;
Protection of certain categories of data]; privileged ar-
eas [personal; family; media; research).

On the constitutional level, the protection of
privacy (albeit not in a data protection/data
privacy context) in Sec. 18 Constitution 1992
forms a starting point for Ghanaian privacy
regulation.”

However, the central data protection law is
the Data Protection Act 2012.* While it is, in
principle, non-sector-specific and applies to
public authorities and private actors, Sections
60 to 74 set forth numerous complete or

natural justice and fairness and is not obliged to apply
any legal rules of procedure in the arbitration.”.

46 See, for example, Sec. 91 (5) Payment Systems and
Services Act 2019.

47 Parliament of the Republic of Ghana, ‘Commission
on Human Rights and Administrative Justice Act, 1993
(ACT 456)’ (International 1abour Organization, 06 July
1993) <https://www.ilo.org/wemsp5/groups/ pub-
lic/---ed_protect/---protrav/---ilo_aids/docu-
ments/legaldocument/wems_181172.pdf> accessed
21 January 2022.

48 Concerning the right to privacy under the Constitu-
tion see, citing the Supreme Court, Sena Dei-Tutu,
Africa Data Strategies - Is Ghana a Model African
Country in the Data Protection Economy. in Moritz
Hennemann (ed), Global Data Strategies (2022,
forthcoming).

partial exemptions for specific sectors (e.g.
national security in Sec. 60, research in Sec.
065)

At the heart of the DPA is Sec. 17, whereby
“a person who processes data shall take into
account the privacy of the individual by ap-
plying the (...) principles” of accountability,
lawfulness of processing, specification of
purpose, compatibility of further processing
with purpose of collection, quality of infor-
mation, openness, data security safeguards,
and data subject participation”. The DPA can
therefore be said to be a principles-oriented
data protection law.” Sec. 18 (1) then sets for-
ward the general obligations of processing
data “without infringing the privacy rights of
the data subject”, “in a lawful manner” and
“in a reasonable manner”. The general ap-
proach to processing of personal data is con-
tained in Sec. 20, which relies on a preventive
ban of all processing except where either con-
sent is given or when one of the enumerated
conditions are met. However, this preventive
ban must be read together with the defini-
tions of “processing”, “data” and “personal
data” in Sec. 96. While the definition of “pro-
cessing” is quite broad, the definition of
“data” could be considered narrow when
compared to other modern data protection
laws,”" which means that not everything that
would (comparatively) be considered data
processing is subject to the preventive ban. >
A certain amount of risk differentiation can
be found with the concept of “special pet-
sonal data” in Sec. 37, where a stricter

4 Henceforth abbreviated as DPA.

5 For an account of how the principles are related to
the more specific sections, see Dominic N. Dagbanja,
‘The Context of Data Privacy in Africa’ in African
Data Privacy Laws, Law, Governance and Technology
Serties, vol 33 Springer, Cham
(Springer, 2016) <https://link.springetr.com/chap-
ter/10.1007%2F978-3-319-47317-8_10> accessed 21
January 2022.

5t See infra Section C 11 1 on the definition of “data”.

52 Kai von Lewinski, ‘Informational Gold Standard
and Digital Tare Weight — Report on the Law of Data
Disclosure of the EU/Getrmany’ (2022) University of
Passau IRDG Research Paper Series (forthcoming)
<https://www.jura.uni-passau.de/irdg/publika-
tionen/research-papet-seties/>.



standard for processing is applied. Notable is
the complete (criminal) prohibition of the
purchase and sale of personal data in Sec.’s 88
and 89.

A highly interesting provision is contained in
Sec. 18 (2), whereby “A data controller or
processor shall in respect of foreign data sub-
jects ensure that personal data is processed in
compliance with data protection legislation of
the foreign jurisdiction of that subject where
personal data originating from that jurisdic-
tion is sent to this country for processing”
thus quasi incorporating foreign data protec-
tion legislation by reference.

On the international level, Ghana is party to
the African Union Convention on Cyber Se-
curity and Personal Data (Malabo Conven-
tion) from 2014> and the Supplementary Act
on Personal Data Protection by ECOWAS
from 2010.>* Ghana also has observer status

53 African Union, ‘African Union Convention on
Cyber Security and Personal Data Protection’ (African
Union,2000) <https://au.int/en/treaties/african-un-
ion-convention-cyber-security-and-personal-data-pro-
tection> accessed 21 January 2022.

5 Economic Community of West African States, ‘Sup-
plementary Act on Personal Data Protection 2010
within ECOWAS’ (Economic Community of West African
States, 16 February 2010) <http://www.tit.comm.eco-
was.int/wp-content/uploads/2015/11/SIGNED-
Data-Protection-Act.pdf> accessed 21 January 2022.

55 Council of Eutrope, ‘Parties - Convention 108 in the
World - Data Protection’ (Council of Europe, n.d.)
<https://www.coe.int/en/web/data-protection/con-
vention108/parties> accessed 21 January 2022.

56 Ghana Web, ‘Ghana preparing to accede to Conven-
tion 108+ on Data Protection — Veep’ (Wwwghanaweb-
com,27 June 2019) <https://www.ghana-
web.com/GhanaHomePage/business/Ghana-prepat-
ing-to-accede-to-Convention-108-on-Data-Protec-
tion-Veep-758517> accessed 21 January 2022.

57 For more detail on developments on the interna-
tional level of the African continent, see Patricia
Boshe, Moritz Hennemann and Ricarda von
Meding, ‘African Data Protection Laws — Current
Regulatory Approaches, Policy Initiatives, and the Way
Forward’ (2021), Global Privacy Law Review (forth-
coming). See also Brian Daigle, ‘Data Protection Laws
in Africa: A Pan-African Survey and Noted Trends’,
Journal of International Commerce and Economics, p.
10 (United States International Trade Commission, February
2021) <https://www.usitc.gov/staff_publica-
tions/all> accessed 21 January 2022.

to Convention 108> and is aiming to accede
to Convention 108+.” It should be noted
that, despite dating back to 2014, the Malabo
Convention has not yet entered into force,
due to it requiring fifteen member states to
ratify it (which Ghana has done amongst 7
other countries).”’

Ancillary to the Data Protection Act but also
relevant to data disclosure contexts are sev-
eral other sectoral laws. These include the
Children’s Act 1998, the National Identifi-
cation Authority Act 2000, the Whistleblower
Act 2006,” the Credit Reporting Act 2007,
the Electronic Communications Act 2008,
the Electronic Transactions Act 2008, the
National Identity Register Regulations 2012,*
the Revenue Administration Act 2016,°" the
Payment Systems and Services Act 2019, the
Right to Information Act 2019,” the Anti-
Money  Laundering  Act 2020, the

58 Parliament of the Republic of Ghana, “The Chil-
dren’s Act, 1998 (Act 560) (International Iabour Organi-
zation, 30 December 1998)
<https://www.ilo.org/dyn/natlex/docs/ELEC-
TRONIC/56216/101251/F514833765/ GHAS56216.
pdf> accessed 21 January 2022.

% Parliament of the Republic of Ghana, “Whistle-
blower Act, 2006 (Act 720) (Laws Gbhana,n.d.)
<https://lawsghana.com/post-1992-legislation/ ta-
ble-of-content/ Acts%200f%20Parliament/WHIS-
TLE-
BLOWER%20ACT,%202006%20(ACT%20720)/16
3> accessed 21 January 2022.

%0 National Communications Authority, ‘National
Identity Register Regulations’ (National Communications
Authority, 2012) <https:/ /nca.otg.gh/wp-content/up-
loads/2020/09/National-Identity-Registration-Regu-
lations-2012-1..1.-2111-20th-Feb-2012.pdf> accessed
21 January 2022.

61 Parliament of the Republic of Ghana, ‘Revenue Ad-
ministration Act, 2016 (Act 915)’ (Ghana Business Regu-
latory Reforms Portal, 10 August 2010)
<https://www.bcp.gov.gh/acc/registry/docs/Reve-
nue%20Administra-
tion%20Act,%202016%20%020%20%20%20%20%20
%20.pdf>accessed 21 January 2022.

62 Parliament of the Republic of Ghana, ‘Right to In-
formation Act 2019 (Act 989) (Judicial Service of Ghana,
2019) <http://eli-
braty.jsg.gov.gh/fg/laws%200f%20ghana/2%20REP
/RIGHT%20TO%20INFOR-
MATION%20ACT,%202019,%20(ACT%20989).ht
m> accessed 24 January 2022.



Cybersecurity Act 2020, the Security and In-
telligence Agencies Act 2020 and the Na-
tional Signals Bureau Act 2020.

The Cybersecurity Act 2020 especially was
strongly criticized for giving the government
strong surveillance powers and allowing the
ordering of decryption of messages,” thus al-
lowing the question of the level of privacy or
data protection individuals have against the
government.

More generally, while data protection legisla-
tion exists, sources indicate that enforcement
and law in practice exists at a rudimentary
level at best, with awareness for the existence
of the DPA a core objective of the Data Pro-
tection Commission.”*

[l. Notions

1. (Personal) Data as the Object of
Protection

Situational (spoken words etc.); local (at home); logical
(“spheres™); informational (datum, information);
Treatment of public or publicized data; limitations and
expansions of definition; categories.

The Constitution of Ghana, in Sec. 18, does
not speak of data (protection), but of pri-
vacy.” The different contexts of its privacy
protection can be characterized as “spheres

or zones”.®

The DPA, in Sec. 96, defines “data” as “in-
formation which (a) is processed by means of
equipment operating automatically (...), (b) is
recorded with the intention that it should be
processed by means of such equipment, (c) is
recorded as part of a relevant filing system
(...), or (d) does not fall within paragraph (a),
(b) or (c) but forms part of an accessible rec-
ord®”. The definition of “data” in Sec. 75 of
the National Identity Register Act 2008 is
similar, but does not require the processing to

63 Freedom House, 'Ghana: Freedom on the Net
2021' (Freedom House, 2021) <https://free-
domhouse.otg/country/ghana/freedom-net/2021>
accessed 24 January 2022.

04 See Interview with Executive Director Adusei-
Poku (n 8). See also znfra Section C IV 3.

% Mentioned s#pra B 1.

% Dominic N. Dagbanja, “The Context of Data Privacy
in Africa’, African Data Privacy Laws, Law,

be operated automatically and uses the phrase
“may be processed” instead of “is processed”
and is thus presumably broader in scope. This
narrow understanding of “data” in the DPA
corresponds to the inclusion of the term “ex-
empt manual data” in Sec. 96, generally ex-
empt from DPA provisions but with (mini-
mal) other safeguards. The definition of
“data” in the Anti-Money Laundering Act
2020, howevert, is identical to the definition in
the DPA. The National Identification Au-
thority Act 2006 in Sec. 19 uses an Act-spe-
cific and thus otherwise not very useful defi-
nition of “data”: “any personal details rele-
vant to the national identification system”.
The term “personal data” can only be found
in the DPA (Sec. 96), defined as “data about
an individual who can be identified, (a) from
the data, or (b) from the data or other infor-
mation in the possession of, or likely to come
into the possession of the data controller”,
thus including identifiability from context but
adopting a relative, not absolute approach to
the scope of the relevant context.

The National Identity Register Act 2008 (Sec.
75) uses the term “personal information”, de-
fined as “information or data about an iden-
tifiable individual”, followed by several exam-
ples. An almost identical definition of this is
contained in Sec. 144 of the Electronic Trans-
actions Act, only omitting the “or data” and
giving many more examples (“included, but
not limited to (...)”).

The DPA also defines “special personal data”
in Sec. 96, which include, nter alia, “race, col-
our, ethnic or tribal origin”, political opinion,
religious beliefs, health conditions and sexual
orientation.

Other defined terms for data are “biometric
information” and “identity data”, defined as
“physiographic characteristics (...)” and

Governance and Technology Series, vol 33 Springer,
Cham

(Springer, 2016) <https:/ /link.springer.com/chap-
ter/10.1007%2F978-3-319-47317-8_10> accessed 21
January 2022;

See also Dominic N. Dagbanja, ‘Privacy in Context: Pri-
vacy and the Media under the Constitution of Ghana’, Review
of Ghana Law, vol. 22, 135-161.

67 The term “accessible record” however, is not de-
fined or mentioned further in the DPA.



considered personal information, in Sec. 75
National Identity Register Act 2008. The Cy-
bersecurity Act 2020 uses and defines “con-
tent data” and traffic data” in its Sec. 97 in an
(internet) communications context.

2. Allocation of Data to Individual
Persons

Creation; possession/control; personal connection;
differentiation between domestic and foreign nation-
als; treatment of multi-referential data; limitations and
expansions of definition; categories.

Within intellectual property law, attribution
of protected information (not necessarily per-
sonal data) depends on either creation or reg-
istration.

The DPA in Sec. 96 defines “data subject” as
“an individual who is the subject of personal
data, thus connecting data to the individual by
it being about him or her, rather than through
creation. While the DPA does not expand on
the definition of the “individual”, the Na-
tional Identification Authority Act 2006 (in
Sec. 75) defines an “individual” as a “human
being with respect to whom information is or
was collected, used or disclosed”. Considet-
ing this definition and noting that “individ-
ual” is used instead of the term “person”,
which could possibly contain “legal persons”,
it is likely that this definition excludes corpo-
rate entities. There is no differentiation be-
tween domestic and foreign nationals.
Furthermore, ownership rights or similar
concerning individuals’ personal data are not
recognized in Ghanaian law. Data referring to
more than one individual are not specifically
dealt with.

3. Reception and Recipients

Special regulation for non-profit/non-commercial ac-
tors; the public as a legal recipient; use of public data;
size-based obligations for companies; differentiation
between recipients and third parties (especially within
company groups); differentiation between local and in-
ternational action; outsourcing options.

The DPA defines the term of “recipient” in
Sec. 97 only in the meaning of a secondary
recipient “in the course of processing for the

data controllet™, znter alia.

9 See infra Section C 111 2 a.

Concerning initial recipients as relevant for
this report, the DPA gives two possible vari-
ants of (individual) recipients of personal
data, these being the “data controller”, de-
fined as “a person who (...) determines the
purposes for and the manner in which per-
sonal data is processed or is to be processed”,
and the “data processor”, defined as “(...)
any person other than an employee of the

data controller who processes the data on be-
half of the data controller” (Sec. 96). As re-
ception is considered “processing”,” a such a
recipient will always fall into one of these cat-
egories when inside the scope of the DPA.
Interesting in comparison is the definition of
“controller” in the Electronic Transactions
Act 2008 (Sec. 144), whereby a controller is
“a person who electronically requests, col-
lects, collates, processes or stores personal in-
formation from or in respect of a data sub-
ject”, which is worded differently but likely
has significant overlap.

The public is not considered a recipient, “data
controller” or “data processor” within the
DPA from a technical perspective, as it can-
not be considered a “person”. However, Sec.
21 (b) allows for collection of data where the
data subject has deliberately made the data
public, thus allowing for “re-use” of data
available to the public.

Differentiation between recipients can be
seen in the partial exemptions present in the
DPA, for example in Sec. 64 (“Journalism, lit-
erature and art”) or Sec. 65 (“Research, his-
tory and statistics”).

Sec. 45 (1) of the DPA deals with the interna-
tional applicability, whereby foreign recipi-
ents of data as data controllers must comply
with DPA provisions when using “equipment
or a data processor carrying on business in
[Ghana]” (b) or when “processing is in re-
spect of information which originates partly
or wholly from [Ghana]” (c).

Sec. 91 clarifies that the DPA applies to gov-
ernmental authorities. This, however, must
be read together with the exemptions given in
Sections 60 et seq. which remove some gov-
ernment activity from the scope of the Act.



lll. Relationship between Dis-
closer and Recipient

1. Provisions for Disclosure

Does regulation exist? personal data as intellectual
property and commercial good; data law as a frame-
work for action; “informational self-determination”.

The “disclosure” of data is mentioned in the
DPA only in contexts of further disclosure of
personal data rather than in referral to the
original act of an individual (see e.g. Sec. 29
(2), Sec. 33 (4), Sec. 85 and the definition of
“recipient” in Sec. 96). Personal data per se are
not subject to property rights of intellectual
property protection. It could be imagined,
however, that some personal data could also
be protected by IP provisions, for example in
case of texts subject to copyright. Commer-
cialization of personal data can be seen to be
actively opposed, at least to some extent,
through the (criminal) prohibition of the pur-
chase and sale of personal data in Sections 88
and 89.

A general “data law” does not exist in Ghana.
However, there is a significant amount of leg-
islation relevant to legal contexts of data
use.” The concept of informational self-de-
termination, however, is not a feature of Gha-
naian law.

a. Prohibited Disclosures

Protections of secrecy; multi-referentiality; disclosure
to actors abroad; communication towards the public.
While freedom of speech and expression is
protected under Sec. 21 (1) (a) of the 1992
Constitution, there exist several prohibitions
of acts that, depending on the circumstances,
can be considered prohibitions on the disclo-
sure of personal data. To name some exam-
ples, such prohibitions can be found in Sec.
39 of the Children’s Act 1998 which prohibits
the publication of children’s information in
the context of family tribunals, the protection
of secret information in Sec. 5 of the Protec-
tion Against Unfair Competition Act 2000,
the protection of received credit information
in Sec. 36 of the Credit Reporting Act 2007
and the provision for official secrecy and con-
fidentiality in Sec. 7 of the Revenue Admin-
istration Act 2016.

% Please refer to sections B I and C I supra.

An exception to these prohibitions can be
found in Sec. 1 of the Whistleblower Act
20006, whereby “despite any other law on the
contrary” acts of whistleblowing are expressly
permitted.

In principle, the DPA could also prohibit dis-
closing data referring to other individuals
alongside one’s own personal data (e.g. Sec.

88 (b)).

b. Disclosure Obligations

Identification obligations and prohibition of anonym-
ity; tax and other control.

Corresponding to prohibitions on the disclo-
sure of personal data are situations where per-
sonal data must be provided by a data subject.
The Constitution itself contains, in Sec. 41 (j),
the obligation to declare one’s income hon-
estly. Ancillary to this is Sec. 27 of the Reve-
nue Administration Act 2016, whereby per-
sons “(...) shall maintain, within the country,
necessary records (a) to provide information
in respect of documents to be filed (...) under
a tax law [and] (b) to enable an accurate de-
termination of tax payable under a tax law
(.)".

As another example, Sec. 38 of the National
Identity Register Act 2008 allows the relevant
authority to require a person to provide infor-
mation in the context of the information to
be recorded in the register established by the
Act, and Sec. 30 of the Anti-Money Launder-
ing Act 2020 prohibits anonymity for bank
account holders, while Sec. 36 of the same
Act obliges entities ot persons to provide the
Financial Intelligence Centre with relevant in-
formation for combatting money laundering.

c. Voluntary Disclosure/Voluntari-
ness

Protection in dependency and hierarchy contexts; ac-
cess to alternatives; prohibition of coupling; voluntary
commercialization of personal data; Incentives to data
disclosure and protection therefrom (protection of ad-
olescents; competition law; nudging); prerequisites for
consent; “privacy fatigue”; peer pressure (e.g.
WhatsApp).

The existence of the principle of data subject
participation in Sec. 17 (h) of the DPA im-

plies volition and individual participation in
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data processing is important. This is ex-
pressed in Sec. 20 (1) DPA, which sets for-
ward the “prior consent of the data subject”
as an important basis for processing of per-
sonal data, with all other categories structur-
ally falling into the “other” category. Sec. 23
DPA states that “a data controller who col-
lects data shall take the necessary steps to en-
sure that the data subject is aware of the pur-
pose for the collection of the data”. The Gha-
naian DPA thus has at its heart the “classical”
notice-and-consent model.”’ Other specific
provisions concerning nudging etc. are not to
be found.

Competition Law is not even relevant as an
instrument in this context as Ghana has no
proper competition legislation” The Protec-
tion Against Unfair Competition Act 2000
deals with damaging reputations, but not
market concentration and other unfair acts
typically regulated by such laws.

2. Recipient Obligations

a. Requirements for Personal Data
Reception

Information; requirements concerning content and
formalities; warnings; notifications; assurances.
Under the definition of processing in Sec. 96
DPA, whereby processing includes both
“collection” (a) and “disclosure” (c), recep-
tion of personal data requires recipients to
follow the general obligations of Sec. 18 and
require either prior consent of the data sub-
ject, Sec. 20 (1), or must fulfil another basis
for processing under Sec. 20 (1) (a) to (e).
Sec. 21 (1) of the DPA states that, in general,
personal data shall be collected “directly from
the data subject”, enumerating certain excep-
tions in subsection (2). Sections 23 and 27
contain certain obligations to inform the data
subjects prior to “collection”. As stated eat-
lier, Sec. 23 DPA requires data controllers to
make the data subjects aware of the purposes

70 Speaking of a “crisis of the traditional data protec-
tion framework” already in 2014: Alessandro Man-
telero, “The Future of Consumer Data Protection in
the EU Rethinking the 'Notice and Consent' Paradigm
in the New Era of Predictive Analytics’, p.
16 (SSRN, 23 November  2014)  <https://pa-
pets.sstn.com/sol3/papers.cfmrab-
stract_id=2529245> accessed 21 January 2022.

of processing. Additionally, Sec. 27 requires
the data controller to make sure the data sub-
jects are aware of certain facts, such as the
“nature of the data being collected” (a) but
also formalities such as “the name and ad-
dress of the person responsible for collec-
tion” (b), znter alia.

b. (Procedural) Obligations Concern-
ing Received Personal Data

Purpose dedication/limitation; technological and or-
ganizational measures; data security; deletion and re-

tention; further transmission and limitations thereto,
also concerning transmission abroad.

Principles dealing with the handling of re-
ceived personal data in the DPA are found in
Sec. 17 (c) as the principle of “specification of
purpose” and in Sec. 17 (d) as the principle of
“compatibility of further processing with pur-
pose of collection”. Sec. 19 DPA states that
“personal data may only be processed if the
purpose for which it is to be processed, is
necessary, relevant and not excessive”. The
arising purpose limitation obligation is reiter-
ated in Sec. 22, whereby data shall be col-
lected for a specific, explicitly defined and
lawful purpose. The obligations of Sec. 18 (1)
DPA of processing personal data without in-
fringing privacy rights (a), lawful (b) and rea-
sonable (c) processing must also be respected.
Sec. 26 of the DPA deals with “Quality of In-
formation”, creating an obligation to “ensure
that the data is complete, accurate and up to
date”. Sec. 28 DPA requires data controllers
take steps to ensure security of personal data,
with subsection (2) requiring some measure
of organizational prognosis concerning risks.
Sec. 30 expands the obligation in case of pro-
cessing by a data processor,” requiting the
data controller to ensure compliance of the
data processor with the DPA, thereby cover-
ing this variant of further transmission.

Deletion and Retention of received personal
data is extensively dealt with in Sec. 24 DPA

Esther Koomson, ‘Developing without a Competi-
tion Legislation: An Analysis of Competition Law in
Ghana and Its Impact on Competition and Develop-
ment’, p. 7 (SSRN, 08 September 2021) <https://pa-
pets.sstn.com/sol3/papers.cfm?ab-
stract_id=3903953> accessed 21 January 2022.

72 See supra Section C 11 3 for the definition.
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which links retention to the period necessary
to achieve the purpose in subsection (1),
naming exceptions, e.g. (1) (c) retention by
virtue of contract. Subsection (5) deals with
subsequent deletion, which can also be
achieved by de-identification. Subsection (6)
specifies that deletion must be “done in a
manner that prevents its reconstruction in an
intelligible form™.”

Limitation to further transmission can be in
conflict with Sec. 21 (1) of the DPA, whereby
data must, in general, be collected directly
from the data subject.” Exceptions to this
rule are found in subsection (2), with cases of
further transmission possible especially under
(d), “not likely to prejudice a legitimate inter-
est of the data subject”, (e) (vi), “for the pro-
tection of the interests of a responsible or
third party to whom the information is sup-
plied”, and (g), “compliance [with the direct
collection requirement| is not reasonably
practicable”.

Further transmission can also be subject to
Sec. 25 DPA, which sets forth requirements
for “further processing” in general and which
includes mostly similar options to situations
of collection not directly from the data sub-
ject. Sec. 25 (3) (f) DPA, however, stating that
“further processing of data is considered to
be compatible with the purpose of collection
where (...) the further processing of the data
is in accordance with this Act”, raises many
questions, such as whether further transmis-
sion could always be possible in case of (just)
general recipient compliance with the DPA
overall.

With respect to international transmission,
sec. 30 (4) especially requires that “the data
controller shall ensure that the data processor
complies with the relevant laws of [Ghana]”
but does not apply to further transmission to
recipients not considered such data proces-
sors. In general, however, sec. 45 (c) states the
DPA is applicable to processing “in respect
of information” which originates partly or

73 Interestingly, Subsection (6) requires this explicitly
for “destruction and deletion”, but not for de-identifi-
cation, which is also an option in Subsection (5), leav-
ing open the question of the degree of de-identification
considered sufficient.

74This is an obligation for the further recipient, not for
the party transmitting the data.

wholly from [Ghana]”, thus requiring DPA
compliance by foreign recipients.

3. Disclosure by Discloser

a. Transparency and Entitlement to
Information

Sections 27 (2) and (3) of the DPA deal with
general informational requirements (“shall
ensure that the data subject is aware”, which
could be interpreted to mean either an active
notification requirement or the making avail-
able of the information, e.g. in a privacy pol-
icy), listing a catalogue of information to be
provided. Transparency to some extent is also
provided through the publicity of the Register
(of registered data controllers) as mandated in
sec. 54.

Entitlement to information in the sense of ac-
cess rights is contained in sec. 32 DPA,”
which requires the data controller to “con-
firm at reasonable cost to the data subject
whether or not the data controller holds per-
sonal data about that data subject” (1) (a), and
to describe said data (1) (b), and, more exten-
sively as a “right of access” in Sec. 35 DPA.
Sec. 36 provides special rules for such access
requests regarding credit reporting by a credit
bureau under the Credit Reporting Act 2007.
Furthermore, an active notification require-
ment exists in Sec, 41 (2) (a) DPA in case of
“automated-decision-taking”.

Informational requirements as a prerequisite
for valid consent, as common in data protec-
tion legislation internationally, are not in-
cluded explicitly in the DPA, with sec. 94 (1)
(b) leaving the conditions for validity of con-
sent open to regulation by the Minister of
Communications.

Transparency provisions versus government
and public institutions are contained in the
Right to Information Act 2019, which estab-
lishes (sec. 1) a right of persons to infor-
mation without need to give a reason and can

75 Note the use of “information” instead of “data”.

76 It is not entitely clear whether sec. 32 DPA contains
its own catalogue of rights or merely enumerates the
rights elaborated elsewhere in greater detail. See 7nfra
Section C IIT 3 d.
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have relevance in parallel to DPA transpar-
ency rights and obligations.

b. Co-Determination and Co-Deci-
sion Concerning Data Use

Restrictions for use; permission requirements; revoca-
tion of consent; contestation and objection; special
rules for international contexts; technical requirements
for the act of permission/consent.

The principle of “data subject participation”
in sec. 17 (h) of the DPA implies that the Act
aims to give data subjects possibilities to in-
fluence acts of processing of their personal
data.

Central for the enabling of co-determination
for the use of data is the standard consent re-
quirement in Sec. 20 (1) DPA,” with the
wording supporting the perspective of a du-
ality between consent on one side and all
other bases for processing on the other.
Combined with purpose limitation obliga-
tions, this is designed to afford data subjects
some degree of agency over data use. Some
other mentions of consent in the DPA are
contained in sec. 21 (2) (c) (collection not di-
rectly from the data subject), sec. 24 (1) (d)
(retention of personal data), sec. 25 (3) (a)
(further processing of personal data), and sec.
35 (4) (disclosure of multi-referential data
within right of access).

As mentioned above,” the details of consent
are left open for regulation, with such regula-
tion not having been passed. While such
could theoretically be established in said reg-
ulations, there exists no general right to re-
voke consent in the text of the DPA, limiting
co-determination to specifically mentioned
rights.” These include the right to prevent
processing “for a specified purpose or in a
specified manner, personal data which causes
or is likely to cause unwarranted damage or
distress to the individual”, thereby requiring
additional (potentially harmful) circum-
stances.

77 And in sec. 37 (2) (b) DPA when dealing with special
personal data.

8 Supra Section C 111 3 a.
7 Ibid.

80 Note that the legal text remains unclear as to
whether the data subject may request one of the two

The right to “correction of personal data” in
sec. 33 also gives some control to the data
subject. The title of the section is somewhat
misleading, as sec. 33 (1) (a) includes a request
to “correct or delete” certain faulty data and
could be construed to give more control over
the keeping of data.”

Specific rights giving more control to data
subjects are afforded in sec. 40 concerning di-
rect marketing and sec. 41 concerning auto-
mated decision-taking. Sec. 42 deals with data
subject rights when dealing with exempt
manual data.”'

c. Revocation

Data portability; deletion; ,,right to be forgotten / to
forget”.

As mentioned above, there exists no general
right to revoke consent or to stop processing,
with such rights being restricted to situations
where data is in some way faulty or in certain
contexts such as direct marketing (sec. 40 (2)
DPA).

Sec. 24 DPA deals with the particularities of
deletion and retention: subsection (1) states
that generally, “a data controller who records
personal data shall not retain the personal
data for a period longer than is necessary to
achieve the purpose for which the data was
collected and processed (...)”. Further stor-
age however after achieving the purpose is
possible in case it is required by law, where
retention is reasonably necessary, by virtue of
a contract or in case of consent (subsection
(1)). An exemption to this exists in subsection
(2) for historical, statistical and research pur-
poses.”

Linked to sec. 24 DPA however is the right
in sec. 33 (1) (b) DPA, whereby the data sub-
ject has the right to obtain from the data con-
troller deletion of personal data retained with-
out authority to do so.

variants or whether the decision to correct or delete
can be taken by the responsible data controller.

81 For definition, see supra Section C 11 1.

82This wording would not be required in case the orig-
inal purpose of collection is linked to historical, statis-
tical or research purposes and thus likely allows such
retention in situations where data was not originally
collected for these purposes.
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A general right to be forgotten apparently
does not exist in Ghanaian law.”

d. Procedural Aspects

Costs for and effectivity of the rights of the affected
persons; consumer accessibility.

Mention of the cost aspect of data subject
rights can only be found in sec. 32 (1) (a),
which uses the wording of “confirm at rea-
sonable cost to the data subject whether or
not the data controller holds personal data
about that data subject”. This leaves open the
question of whether one can deduce from
this that other access rights are to be provided
at no cost or whether they may be provided
for a cost not necessarily “reasonable”. Sec 32
(2) (b), with “after the payment of the pre-
scribed fee, if any” implies fees can generally
be taken for requests, leading to the question
of the scope of sec. 32. While titled “Access
to personal information” not directly citing
the other sections, it could be understood to
enumerate in (1) (a) to (c) rights found in sec-
tions 33 and 35, in which case one could ar-
gue that “payment of the prescribed fee” is a
more general feature. In addition to the fact
that there is no explicit prohibition of such
fees, it is likely fees can be taken for exercise
of data subject rights, creating a barrier to ac-
cessibility.

4. Enforcement

a. Damages and Compensation

Material and immaterial damages; reparations; profit
forfeiture; punitive damages.

Sec. 43 (1) of the DPA states that “where an
individual suffers damage or distress through
the contravention by a data controller of the

83 See this Ghanaian news article from 2019 discussing
the Google Spain case stating (at the end) that “[cJoun-
tries like Ghana, in considering how to deal with it,
must consider its pros and cons (...)”:

Kwami  Ahiabenu, ‘The right to be forgot-
ten’ (graphi.com.gh, 14 November 2019)
<https://www.graphic.com.gh/features/ fea-

tures/ the-tight-to-be-forgotten. html> accessed 21
January 2022.

84 Melisa Amarteifio, Isaac Aburum Lartey and Sam
Okudzeto, ‘Litigation and enforcement in Ghana:
overview’ (Thomson Reuters Practical Law, 01 May 2021)

requirements of this Act, that individual is en-
titled to compensation from the data control-
ler for the damage or distress”. While no ex-
plicit reference to damages is made elsewhere
in the DPA, the provision is quite broad, thus
allowing for damages in case of any violation
of the DPA by a data controller. While both
compensatory and punitive damages can gen-
erally be sought in Ghanaian courts,* the sec-
tion clearly uses the wording “compensa-
tion”, thus implying punitive damages are not
relevant in this context.

However, there exist some relevant norms
creating exceptions for the possibility to ob-
tain compensation, such as sec. 18 Whistle-
blower Act 2006 (protection against civil and
criminal liability for whistleblowers) and sec.
44 Anti-Money Laundering Act 2020 (protec-
tion against civil or criminal liability for re-
sponsible parties when gathering information
in the context of combatting money launder-

ing).

b. Procedural Aspects

“Threshold” for accessibility; right to initiation; bur-
den of proof; dispute value; “small claims”; alternative
dispute resolution; rights to bting/press chatges; “ra-
tional apathy”.

Suing for damages occurs through the stand-
ard court system by the rules of civil proce-
dure, the burden of proof being the prepon-
derance of probabilities. The DPA or ancil-
lary provisions do not provide for consumer-
specific rules on accessibility. However, fees
are usually awarded to the winner, with the
losing party being made to pay costs.*”” Alter-
native Dispute Resolution is another possibil-
ity — however, it is unclear as to whether it is
practically relevant, especially in data protec-
tion contexts.*

<https:/ /uk.practicallaw.thomsonreuters.com/0-619-
2168rtransitionType=Default&contextData=(sc.De-
fault)&firstPage=true> accessed 21 January 2022.

8 Godwin Mensah Sackey, Papa Owusu-Ankomah,
Kwesi Owusu-Ankomah and Felix Opoku Amank-
wah, ‘Ghana: Litigation & Dispute Resolutions
2021 (International Comparative 1.egal Guides, 15 Febru-
ary 2021) <https://iclg.com/practice-areas/litigation-
and-dispute-resolution-laws-and-regula-

tions/ghana> accessed 21 January 2022.

86 Melisa Amarteifio, Isaac Aburum Lartey and Sam
Okudzeto, ‘Litigation and enforcement in Ghana:
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Additionally, an individual can put forth a
complaint to the Data Protection Commis-
sion, which, under sec. 3 (c) DPA has as one
of its aims to “investigate any complaint un-
der this act and determine it in the manner
the Commission considers fair”. Aside from
this, sections 40 (1), 41 (5), 42 (3) and 44 DPA
explicitly provide for action of the Commis-
sion on complaint of a person.

When dealing with government institutions,
individuals can also file a complaint with the
Commission on Human Rights and Adminis-
trative Justice, which may then investigate
these.”

IV. Objective Legal Obligations of
the Recipient

1. Duties Concerning Received Data

a. Dependence on Authorization

Of business models, processing vatiants, terms and
conditions.

Sec. 27 (1) and Sec. 46 (3) require DPA data
controllers who intend to process personal
data to register with the Data Protection
Commission, with sec. 47 describing the par-
ticular information to be provided for such.
Applications for registration may be granted
or refused by the Data Protection Commis-
sion, sec. 48 and 49 DPA. This is however not
a registration requirement for every new act
of processing, but must (simply) be renewed
every two years, sec. 50 DPA.* Processing of
personal data without being registered is pro-
hibited, sec. 53, and considered an offence,

overview’ (Thomson Reuters Practical Law, 01 May 2021)
<https:/ /uk.practicallaw.thomsonreuters.com/0-619-
2168?transitionType=Default&contextData=(sc.De-
fault)&firstPage=true> accessed 21 January 2022.

87 See Commission on Human Rights and Administra-
tive justice, ‘Administrative Justice Man-
date’ (Chrajgongh)<https:/ /chraj.gov.gh/administra-
tive-justice-mandate/> accessed 21 January 2022.

8 See also the published register (section 54 DPA)
available at Data Protection Commission, ‘Data Pro-
tection Commission’  (Data  Protection — Compmis-
sion) <https:/ /dataprotection.org.gh/> accessed 21
January 2022.

sec. 56 DPA. In practice, however, not all
data controllers are properly registered, lead-
ing to significant discrepancy between the in-
tended and actual situation®” and to the Data
Protection Commission announcing an am-
nesty for unregistered businesses between 1
October 2020 and 31 March 2021.” Registra-
tion is important as a key measure for the fi-
nancing of the Data Protection Commis-
sion.”

b. Notification

Of business models and business activity; of pro-
cessing actlvlty.

Notification of processing activity occurs via
the system of registration as discussed
above.” Sec. 55 DPA in this context includes
the obligation to notify the Data Protection
Commission of changes in the information
contained in the registration.

Notification obligations of data processors
can arise from sec. 31 DPA, which deals with
“Notification of security compromises”, i.e.
breach notification, whereby when “there are
reasonable grounds to believe that the per-
sonal data of a data subject has been accessed
or acquired by an unauthorized person”, the
data controller has to notify the Data Protec-
tion Commission and the data subject of this
fact.

c. Documentation

Accountability.
While accountability is listed as the first prin-
ciple in sec. 17 (a) DPA, there exist no

8 See Ghanaian German FEconomic Associa-
tion, ‘Data Controllers granted 6-month relief to regu-
latize their operations’ (H#p:/ /ggeanet, 12 October
2020) <http://ggea.net/news/data-controllers-
granted-6-month-relief-to-regularize-their-opera-
tions/> accessed 21 January 2022. The article states
that while there are 60,000 incorporated businesses in

Ghana, only 2,000 data controllers were registered un-
der the DPA.

9% See Data Protection Commission, ‘Data Protection
Commission’ (Data Protection Commis-
sion) <https:/ /dataprotection.org.gh/> accessed 21
January 2022.

o1 Interview with Executive Director Adusei-Poku (n
8): “(...) this is how we fund the commission (...)”,
minute 25 onwards.

92 Supra Section CIV 1 a.
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overarching rules for keeping of records or
documentation in the DPA.

In order to be able to comply with the DPA,
especially concerning data subjects’ rights, a
certain amount of documentation is impera-
tive. For example, allowing for the right to ac-
cess personal information (sections 32 (1) (a)
and 35 DPA) is only possible when data is
structured in a way that allows for identifica-
tion of all data held about a certain data sub-
ject. Thus, de facto documentation obligations
arise from the general need for compliance
with the DPA.

An obligation related to documentation can
also be seen in Sec. 33 (3) DPA, which states
that “where the data controller and the data
subject are unable to reach an agreement and
if the data subject makes a request, the data
controller shall attach to the record an indica-
tion that a request for the data has been made
but has not been complied with”.

D. Processing Requirements

Prohibition subject to permission; balancing of inter-
ests; restrictions for terms and conditions; business
practices; APIs/interfaces for third parties.

Central requirements for processing are the
observance of the principles named in sec. 17
and the compliance with sec. 20 DPA. The
latter provision contains, as is evident by its
wording (“shall not [...] unless”) a general
prohibition on the processing of personal
data, subject to either consent or the applica-
bility of one of the bases for processing enu-
merated in subsection (1). Bases other than
consent are the necessity of processing for
purpose of a contract (a), when authorized or
required by law (b) or merely for the “proper
performance of a statutory duty” (d), and ex-
istence of a legitimate interest, either from the
perspective of the data subject (c), or the data
controller or a third party (e).

All processing of personal data must, in order
to be permitted under the DPA, fall under

9 See also, in this seties, the Country Reports on the
EU/Getrmany and the United States of America.

% And without registration with the Data Protection
Commission, sec. 53 DPA, see supra Section CIV 1 a
and b.

% Seemingly equivalent to the prohibition on “cou-
pling” in other international data protection legislation.

one of these variants. Potentially problematic
is the omission of a definition or further ex-
planation of the term “legitimate interest” in
the entire DPA. However, as the term is a sta-
ple in data protection legislation around the
world” one can assume some sort of balanc-
ing exercise must take place. Otherwise, pro-
cessing requirements are structured around
conformity with the purpose of collection,
sec. 22.

e. Prohibitions and Obligations

Prohibition of processing variants (e.g. profiling);
criminal prohibitions; restrictions under competition
regulations; prohibition of abuses (of power/market
power); Further transmission to third parties, espe-
cially governmental bodies; elicitation from abroad.

Aside from the prohibition of processing out-
side of the range of sec. 20, processing of spe-
cial personal data is generally prohibited and
permissible only under stricter requirements
as per sec. 37 DPA.™

There exist a few other specific prohibitions,
most strikingly the prohibition of the sale and
purchase of personal data in sections 88 and
89 DPA. Others include prohibitions of con-
ditional requests™ for records”™ in sec. 82 and
of demanding health records in sec. 83 DPA.
Automated decision-taking significantly af-
fecting an individual is prohibited only subse-
quent to a request by that individual, sec. 41
DPA.

2. Monitoring

a. Recipients Self-Monitoring

Self-restrictions; compliance mechanisms; internal re-
sponsibilities (company privacy officers; ombudsper-
sons).

While recipients (data processors) are re-
quired to comply with the provisions of the
DPA, there is little guidance to setting up
monitoring or compliance system in the Act,
an exception being Sec. 28 DPA, which deals

% These two sections are in the section titled “Records
obtained under data subject’s rights of access”, imply-
ing applicability only to such records accessed via these
rights. However, the general term of “records” is not
defined in the DPA, and the wording itself gives no
hint, leaving the sections open for broad interpreta-
tion.
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with taking steps to ensure the integrity of
personal data (“Security measures”).
Furthermore, the Act provides for the ap-
pointment of a “data protection supervisor”
ot “data supervisor”,” defined in sec. 93
DPA as “a professional appointed by a data
controller in accordance with section 58 to
monitor the compliance by the data control-
ler in accordance with the provisions of the
Act”. Appointment is not mandatory (“may
appoint”). The data supervisor must be “cer-
tified and qualified” (sec. 58 (1)) and “is re-
sponsible for the monitoring of the data con-
troller’s compliance with the provisions of
this Act”. Criteria for qualification are to be
provided by the Data Protection Commis-
sion, sec. 58 (6) DPA.” The government, as
per sec. 91 (3) DPA, is required to designate
an officer as data supervisor (“shall”).

b. Regulated Self-Regulation

Sectoral and industry associations.

There seem to be no Ghana-specific industry
codes of conduct or similar at the moment
concerning data protection. However, sec. 28
(3) DPA explicitly states that “data control-
lers shall observe (a) generally accepted infor-
mation security practices and procedure, and
(b) specific industry or professional rules and
regulations”. This could therefore be inter-
preted to include internationally accepted
standards.

97 Terminology is inconsistent. Context indicates these
two are the same.

98 See Data Protection Commission, ‘Data Protection
Commission’ (Data Protection Commis-
sion) <https:/ /dataprotection.org.gh/whatwedo/ac-
creditation-certification™> accessed 21 January 2022.

9 See Ministry of Communications, ‘Data Protection
Commission’ (Ministry of Communications)
<https://www.moc.gov.gh/agencies/data-protec-
tion-commission-dpc> accessed 21 January 2022.

100 See supra Section B 111

101 See Ghana Police Service, ‘Director - General Legal
and Prosecutions’ (Ghana Police Service) <https://po-
lice.gov.gh/en/index.php/legal-prosecution/> ac-
cessed 21 January 2022.

c. Supervisory Authorities

Data protection authorities; competition authorities;
economic oversight authorities.

The relevant authority for data protection in
Ghana is the Data Protection Commission,
established in sec. 1 (1) of the DPA and or-
ganizationally part of the Ministry of Com-
munications of Ghana.” A description of its
responsibilities are set out in section 3 DPA,
these being ensuring compliance with the Act
and maintaining the register. Other govern-
ment bodies are not particularly relevant to
data protection regulation, but some bodies
exist in areas with points of contact with data
protection.'”

d. (Specific) Criminal Prosecution
Specific prosecutors for informational crimes; (situa-
tional/special) investigators.

While the DPA contains some criminal pro-
visions, it does not grant special powers of
prosecution to the Data Protection Commis-
sion. Generally, prosecution is the domain of
the Attorney General’s Department.'"” Other
special agencies involved in combating infor-
mation-related crimes'” include the Financial
Intelligence Centre (money laundering)'”, the
Cyber Security Authority'” and the Eco-
nomic and Organized Crime Office estab-
lished by the Economic and Organised Crime
Office Act 2010, which can also investigate
and prosecute cybercrimes (sec. 3 (a) (iv) of
the Economic and Organised Crime Office
Act).'”

102 For more information on action against cybercrime
in Ghana, see Council of Europe, ‘Cybercrime poli-
cies/strategies’ (Council of Eu-
rope) <https:/ /www.coe.int/en/web/octopus/-
/ghana> accessed 21 January 2022.

103 See Financial Intelligence Centre, ‘Republic of
Ghana’ (Financial Intelligence Cen-
#re) <https:/ /fic.gov.gh> accessed 21 January 2022.

104 See Cyber Security Authority, ‘About Us’ (Cyber Se-
curity  Authority)  <https:/ /www.csa.gov.gh/about-
us.php> accessed 24 January 2022.

105 Parliament of the Republic of Ghana, ‘Economic
and Organised Crime Act, 2010’ (Minzstry of the Inte-
rior, 06 September
2010) <https://www.mint.gov.gh/wp-content/up-
loads/2017/06/EOCO-Act-804.pdf> accessed 21
January 2022.
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e. Procedural Aspects

Investigation powers; equipment of controlling insti-
tutions.

The DPA itself does not deal with the inves-
tigation phase of the Data Protection Com-
mission, other than the inclusion of the obli-
gation to “investigate any complaint” under
sec. 3 (c). This is in stark contrast to the also
information-related Anti-Money Laundering
Act 2020 and the Cybersecurity Act 2020,
which go into detail on the investigatory pow-
ers of the responsible enforcement agencies.

3. Enforcement

a. Intervention Concerning Data Pro-
cessing

Restriction and prohibition of data processing.

The Data Protection Commission is given
several possibilities to intervene in data pro-
cessing situations by the DPA. Some of these
concern intervention in situations where data
controllers insufficiently respect data subject
rights: for example, in case of non-compli-
ance with data subject access requests, the
Commission can order a data controller to
comply, sec. 35 (11) DPA, with other exam-
ples being sec. 39 (3) concerning the right to
prevent processing, sec. 41 (5) concerning the
right not to be subjected to fully automated
decisions and sec. 42 (3) for the data subjects
rights against data controllers holding exempt
manual data.

With regard to violations of the DPA in gen-
eral, the Data Protection Commission can
make a determination in writing of such vio-
lation (sec. 78 DPA) and issue an enforce-
ment notice (sec. 75 DPA), noncompliance
of which is an offense under sec. 80 DPA.

b. Intervention Concerning Business
Models

Competition and economic authorities; government
monopolies.

106 Hsther Koomson, ‘Developing without a Competi-
tion Legislation: An Analysis of Competition Law in
Ghana and Its Impact on Competition and Develop-
ment’ (SSRN, 08 September 2021)

While Ghana has the Protection Against Un-
fair Competition Act 2000, this Act comes
nowhere near modern competition law
frameworks and is thus ill-equipped to deal
with the challenges of regulating modern
data-oriented business models.'"”® There exist,
however, some business model-related intet-
vention capabilities with impact on data pro-
tection regulation, such as in Sec. 11 (2) of the
Credit Reporting Act 2007, whereby authori-
ties may suspend the license of a credit bu-
reau in case of data protection violations.

c. Sanctions for Data Processors
Prohibition orders concerning business activities;
company sanctions; revenue-based sanctions.
Potential penalties concerning violations of
the act can arise especially from sec. 80 DPA
in case of noncompliance with enforcement
notices of the Data Protection Commission,
but also the various other offences (sections
47, 56, 57, 80, 88, and 89 DPA), violation of
ancillary regulations (sec. 94 DPA) and the
“General penalty” in sec. 95, which acts as a
catch-all rule. One should note that adminis-
trative sanctions are not a feature of the DPA.
Rather, all penalties are of criminal nature,
with all but sec. 94 DPA also allowing for im-
prisonment as a penalty.

In this context, it should be noted that the
Data Protection Commission can not apply
fines on its own, but most go through the
court system. In a recent interview, the Exec-
utive Director of the Commission, Patricia
Adusei-Poku, acknowledged this as a hurdle
for enforcement and as ineffective, but noted
that work was going ahead for fast-track pro-
ceedings."” Most “enforcement” currently
takes place not through fines, but via collab-
orative guidance and training.'"”

Due to the potential reputational losses, a de
facto sanction can also be seen in Sec. 31 (8)
DPA, whereby the Data Protection Commis-
sion can direct the data controller to publicize
the occurrence of security incidents.

<https://papets.sstn.com/sol3/papers.cfmrab-
stract_id=3903953> accessed 21 January 2022.

107 Interview with Executive Director Adusei-Poku (n
8), minute 49 onwards.

108 Thid.
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d. Sanctions for Individual Actors
Directors’ liability; individual criminal sanctions.

As penalty provisions in the DPA largely use
the term of “person” (rather than, for exam-
ple, “data processor”) in their wording and
with respect to the criminal nature of the pro-
visions, one should assume that all penalties
are equally applicable to the individual (natu-
ral) persons who have committed the respec-
tive offence.'”

In corporate contexts, directors could also be
liable for violations under sec. 199 et seq. of
the Companies Act 2019.""

e. Procedural Aspects

Priority of data regulation enforcement; equipment of
enforcers; shaming impact of breaches.

Low awareness of data protection issues in
general'"" in Ghana corresponds to immense

109 Refer to supra Section C IV 3 c.

110 Parliament of the Republic of Ghana, ‘Companies
Act, 2019 (Act 992) (Registrar-General’s Department, 02
August 2019)
<https://rgd.gov.gh/docs/Act%20992.pdf> ac-
cessed 21 January 2022.

11 See Eric Agyei-Bekoe, ‘Empirical Investigation of
the Role of Privacy and Data Protection in the

difficulties in the handling of data protection
from the regulatory side, especially with re-
spect to the registration obligation set forth
under the DPA."* While numbers on en-
forcement are not available, it would come as
no surprise that recipients of personal data
who have not even fulfilled the quite simple
task of registration are not particularly com-
pliant with the more complex concepts of the
DPA. Additionally, it should be noted that
the Data Protection Commission currently
consists of only 5 full time employees, 15
contractors, assisted by university students
and volunteers, a low number for an institu-
tion responsible for enforcement in an entire
country.'” Furthermore, it is especially diffi-
cult for the Commission to find qualified per-
sons as employees, with most needing on the
job training.'"*

Implementation of Electronic Government in
Ghana’ (De Montfort Open Research Archive, September
2013) <https://dora.dmu.ac.uk/han-
dle/2086/11150> accessed 21 January 2022.

112 See Section CIV 1 a.

113 Interview with Executive Director Adusei-Poku (n
8), minute 22 onwards.

114 Tbid., minute 42 onwards.
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