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l. Introduction:
The Research Project

“Data is one of the main drivers of innovation
in the 21st century. But at the same time, the
constantly evolving possibilities for data pro-
cessing keep bringing about novel threat sce-
narios. This has prompted us to investigate —
in a concerted approach — the underlying per-
sonal decision-making processes, cultural in-
fluences and legal protection mechanisms.””
Against this background, the overarching
goals of our interdisciplinary project on data
disclosure are

(1) to uncover cultural and regulatory influ-
ences on people’s decisions about whether
and how to disclose personal data and

(2) to integrate these findings into a model of
the personal data disclosure process.

We have selected the following eight countries
for our study: Brazil, China, Germany, Ghana,
Japan, Russia, Switzerland, and the United
States. These countries represent a variety of
legal systems and cultural contexts that make
it possible to identify culture-specific and
cross-cultural trends that can affect people’s
willingness to share (WTS) data. These aspects
are considered to be particularly relevant in
transnational contexts of data disclosure, in
which we are interested in our project as well.

In what follows, first of all a literature review
will give an overview of the research field, be-
fore we extract parameters for the investiga-
tion of the cultural preconditions of infor-
mation governance for our project.

Il. Influences on Data Disclosure
Decisions: The Research Context

Buchwald et al. (2017) define the self-disclo-
sure of data as “the action of uncovering pet-
sonal information, such as locations or activi-
ties.” Communication privacy management
theory (CPM) states that, prior to disclosing,

3 Moritz Hennemann in an interview with Katrina Jor-
dan (2021) for the Digital Research Magazine of the
University of Passau.

“people face a conflict between privacy and
disclosure while determining whether to re-
veal private data and information or not”
(Buchwald et al. 2017). In the context of our
project, informational privacy can be defined
“as the claim of an individual to determine
what information about himself or herself
should be known to others” (Westin 2003, p.
431) and as the demand to be protected from
unwanted access to personal data (Rossler
2001, p. 25). This includes “when such infor-
mation will be obtained and what uses will be
made of it by others. [...] When a privacy
claim is recognized in law or social conven-
tion, we can speak of ‘privacy rights™” (Westin
2003).

Various (meta) studies in the context of pri-
vacy, data protection and data disclosure in
different settings — often in online environ-
ments pertaining to the use of online services
and social network sites (SNSs) — so far have
identified and investigated a number of varia-
bles that (potentially) can have an influence on
an individual’s data disclosure decision. Bauer,
Schiffinger (2015) for example describe the
“scope of the investigated variables” as “tre-
mendous” and list as examples, by no means
exhaustively, what can be categorized as per-
sonality traits (e.g. anxiety) (cf. also e.g. Rob-
inson 2018, Zhang et al. 2021), socio-demo-
graphic factors like age (cf. e.g. Anaraky et al.
2021), gender and education (cf. e.g. Trepte,
Masur 2017, Herbert et al. 2020), as well as
benefits (e.g. rewards), trust, anonymity and
system design. What has sometimes been
summarized as contextual factors has become
more and more the focus of research (cf. e.g.
Anderson, Agarwal 2011, Yun et al. 2019, p.
571, Ackermann et al. 2021), and these are
what we are mostly interested in in the cultural
part of our project.



1. Privacy Concerns, Risks and
Benefits of Data Disclosure

Variables that have featured prominently in
this line of research on data disclosure are, first
of all, privacy concerns as well as benefits and
risks associated with data disclosure. This fo-
cus can be traced back to social exchange the-
ory that “postulates that users’ willingness to
disclose personal information is based on their
assessments of the costs, risks, and benefits”
(Bauer, Schiffinger 2015). Privacy concerns
can be described as comprising “individuals’
beliefs about the risks and potential negative
consequences associated with sharing infor-
mation” (Baruh et al. 2017, p. 27). They have
frequently been shown to correlate negatively
with the willingness to share data (cf. e.g. Son,
Kim 2008, Krasnova et al. 2010, Baruh et al.
2017, Gerber et al. 2018, Okazaki et al. 2020,
Tang, Wang 2021). However, this effect “is
unstable across contexts” (Grosso et al. 2020).
This can be attributed to the fact that privacy
concerns have often been constructed as a ra-
ther generic, stable and enduring concept (cf.
Smith et al. 1996, Malhotra et al. 2004, Acket-
mann et al. 2021). Westin’s Privacy Segmenta-
tion Index (cf. Westin 1991, Kumaraguru,
Cranor 2005), for example, clusters consum-

b

ers in “Fundamentalists,” “Pragmatics,” and

“Unconcerned.” Fundamentalists are de-
scribed as not trusting organizations with re-
gard to their personal data, being concerned
about the use of their data and appreciating
new data regulation legislation. To be able to
control their privacy is more important to
them than possible benefits of data disclosure.
Pragmatics calculate the benefits versus the
risks of sharing their personal data, take com-
panies’ efforts to protect their data into ac-
count, by which they can gain consumers’
trust, and they like to be able to choose if they
disclose data or not. The Unconcerned trust
organizations with their personal data, they do
not mind to disclose their data for benefits and
do not have a positive attitude towards new
data regulation legislation. This segmentation
is based on a survey that was conducted in the
United States. According to this approach,

people are expected to fit into one of these
categorties, and their (intended) data disclosure
behavior is supposed to be predictable based
on their categorization. However, “[p]revious
research has failed to establish a robust corre-
lation” in this respect (Woodruff et al. 2014, p.
1, cf. also Consolvo et al. 2005, King, Hoof-
nagle 2008, Malheiros et al. 2013), and the in-
dex has been criticized, among other things,
for assuming that people (always) make data
disclosure decisions based on highly informed
and rational deliberations and that the de-
scribed general attitudes lead to corresponding
disclosure behavior independent of the spe-
cific context (cf. Woodruff et al. 2014, p. 1).
However, privacy concerns and a general in-
terest in privacy issues do not always translate
into privacy protection measures and/or the
retention of data in concrete disclosure situa-
tions: This is known as the privacy paradox
(cf. Norberg et al. 2007). Particularly on the
internet, “many users show theoretical interest
in their privacy and maintain a positive atti-
tude towards privacy-protection behavior,
[...] [nowever,] this rarely translates into actual
protective behavior” (Barth, de Jong 2017; cf.
also Potzsch 2009, Joinson et al. 2010). In ad-
dition, individuals may indicate that they in-
tend to limit their sharing of personal data, but
“actual disclosure often significantly exceeds
intention” (Barth, de Jong 2017; cf. also Norb-
erg et al. 2007). It has thus to be taken into
account that individuals’ assessment in con-
crete data disclosure scenarios can vary, and
that their WTS personal data is not solely
guided by general, stable privacy concerns.
While privacy concerns have been conceived
as “an individual variable remaining generally
stable across contexts, decisions to disclose in-
formation are highly contextual — they are
shaped by the informational norms deemed
appropriate within the given context” (Grosso
et al. 2020, cf. also Martin 2020). Grosso et al.
(2020) deduce “that the relationship between
PCs [privacy concerns] and WSPI [the willing-
ness to share personal information] is more
complex than a simple negative one, and that
it can only be better understood by investigat-
ing the information flow’s context in detail.”
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Furthermore, “[...] the context delimits the
contours of the analysis within which the in-
formation flow’s appropriateness is assessed.
This appropriateness assessment depends on
the discloser’s perception of the informational
norms [...]. These norms can be explicitly ex-
pressed in rules or laws, or they can be implic-
itly embodied in ‘conventional’ behaviors”
(Grosso et al. 2020). Theoretically, this follows
Nissenbaum’s (2004, 2010, 2011, see also Mar-
tin, Nissenbaum 2016, Nissenbaum 2018)
concept of privacy as contextual integrity,
which has been suggested as a ‘solution’ to the
privacy paradox. From this conceptualization
of privacy follows an important distinction:
There is a difference between ““giving up’ pri-
vacy and giving up information” (Grosso et al.
2020, cf. Martin, Nissenbaum 2016). This
means that individuals sometimes do not have
the feeling that they concede parts of their pri-
vacy when they disclose data about them-
selves, as this sharing of information seems
appropriate to them in a certain context. Con-
sequently, privacy can generally be attributed a
high value and privacy concerns can be high,
while, at the same time, individuals do not hes-
itate to share personal data in a specific disclo-
sure context nevertheless (cf. Palmatier, Mar-
tin 2019, Grosso 2020). If we apply the con-
cept of privacy as contextual integrity to our
research topic, privacy concerns as an individ-
ual variable can be attributed a negative impact
on people’s WTS data. However, it can be as-
sumed that they vary in their manifestation
and, depending on the concrete context, may
not play a role at all. The concept of privacy
concerns has been further developed into the
privacy calculus (cf. Dinev, Hart 2006), which
takes into account a second factor that can in-
fluence data disclosure decisions: It does not
solely focus on the risks that individuals asso-
ciate with data disclosure but considers the
benefits as well. It is therefore seen as a more
adequate concept to explain why people dis-
close or withhold data (cf. Ackermann et al.
2021). Privacy benefits have sometimes been
categorized into “financial rewards (e.g. Hann
et al., 2007; Hui et al., 2006; Xu et al., 2009),
personalization benefits (Chellappa, Sin, 2005;

White, 2004) and social adjustment benefits
(Lu et al., 2004)” (Buchwald et al. 2017). Social
adjustment benefits can be defined as “the es-
tablishment of social identity by integrating
into desired social groups” (Lu et al. 2004, p.
572). They allow individuals to “fulfil their
need for affiliation” (Buchwald et al. 2017).
Benefits of data sharing can outweigh the risks
and lead to disclosure despite an individual’s
privacy concerns (cf. e.g. Barth, de Jong 2017).
Other authors, however, attribute greater in-
fluence to the perceived risks than to the per-
ceived benefits as an explanatory factor of
data disclosure decisions (cf. Keith et al. 2013,
Buchwald et al. 2017). Again, these different
results could be due to the different situational
contexts in which the data disclosure decisions
took place.

2. Online Privacy Literacy

A further explanation for the privacy paradox
that has been postulated and frequently re-
searched in relation to data disclosure is online
privacy literacy. In this line of reasoning, the
privacy paradox has been explained by users’
not yet having experienced privacy violations,
which may make them underestimate privacy
risks and cause a lax handling of their data (cf.
Baruh et al. 2017, p. 29, cf. also Dienlin,
Trepte 2015). Online privacy literacy usually
comprises declarative as well as procedural
knowledge: Declarative knowledge consists of
what an individual knows about the risks they
expose themselves to and about the rights they
have when they consider the disclosure of per-
sonal data. Procedural knowledge relates to in-
dividuals’ skills to protect their data (cf. Baruh
et al. 2017, p. 29, see also Trepte et al. 2015).
Baruh et al. (2017) establish a significant asso-
ciation between privacy concern and privacy
literacy: “Users with higher privacy literacy re-
ported higher concern for privacy” (Baruh et
al. 2017, p. 39). In line with this, other studies
have shown that low awareness of privacy is-
sues is connected to lower risk perception and
an increased willingness to share personal data
(cf. e.g. Cheng et al. 2021, Zhang et al. 2021).
Users with privacy concerns were also “more
likely to utilize privacy protective measures”
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(Baruh et al. 2017, p. 26). Other research,
however, has established a negative correla-
tion between privacy literacy and privacy con-
cerns, arguing that more literate users are bet-
ter in protecting their privacy by taking appro-
priate measures and will therefore have less
concerns about their privacy (cf. Turow, Hen-
nessy 2007, Baruh et al. 2017). Opposite re-
search outcomes might not least be due to the
fact that the parameter ‘online privacy literacy’
comprises quite different aspects, which its
subcategorization into declarative and proce-
dural knowledge already indicates. There are
not many studies so far which differentiate be-
tween the two and allow for well-founded
conclusions with regard to their respective im-
pact on data disclosure. Thus, Baruh et al.
(2017, p. 47) “recommend the inclusion of
measures that can differentiate between these
two types of literacies” in future studies. The
concept of online privacy literacy can even be
segmented into more than these two compo-
nents. Masur (2020, p. 260) has suggested

“an extended model of online privacy literacy
which includes three basic dimensions: 1) fac-
tual privacy knowledge, 2) privacy-related re-
flection ability, and 3) privacy and data protec-
tion skills, and theorizes an overarching di-
mension called critical privacy literacy.”

Masur (2020) thus adds a reflective compe-
tence to the declarative and procedural
knowledge about privacy protection.

3. Type of Data

Apart from privacy literacy, privacy concerns,
risks and benefits associated with data sharing,
the type of data has also proven to be of major
relevance for people’s disclosure decisions: As
a general tendency, it can be stated that the
more sensitive specific data (e.g. financial and
health data) are perceived by individuals, the
greater people’s privacy concerns and the
more they hesitate to share them (cf. e.g. Roe-
ber et al. 2015, Buchwald et al. 2017, Milne et
al. 2017, Lim et al. 2018, Marwick, Hargittai
2019, Mazurek, Malagocka 2019, Okazaki et
al. 2020, Ackermann et al. 2021, Anaraky et al.
2021). In their study that combines the

potential influence of the variables industry
sector, type of requested data, intended use of
data, type of compensation for shared data,
and granting of anonymity on data disclosure
decisions, Ackermann et al. (2021) discovered
that

“[tlhe more sensitive a particular type of data
is perceived, the less impact do other factors
have on corresponding WTS-decisions. In
other words, consumers will be very unlikely
to share private data that they perceive as very
sensitive, irrespective of what type of compen-
sation they are offered in return or the degree
of anonymity that is granted to them.”

At the same time, when data are

“not perceived as very sensitive, other factors,
such as what compensation is offered and
whether the data allow for personal identifica-
tion, for instance, will likely have a considera-
ble impact on individual decisions to share
these data” (Ackermann et al. 2021)

Ackermann et al. (2021) furthermore conclude
that data disclosure is more likely when there
is a “match between the core business a com-
pany is engaged in and the type of data that is
requested.”

4. Data Control

Perceived control over the use of personal
data has been identified as yet another influ-
ence on privacy concerns: The more control
people assume to have over the use of their
data, the less accentuated their privacy con-
cerns are and the more likely data disclosure
becomes, even if the personal data are per-
ceived as sensitive (cf. e.g. Brandimarte et al.
2013, Phelps et al. 2000, Ackermann et al
2021). Control over data can be enhanced by
giving people the option to delete their data
should they no longer feel comfortable with
their disclosure (cf. e.g. Roeber et al. 2015) and
by using anonymized data, i.e. data that cannot
be linked to an individual (cf. e.g. Hoffmann
et al. 1999, Ackermann et al. 2021). Acker-
mann et al. (2021) even identified the granting



of anonymity as “the most effective single fac-
tor for evoking WTS.”

5. Attitudes Towards Data Receiver

Research findings are relatively consistent that
attitudes towards potential data receivers also
influence people’s willingness to disclose data
considerably: Trust in a data receiver has a
positive influence on the willingness to share
data (cf. e.g. Mazurek, Malagocka 2019,
Grosso et al. 2020, Okazaki et al. 2020,
Anaraky et al. 2021, Urbonavicius et al. 2021).
Grosso et al. (2020) differentiate between trust
in a company and its personnel on a “micro-
level, and trust in a country at the macro-
level.” The latter is shown to have an indirect
positive impact on trust on the micro-level,
which has a positive effect on the WTS per-
sonal data.

6. Communication

Moreover, transparency in data receivers’
communication on the use of collected pet-
sonal data has been identified as an influential
factor that can enhance people’s willingness to
disclose personal data (cf. e.g. Mazurek,
Matagocka 2019). Certain communication
strategies, like e.g. message framing, i.e. accen-
tuating the positive (gain frame) or negative
consequences (loss frame) of data disclosure,
have also been identified as positive or nega-
tive influences on people’s WTS data (cf. e.g.
White et al. 2011, Zhang et al. 2021).

7. Internet Penetration

Furthermore, internet penetration has been
investigated as a potential significant factor in
relation to data disclosure (cf. e.g. Liang et al.
2017). It depended on the type of data, how-
ever, whether there was a positive or negative
correlation: “Users in societies with higher
penetration rate were more likely to keep their
accounts public and less likely to disclose geo-
location in tweets” (Liang et al. 2017, p. 1489).
Further studies are needed to investigate a
possible link between the degree of digitaliza-
tion in a society and people’s WTS data.

8. Cultural Dimensions

Studies have also explored possible links be-
tween general value orientations prevalent in
national cultures and people’s WTS personal
data. They have mostly used Hofstede’s (2001,
2019, 2022) cultural dimensions and investi-
gated different disclosure scenarios (cf. e.g.
Milberg et al. 2000, Bellman et al. 2004, Yun
etal. 2014, Liang et al. 2017, Trepte et al. 2017,
Baruh et al. 2017, Li et al. 2017, Okazaki et al.
2020). Most of the research has been done on
Hofstede’s traditional four dimensions: indi-
vidualism/collectivism, uncertainty avoid-
ance, power distance and masculinity, but the
later added dimensions indulgence/restraint
as well as long term versus short term norma-
tive orientation (also known as (short-term)
normative versus (long-term) pragmatic or
Monumentalism versus Flexhumility) have
also been researched. We exclude such general
cultural dimensions for now. They can charac-
terize the general, broader cultural context,
but we are first and foremost interested in the
narrower cultural context of data disclosure in
particular. After we have captured the latter,
relations with the former can also be explored.

9. Data Disclosure as a Multifactorial
and Context-Dependent Process

The literature review shows that it has become
more and more evident that data disclosure
decisions can be influenced by multiple fac-
tors, which interact and can work with differ-
ent force in different directions, like vectors
(cf. von Lewinski 2014), promoting or imped-
ing the WTS data. Privacy concerns are often
constructed as a central parameter of data dis-
closure decisions. Other variables (expected
risks and benefits, online privacy literacy, data
control, data sensitivity, trust in data receiver)
are then conceptualized as influential factors
that intensify or decrease privacy concerns,
which, finally, enhance or reduce the WTS:
Thus, as a general tendency, the greater the
perceived risks, the more pronounced the pri-
vacy concerns, and the greater the perceived
benefits, the less pronounced the privacy con-
cerns. In addition, online privacy literacy has
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been described as increasing or decreasing pri-
vacy concerns. A context-independent direc-
tion of its effect on the WTS data can there-
fore not be determined. Increased data sensi-
tivity, in contrast, has been shown to usually
lead to more privacy concerns. Perceived data
control (including anonymity) has been asso-
ciated with less privacy concerns as has trust
in the data receiver. It has also to be consid-
ered, however, that privacy concerns do not
occur in every data disclosure situation. In ad-
dition, it has to be kept in mind that personal-
ity traits and socio-demographic factors can
also have an influence on individuals’ inclina-
tions to share data (see above, cf. e.g. Ghose
et al. 2022, Zimaitis et al. 2020, Zhang et al.
2021).

The studies cited clearly lead to the conclusion
that the concrete situational context affects
the interplay and intensity of the individual
variables that can influence data disclosure de-
cisions. This is in line with Nissenbaum’s
(2004, 2010, 2011, see also Martin, Nissen-
baum 2016) concept of privacy as contextual
integrity as well as CPM theory (see above).
However, at the same time, it is possible to ex-
tract for most of the individual variables the
general direction of their impact on the WTS
data (and independently of privacy concerns),
L.e. positive (enhancing the WTS) or negative
(reducing the WTS) (see above).

Finally, it has to be taken into consideration
that the traditional model of the process of
data disclosure decisions, the privacy calculus,
“assumes that consumers weigh potential risks
against benefits when deciding to share their
personal data” (Ackermann et al. 2021), i.e. it
is usually implied

“that consumers make a conscious, deliberate
decision. However, it seems plausible that
consumers, facing high complexity, often do
not have sufficient time and mental resources
to collect all relevant information and make
trade-offs between their need for privacy and
other goals” (Ackermann et al. 2021, cf. also
Kim et al. 2015).

Ackermann et al. (2021) therefore advocate a
focus “on the role of contextual factors,” as
this

“can reveal heuristic strategies that consumers
apply when deciding whether to share per-
sonal information. For instance, it has been
shown that perceptions and decisions are
strongly affected by the context or the situa-
tion when people are in a heuristic mode of
decision-making” (Ackermann et al. 2021, cf.
also John et al. 2009).

Consequently, we understand the process of
data disclosure decisions to be a conscious or
unconscious, more or less extensive negotia-
tion of usually more than one of the afore-
mentioned (and potentially more) variables
that is context-dependent.

[ll. A Comparative Macro Perspec-
tive on Data Disclosure: The Re-
search Approach

The context of data disclosure can be ap-
proached from a macro (societal, national),
meso (institutional) and micro (individual)
perspective: “Micro is individual choice, and
macro is its aggregate consequences” (Dopfer
et al. 2004, p. 264).

“In the macro domain we abstract from [...]
detail in order to focus upon the aggregate
consequences — this is a quasi-statistical exer-
cise that is not connected to the micro domain
in an analytical sense even though it is possible
to, for example, sum micro value added to ob-
tain macro value added in an ex post statistical
sense” (Dopfer et al., p. 267).

We will start with a macro perspective in the
cultural part of our research project by looking
at the narrower cultural context of data disclo-
sure at country level. We will structure our
overview of the cultural preconditions that
can shape data disclosure decisions along cen-
tral parameters (see IV. 2.) that are based on
the previous discussion of the research con-
text (see IL.), particularly on the factors that
can influence the WTS data elaborated above.
Most studies that investigate the willingness to
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disclose data are limited to one country. Sig-
nificantly fewer studies engage in country
comparisons and, when they do, they typically
compare only two or, more rarely, several
more countries. Therefore, as Okazaki et al.
(2020) state: “More research is needed to
measure the effects of customer privacy con-
cerns in different regions.” Our next research
step will therefore be a cultural comparison of
the results of our macro study, that, as far as
possible, includes all our eight study countries,
provided comparable data can be obtained.
Therefore, the approach to our topic on the
macro level can further be described as a
“|c]omparison across structural units (e.g., na-
tions |[...])”, which “will result in the aggrega-
tion of individual and contextual data” (Masur
et al. 2021, p. 12). Masur et al. (2021, p. 12)
attribute such an approach a value in its “own
right, given the inherent tension between
global information infrastructures and local-
ized user experiences.” We agree with Masur
etal. (2021, p. 5)

“that any attempt at classifying societal set-
tings is inherently limited and oversimplifying.
Nonetheless, [...] differentiating cultural, so-
cial, political, economic, and technological
structures provides a fruitful framework for
explaining similarities, differences, or incon-
sistencies in privacy-related outcomes” (Ma-
sur et al. 2021, p. 5).

At this stage of our project, the interplay of
the parameters is not yet the focus of our re-
search. This will have to be analyzed in con-
crete data disclosure scenarios in studies on
the micro level.

V. The Cultural Context of Data
Disclosure
1. Introduction

In our project, we aim to provide insights into
the data protection norms that apply in

4 For a systematic overview of different approaches to
culture see e.g. Straub (2007) and Jackson (2020, p. 26-
50).

different countries, people’s attitudes towards
and views on issues telated to data disclosure
decisions as well as their behavior in specific
data disclosure situations. Culture-specific and
cross-cultural aspects will be identified and de-
tailed. Our research program is grounded in a
“derived etics” approach (Berry 1989, Barmeyer
2018, p. 132). Applied to our research topic,
we assume that we can identify certain param-
eters that have an influence on data disclosure
processes cross-culturally. These etic parame-
ters (see also Barmeyer 2018, p. 127), however,
are expected to show culture-specific — i.e.
emic — variation. In order to proceed on this
assumption, we follow a cultural comparative
empirical approach (cf. e.g. Barmeyer 2012, p.
113-114): By comparing respective data that
have been collected in eight different coun-
tries, we work towards better understanding
common and different assessments of data
disclosure issues in different cultures.

Culture, however, is an “elusive construct”
that is “complex, variable, and difficult to de-
fine” (Jackson 2020, p. 28). Of the many and
diverse definitions of culture’, we want to
highlight the following: According to the
Globe (2020) project, which has in common
with our project that it works with survey data
from different countries, “culture typically re-
fers to a set of parameters of collectives that
differentiate each collective in a meaningful
way, with a focus on the ‘sharedness’ of cul-
tural indicators among members of the collec-
tive.” They go on to define culture as “[s|hared
motives, values, beliefs, identities, and inter-
pretations or meanings of significant events
that result from common experiences of
members of collectives that are transmitted
across generations” (Globe 2020). This re-
flects the view that culture tends to be rather
stable and permanent and that it is based on
generational transmission. Other definitions
of culture do not include such a diachronic as-
pect.  Berrell (2021  for

example

5 Berrell (2021) claims that these “norms (...) and val-
ues” are “shared by the population of a sovereign na-
tion.” We do not agree with this, as it is never the whole
population of a country that shares the same “norms
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conceptualizes culture as consisting of “the
norms, behaviors, beliefs, customs, |[...] val-
ues” that are expressed by a collective. Others
add or focus on further components of cul-

(13 b

ture, among others, ‘“assumptions”, “atti-

2 <¢

tudes” and “expectations” “that people have
in common with others in a community”
(Guzman 2009). These componential ap-
proaches to culture can be applied to all sorts
of collectives, be they small or large. The
‘components’ that shape a culture are basically
not static but dynamic and can be more or less
stable. Norms in the form of laws, for exam-
ple, are often more enduring than attitudes or
behaviors in specific situations. Besides, cul-
tures regularly develop in exchange with other
cultures (which can range from sub- to trans-
national cultures) (cf. e.g. Jackson 2020, p. 45-
46). In line with Markos et al. (2017), we argue
that “[a] comprehensive understanding of pri-
vacy issues [— and data disclosure is such an
issue —] must be viewed not only in terms of
information sensitivity but also as a function
of entrenched beliefs grounded in social and
cultural contexts.” Consequently, “a person’s
privacy perceptions and willingness to disclose
should be viewed as the convergence of per-
sonal preferences, social interactions, and cul-
tural orientation” (Markos et al. 2017).

2. Cultural Preconditions of Infor-
mation Governance: The Research
Parameters

Based on the previous discussions, especially
the literature review (see 1I.), and based on
larger global but also national surveys on is-
sues related to data disclosure (e.g. CIGI-Ip-
50s 2019a, b, c, Cisco 2021, EVS/WVS 2021a,
b, ¢, IMD 2021, Ipsos 2019, Markos et al.
2017, Trepte, Masur 2016) we have estab-
lished our research parameters. They provide
insights into a particular cultural segment, i.e.
in the “assumptions”, “attitudes”, “expecta-
tions” (Guzman 2009), “norms, behaviors, be-
liefs, customs, [...] [and] values” (Berrell 2021)
that can influence people’s WTS personal

(...) and values.” It is rather all the “norms (...) and
values” that exist in a country that shape its national

data. The following figure gives an overview
of the parameters that we focus on in the first
part of our project:

Data Protection Laws
Digital Competitiveness
General Value of Informational Privacy
Degree of Privacy of Data

Willingness
Benefts Associated with Data Disclosure to share

personal data
Privacy Concems and Risks

F»XCcHAr-co
4xm-4z0o0

Data Protection Literacy
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1
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u
A
T
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o
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Attitudes Towards Data Receiver

Communication on Data Use

Fig. 1. Central parameters of data disclosure

On the left, the parameters are displayed that
can influence people’s WTS data. They consti-
tute the narrower cultural context of data dis-
closure decisions. This list of research param-
eters proceeds from more fundamental to
more specific parameters of data disclosure. It
is to be expected that (at least some of) these
parameters are valued differently in different
cultures. The norms that apply to data disclo-
sure processes, i.e. mainly data protection
laws, constitute our first research parameter. It
will be elaborated in the legal part of the pro-
ject. Further central components of the cul-
tural context are captured by the other re-
search parameters (see figure 1). The goal in
the first phase of the cultural part of our pro-
ject is to identify the cultural preconditions for
information governance. Consequently, we
start out by looking at the individual parame-
ters of data disclosure to identify general cul-
tural tendencies for each. In what follows, the
parameters are briefly defined and, as far as
possible, characterized in terms of the general
direction of their individual influence — posi-
tive (enhancing) or negative (reducing) — on
the WTS data. The characterizations are based
on the literature review above (see IL.). It has
to be emphasized that what follows consti-
tutes an aggregated, macro level perspective
on each parameter (see IIL), i.e. we abstract
from concrete data disclosure scenarios, and
the following evaluations are always based on

culture, which is always diverse. We can, however, iden-
tify majority trends.



the theoretical assumption that people expect
a violation of their privacy when they consider
data disclosure. We also neglect the interplay
of the parameters in concrete data disclosure
scenarios. In these, i.e. depending on the situ-
ational context, the force of each individual
parameter can vary, and thus its impact on the
data disclosure decision, but the general direc-
tion of the influence of the individual param-
eter on the WTS personal data remains the
same, unless indicated otherwise in what fol-
lows (see also 1I. and IIL.).

The parameter following Data Protection Laws
is Digital Competitiveness. It is understood
in the sense of the “IMD World Digital Com-
petitiveness Ranking” (WDCR), a well-estab-
lished and widely accepted regularly published
ranking, as the “capacity of economies to use
digital technologies to transform themselves”
(IMD 2021, p. 3). The WDCR “analyzes and
ranks the extent to which countries adopt and
explore digital technologies leading to trans-
formation in government practices, business
models and society in general” (IMD 2021, p.
32). We start with this parameter as we assume
that this is a very fundamental factor that can
influence data disclosure decisions. The rea-
soning here is that the degree of digitalization
of a culture might well have an impact on
whether people are more or less inclined to
share personal data: For example, if they are
more accustomed to disclosing data, and if
there are more privacy protection measures in
place, this could influence their WTS data pos-
itively. On an aggregate, macro level, the di-
rection of the impact of this parameter (and its
individual components) has not yet been de-
termined and needs to be explored further. If
we consider the results of the study on inter-
net penetration cited above (see II. 7.), it is
possible that the impact of this parameter de-
pends in particular on the specific type of data
requested.

The parameter General Value of Informa-
tional Privacyindicates how important or un-
important informational privacy is considered
to be in a culture. Informational privacy is un-
derstood “as the claim of an individual to

determine what information about himself or
herself should be known to others” (Westin
2003, p. 431) and as the demand to be pro-
tected from unwanted access to personal data
(Réssler 2001, p. 25) (see IL). It is assumed
that the more value people generally place on
their informational privacy, the more cautious
they will tend to be when asked to disclose
personal data.

The parameter Degree of Privacy of Data or
data sensitivity surveys how private or sensi-
tive individuals consider certain kinds of per-
sonal data to be, like, e.g., financial and health
data. The more sensitive certain data are per-
ceived to be, the more reluctant people will be
to share them.

The parameter Benefits Associated with
Data Disclosure renders the positive effects
people expect from the disclosure of their per-
sonal data. Based on the literature review (see
II. 1.), the benefits have mainly been divided
into three categories so far: (1) social adjust-
ment benefits, (2) financial rewards, and (3)
personalization benefits. One would generally
expect that a perceived benefit of data disclo-
sure will increase the WTS data. It might, how-
ever, vary, what an individual perceives as a
benefit.

The parameter Privacy Concerns and Risks
comprises the negative effects people associ-
ate with data disclosure. These include their
general concerns about the security of their
personal data, and their control over them.
Here, the basic assumption is that the impact
of privacy concerns and perceived risks on the
WTS data is negative, i.e. people are less will-
ing to disclose personal data.

The parameter Data Protection Literacy
captures people’s awareness and knowledge of
data protection, privacy rules and policies as
well as the skills they report to have, and the
measures they take to protect their personal
data. Based on the literature review (see II. 2.),
it is unclear whether this parameter, which is
closely related to but somewhat more nar-
rowly defined than the variable online privacy



literacy, can be attributed a general effect on
the WTS data. More research that differenti-
ates between at least declarative and proce-
dural knowledge is needed.

The parameter Attitudes Towards Data Re-
ceiver refers to people’s attitudes towards in-
stitutions to which they disclose their data.
These comprise above all their trust in na-
tional and foreign governments and (different
kinds of) companies pertaining to the protec-
tion and correct use of their data. It is gener-
ally to be expected that the more people trust
a data receiver, the more willing they are to
share personal data.

The parameter Communication on Data
Use or transparency relates to the importance
people attribute to communication on how
their personal data are used. If transparent
communication of data use is important to
somebody, their WTS data is expected to in-
crease if the communication fulfills their ex-
pectations.

Based on the literature review (see II. 3. and
4.), the degree of privacy or sensitivity that is
assigned to data and also the granting of ano-
nymity (as a means to improve people’s per-
ceived control over their data and thereby re-
ducing their privacy concerns) stand out as the
factors that have been attributed the most im-
pact on people’s WTS personal data so far.

The sketches of the parameters sum up each
one’s individual potential effect on people’s
WTS data from a macro perspective. Their
multi-dimension combinations (cf. von Lew-
inski, p. 6) and highly complex interaction
mechanisms need to be analyzed in concrete
situational contexts (see II. 9.) on a micro
level. Consequently, more of the contextual
parameters should be integrated in empirical
studies on data disclosure, because, so far, “re-
search has often focused on one or two of
contextual

conceivable factors  only,

¢ These questions will be addressed in the legal part of
our project, which is supervised by Kai von Lewinski

neglecting potential interactions between
them” (Ackermann et al. 2021).

3. The Research Questions and
Country Reports

In order to better understand the cultural con-
text of data disclosure, basic research ques-
tions that we address on the macro level for
each of our selected countries are the follow-

ng:

®* Which data protection legislation
applies?

* How do data disclosure regimes (and
data protection laws in general) of dif-
ferent countries interact? How can
these legal systems be compared?*

=  What is the degree of digitalization
(how digitally competitive is the coun-

try)?

»  Which fundamental value does infor-
mational privacy have?

= Are certain kinds of data considered to
be more sensitive than others?

»  Which benefits are associated with
data disclosure?

®  Which privacy concerns do people
have when they are asked to disclose
personal data? Which risks do they
see?

= How literate are people in data protec-
tion, i.e. what do they know about data
protection legislation and possibilities
to protect their personal data (declara-
tive knowledge)? How do they assess
their practical skills to protect their
data (procedural knowledge)?

= Are individuals more willing to share
personal data with specific data receiv-
ers such as national or foreign

and Moritz Hennemann, who also formulated these le-
gal research questions.
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governments and different kinds of
companies (mainly based on trust)?

*  Which influence does communication
have on people’s willingness to share
personal data? Are people more will-
ing to disclose data if data recipients
are transparent about what they will
do with the data?

In the initial phase of our project, these and
other related questions are first fundamentally
examined for the individual countries we have
selected. In order to obtain as broad an empir-
ical data base as possible, we first compile
country reports that focus on the results of
large-scale surveys. As we are planning a cul-
tural comparative study as a next research
step, we have given preference to global sur-
veys to facilitate this endeavor. The country
reports are structured along the parameters in-
troduced above (see figure 1). The parameter
data protection laws is detailed in separate legal
country reports. The information relating to
people’s WTS personal data in the respective
country of investigation is extracted from the
surveys and summarized. The individual coun-
try reports thus capture the views, assess-
ments, assumptions, attitudes, evaluations and
reported behaviors that prevail among citizens
with regard to data disclosure. This gives us an
important insight into the cultural mentality
on our topic and thus into the narrower cul-
tural context of data disclosure and thereby
into the cultural preconditions for information
governance. It allows us to identify culture-
specific and cross-cultural trends with regard
to influences on people’s WTS data. The
knowledge we gain from the survey-based
country reports is statistical in nature and re-
flects the aggregate views of respondents (see
IIL.). On the basis of this macro approach (see
II1.) and the conception of culture elaborated
above (see IV. 1.), it has to be emphasized for
all our research parameters — with the excep-
tion of data protection laws — that, while the
results of our analysis are based on a broad
data set, they show nothing more and nothing
less than trends that can be more or less stable

and representative for different societal
groups. All data should therefore be collected
and compared diachronically regularly to see
how stable they are and to identify possible
significant changes. We integrate differentia-
tions according to socio-demographic factors
(such as age, education, ethnicity, gender, in-
come, political orientation, rural or urban
neighborhood) in the German and the US re-
port. In these countries, the data basis is
broader and more differentiated than in the
other countries we studied and is therefore
most suitable for this endeavor. This is not
least to show the extent to which there is also
intracultural variation that can influence data
disclosure decisions (cf. e.g. DeSilver 2013,
Madden 2015, 2017, Trepte, Masur 2017,
Auxier et al. 2019, Auxier 2020, Herbert et al.
2020). More studies are needed to examine
within-country variations in more detail, par-
ticularly in other cultures than Germany and
the US (see also II. and IV.).

V. Outlook

The legal and cultural country reports can
serve as a source of information for research-
ers and practitioners alike for whom data dis-
closure issues are relevant. They should be
considered in particular by legislature and
stakeholders who receive personal data, such
as governments, companies, and (non-profit)
organizations. They are also particularly rele-
vant in transnational contexts of data disclo-
sure.

Within the framework of our interdisciplinary
project, the legal and cultural country reports
are furthermore pre-studies for subsequent
comparative studies of our countries of inves-
tigation. The cultural reports provide a win-
dow into people’s mentalities in relation to
data disclosure issues in the selected countries
and thus capture the narrower cultural context
in which data disclosure decisions are embed-
ded. They also reveal survey gaps in the coun-
tries that we study: Ghana and Switzerland, for
example, have not been part of the large,
global CIGI-Ipsos (2019a, b, ¢) and Ipsos
(2019) studies at all, and some relevant topics

11



(e.g. the impact of anonymity) have not yet
been included in these surveys either. These
remain research desiderata for the future.
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